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Wyjasnialne uczenie maszynowe z zastosowaniem konceptéow
zrozumialych dla czlowieka

W niniejszej pracy przedstawiam serie pigciu publikacji po§wieconych zagad-
nieniom wyjasnialno§ci modeli uczenia glebokiego.

Traktowanie sztucznych sieci neuronowych jako czarnych skrzynek, powoduje
to, ze nie ma pewnosci, czy decyzje modeli sg podjete na podstawie wlasciwych
przestanek. W moich pracach przedstawiam nowe statyczne metody wyjasniajgce
modele uczenia glebokiego, gdzie wyjasnienie globalne jest generowane po wytrenowa-
niu modelu. Trzy prace dotyczg metody klasyfikatoréw diagnostycznych, ktére
badajg informacje zawarte w reprezentacjach modeli. Jest to metoda powszechnie
stosowana w przetwarzaniu jezyka naturalnego, jednak do tej pory nie miata ona
swojego odpowiednika w widzeniu maszynowym. W moich pracach wprowadzam
intuicyjng taksonomie¢ wizualng, ktéra zawiera znaki, slowa i zdania wizualne,
analogicznie do liter, stéw i zdan jezyka naturalnego. Dzigki temu definiuje sz-
ereg klasyfikatorow diagnostycznych, ktére pozwalajg na badanie réznych cech
reprezentacji modeli. Pokazuje przydatnosé metody klasyfikatoréw diagnostycznych
na przykladzie wyjasniania reprezentacji samonadzorowanych. Metoda ta opiera
si¢ na obliczeniowej teorii widzenia Marra, dzigki czemu analizujemy reprezentacje
za pomocg zrozumiatych dla czlowieka cech wizualnych, takich jak tekstury, kolory,
ksztalty i linie. Moje badania pokazujg, Ze relacje migdzy jezykiem a obrazem sg
skutecznymi i intuicyjnymi narzedziami do wyjasniania modeli uczenia gtebokiego.

W dwdéch pozostatych pracach przedstawiam nowg metode do anonimizacji zbioréw
danych oraz metode wyjasniajacg dzialanie modeli uczenia gtebokiego w diagnostyce
raka piersi. Metoda do anonimizacji obrazéw dziata z wykorzystaniem syjams-
kich generatywno-przeciwstawnych sieci neuronowych i pozwala na zbadanie, czy
reprezentacje modeli uczenia glebokiego zawierajg informacje o tozsamosci oséb
na obrazie. Metoda wyjasniajgca w diagnostyce medycznej bada wplyw perturbacji
obrazu na decyzje lekarza oraz maszyny, dzieki czemu stwierdzamy, ze modele
uczenie giebokiego w duzej mierze korzystajg z informacji zawartej w sktadowych
obrazu o wysokiej czestotliwosci w przestrzeni Fouriera, ktére to informacje sg
niedostrzegane przez lekarzy.

Podsumowujgc, wszystkie powyzsze zaproponowane przeze mnie nowe metody
wyjasniajgce pomagajg lepiej zrozumie¢ modele sztucznej inteligencji. Dzigki tym
metodom jesteSmy w stanie zbadac obcigzenie modeli, okreslié ich silne i stabe strony,

a takze wskazac ktére pojecia sg dla nich istotne podczas podejmowania decyzji.

Slowa kluczowe: Wyjasnialna Sztuczna Inteligencja, Klasyfikatory Diagnostyczne,
Widzenie Maszynowe, Uczenie Glgbokie
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MIALYCH DLA CZLOWIEKA

Autor: MGR WITOLD OLESZKIEWICZ

1. Jakie zagadnienie naukowe /badawcze jest rozpatrywane w pracy (cel i teza
rozprawy) i czy zostalo ono dostatecznie Jasno sformulowane przez autora?

Rozprawa porusza szerokie spektrum zagadnienl zwigzanych z wyjasnialnoscig modeli
uczenia glebokiego. Autor wykorzystuje obliczeniowa teorie widzenia Marra jako pod-
stawe do opracowania intuicyjnej taksonomii wizualnej, ktoéra stuzy jako narzedzie do
analizy i interpretacji wynikéw modeli uczenia maszynowego. Umozliwia one lepsze zro-
zumienie sposobu, w jaki ludzki mozg przetwarza informacje wizualne, co moze by¢ uzy-
teczne w kontekscie analizy wynikow obrazowych.

Ponadto, Autor eksploruje zastosowanie klasyfikatoréw diagnostycznych, ktére pierwotnie
zostaly opracowane dla przetwarzania Jezyka naturalnego, do probleméw widzenia ma-
szynowego. Wykorzystanie tych klasyfikatoréw pozwala na adaptacje zaawansowanych
technik przetwarzania jezyka naturalnego do analizy obrazéw (réwniez medycznych).

Podsumowujac, teza pracy doktorskiej wydaje sie by¢ adekwatnie sformulowana. Opra-
cowane metody moga mieé znaczenie w dziedzinie przetwarzania obrazéow, wprowadzajac



nowe spojrzenie na interpretowalnosé modeli uczenia maszynowego. Dodatkowo zapro-
ponowano nowg metod¢ anonimizacji danych oraz uzyskano ciekawe wnioski w badaniu
réznic migdzy interpretacjs obrazow medycznych przez radiologéw a modelami uczenia
mMaszZynowego.

2. Czy w rozprawie przeprowadzono w sposOb wlasciwy analize zrodel, w tym
literatury swiatowej, stanu wiedzy i zastosowan w przemysle?

Rozprawa sktada sie ze wstepu, ktory zawiera syntetyczny opis uzyskanych wynikéw oraz
cyklu artykutow. W kazdym z tych artykuléw Autor przedstawia aktualny stan wiedzy
dotyczacy konkretnego zagadnienia. Cho¢ ta struktura, pozwala na systematyczne podej-
scie do prezentacji badan i ich wynikéw, moze ogranicza¢ mozliwogé zdobycia szerszego
ogladu danego obszaru. Jednak, poprzez analiz¢ kazdego artykutu czytelnik moze uzy-
ska¢ adekwatne zrozumienie ewolucji wiedzy w danej dziedzinie oraz wkladu Autora w
badang problematyke.

3. Czy autor rozwigzal postawione zagadnienia, czy uzyl wlasciwej metody i
czy przyjete zalozenia sa uzasadnione?

Autor zaprezentowal w swojej pracy kilka zagadnieri o istotnym znaczeniu w kontekécie
interpretowalnosci i wyjasnialnosci metod glebokiego uczenia. Te zagadnienia obejmujg
interpretowalnosé modeli widzenia maszynowego, anonimizacje danych w uczeniu ma-
szynowym oraz metody wyjasniajgce dziatania modeli glebokiego uczenia w diagnostyce
raka piersi.

Podejécie Autora do tych probleméw jest tworcze i zréznicowane. Zademonstrowano
umiejetnosé zastosowania réznorodnych metod a Autor przyjal adekwatne zalozenia, co
pozwala na odpowiednie rozwigzanie postawionych zagadnien.

Nalezy podkresli¢, ze pelne rozwigzanie postawionych zagadnien jest niezwykle trudne.
Jednak Autor rozprawy podchodzi do postawionych probleméw z odpowiednig staranno-
Scig 1 kreatywnoscig i z tego powodu zaproponowane rozwigzania majg szanse przyczynié
si¢ do istotnego postepu w dziedzinie.

4. Na czym polega oryginalnosé rozprawy, co stanowi samodzielny i orygi-
nalny dorobek autora, jaka jest pozycja rozprawy w stosunku do stanu wiedzy
czy poziomu techniki reprezentowanych przez literature swiatowa?



Oryginalnosé¢ rozprawy wynika z wieloaspektowego wktadu Autora oraz kreatywnego po-
dejscia do rozwigzywania probleméw (np. wykorzystanie klasyfikatorow diagnostycznych
dla wyjasnialnoéci metod widzenia maszynowego). Artykuly sktadajace si¢ na rozprawe
sa wieloautorskie, ale wklad Autora wynosi miedzy 15 % a 75%, co Swiadczy o jego
istotnym zaangazowaniu i wkladzie w proces badawczy.

Muszg zaznaczy¢, ze publikacja A3 stanowi rozszerzong wersje publikacji A1 i niestety
duza czes¢ tekstu jest w obydwu pracach identyczna. Wykazany wktad Autora jest duzo
wyzszy dla publikacji A3, co wskazuje na jego zaangazowanie w eksperymenty i rozwi-
Janie idei prezentowanych w pelnej wersji pracy. Doceniam tez wykonanie przez Autora
rozprawy nietrywialnych analiz obrazéw radiologicznych w publikacji A5, ktora oceniam
jako bardzo wartosciows.

Pozycja rozprawy w stosunku do stanu wiedzy oraz poziomu techniki reprezentowanych
przez literature Swiatowa jest znaczaca. Publikacje sktadajgce sie na rozprawe ukazaly sie
na renomowanych konferencjach, takich jak International Joint Conferences on Artificial
Intelligence, oraz w cenionych czasopismach, takich jak IEEE Access i Scientific Reports,
co Swiadcezy o ich wysokiej jakosci i znaczeniu w dziedzinie

5. Czy autor wykazal umiejetnogé poprawnego i przekonywujacego przedsta-
wienia uzyskanych przez siebie wynikéw (zwiezlosé, jasnos$é, poprawnosé re-
dakcyjna rozprawy)?

Rozprawa jest ztozona z kilku oddzielnych wieloautorskich artykuléw, co utrudnia ocene
wkiadu Autora w prezentacje poszczegoélnych wynikéw. Pomimo precyzyjnego okresle-
nia procentowego wktadu autora w kazdy z artykuléw, ocena jego wplywu na sposéb
prezentacji wynikéw w poszczegdlnych fragmentach pracy jest trudna.

W kontekscie poprawnosci redakcyjnej i prezentacji wynikéw mozna ocenié jedynie krotki
wstep do rozprawy. Zostal on napisany w sposob klarowny, co pozwala czytelnikowi
zrozumie¢ kontekst i cele badawecze. Pomimo jego krotkiej formy, efektywnie omawia
tematyke i zakres pracy, co korzystnie wplywa na zrozumienie tresci. Dodatkowo, wyniki
uzyskane w ramach poszczegolnych projektow oraz wnioski z przeprowadzonych badan
sa tez krotko zaprezentowane we wstepie, co ulatwia zrozumienie i ocene osiggnietych
rezultatow.

6. Jaka jest przydatnosé rozprawy dla nauk inzynieryjno-technicznych?



Modele uczenia glebokiego znajdujg zastosowanie w wiekszosci obszarow dzialania czto-
wieka. Interpretowalnosé i wyjasnialnosé predykcji jest kluczowa w kazdym zastosowaniu,
a zwlaszcza w diagnostyce medycznej. Zaproponowane przez Autora rozprawy podejscia
pozwalajg na eksploracje przestrzeni reprezentacji modeli, co jest niezwykle kluczowe,
zwlaszcza w kontekscie metod uczenia bez nadzoru. Podobnie opracowana nowa metoda
anonimizacji danych powinna znalezé szerokie zastosowania, a zrozumienie réznic pomie-
dzy decyzjami radiologéw i modeli uczacych w stawianiu diagnozy pozwoli na wzrost
zaufania do tych ostatnich.

7. Do ktérej z nastepujacych kategorii recenzent zalicza rozprawe:
a) nie spelniajaca wymagan stawianych rozprawom doktorskim przez obo-
wigzujace przepisy
b) wymagajaca wprowadzenia poprawek i ponownego recenzowania
V ¢) spehiajaca wymagania
d) spekliajaca wymagania z wyraznym nadmiarem
e) wybitnie dobra, zastugujaca na wyréznienie
Podsumowujac stwierdzam, ze recenzowana przeze mnie praca spelnia wymagania sta-

wiane rozprawom doktorskim przez obowiazujgce przepisy i wnosze o dopuszczenie ma-
gistra Witolda Oleszkiewicza do dalszych etapéw przewodu doktorskiego.
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1. Temat i cel rozprawy

Tematyka rozprawy obejmuje zagadnienia globalnej wyjasnialnosci modeli gtebokiego uczenia
poprzez zastosowanie tzw. klasyfikatorow diagnostycznych badajacych, czy w reprezentacjach
wytrenowanych modeli wystepuja pewne elementy — cechy wizualne. Prace przedstawione do
oceny koncentruja si¢ na aspektach wyjasnialnosci modeli dedykowanych do rozpoznawania
i klasyfikacji obrazow — wizji komputerowej. Nadrzednym celem przedstawionych prac jest
lepsze niz dotychczas zrozumienie podstaw podejmowania decyzji przez modele maszynowego
uczenia. Autor proponuje szereg intersujacych metod, ktorych osnowa jest wyjasnialnos¢
bazujaca na tzw. taksonomii wizualnej zawierajacej znaki, stowa i zdania wizualne, a wigc
pojecia, ktore moga by¢ zrozumiate dla cztowieka.

W pracy nie zdefiniowano tezy gtownej ani tez pomocniczych. Jest to zrozumiate, gdyz
przedmiotem oceny jest cykl publikacii, natomiast w autoreferacie jasno przedstawiono
i uzasadniono cel i zakres badan. Zawarto$¢ wszystkich z przedstawionych do oceny publikacji
jest zgodna ze zdefiniowanym celem i zakresem badan, a prace te rozwazane jako calo$¢
stanowa spojna logicznie catosc.

Uzasadnienie wyboru tematu nie budzi zadnych watpliwosci, Autor bardzo dobrze
{ trafnie uzasadnia celowo$é¢ podjecia badan opisanych w rozprawie. Tematyka badan jest
bardzo istotna, wyjasnialno$¢ systemow sztucznej inteligencji jest aktualnym tematem
naukowym, zwtaszcza w kontekscie nadchodzacych regulacji prawnych dotyczacych zaufana
do tego typu systemow.

2. Zawarto$é i charakter publikacji/rozprawy

Do oceny przedstawiono cykl pigciu publikacji, z ktorych dwie wydano w czasopismach
naukowych, a trzy stanowia doniesienia konferencyjne. Dokfadne dane bibliograficzne
publikacji przedstawiono ponizej:

1. D. Basaj, W. Oleszkiewicz i inni: Explaining Self-Supervised Image Representation
with Visual Probing. IJCAI 2021 (Core A*, 200 pkt. MEIN).

2 W. Oleszkewicz i inni: Which Visual Features Impact the Performance of Target Task
in Self-supervised earning? CCS 2022 (Core A, 140 pkt. MEIiN).

3 W. Oleszkiewicz i inni: Visual Probing: Cognitive Framework for Explaining Slef-
Supervised Image Representations. IEEE Access 11, 2023 (IF 3.476; 100 pkt. MEiN).

4 W. Oleszkiewicz i inni: Siamese Generative Adversarial Privatizer for Biometric Data.
ACCYV 2018 (Core B; 70 pkt. MEiN).

5. T. Makino, S. Jastrzebsk, W. Oleszkiewicz i inni: Differences between human and
machine perception in medical diagnosis. Scientific Reports 12, 2022 (IF 4.996; 140
pkt. MEIiN).

Doktorant deklaruje, ze jego wktad w postanie publikacji byt nastepujacy:
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1. Wspdtudziat w zdefiniowaniu problemu badawczego, opracowanie metod — adaptacja
z domeny przetwarzania jezyka naturalnego do analizy obrazow. Zdefiniowane
kluczowych zadan diagnostycznych. Doktorant zaplanowat i wykonat rowniez wigkszg
czes¢ eksperymentow. Wkiad Doktoranta oceniam jako dominujacy.

3. Praca3 jest rozszerzeniem pracy 1. Praca 1 jest praca konferencyjna, a 3 jej rozszerzong
wersja. Doktorant, poza zadaniami wymienionym w pkt. 1, realizowat rowniez zadania
zwigzane z przygotowaniem i opracowaniem badan ankietowych. Wktad doktoranta
W powstanie tej pracy jest zdecydowanie dominujacy.

2. Doktorant brat udziat w zdefiniowaniu zadania badawczego, miatl kluczowy wktad
W opracowanie algorytmu do tworzenia amnezyjnych zadan diagnostycznych.
Przeprowadzit petna implementacje metod oraz wykonal zdecydowang wiekszo$é
eksperymentéw. Wkiad Doktoranta w powstanie publikacji byl moim zdaniem
zdecydowanie dominujacy.

4. Doktorant brat udziat w zdefiniowaniu problemu badawczego. Przeprowadzit wszystkie
eksperymenty wraz z analiza uzyskanych wynikow. Wktad Doktoranta oceniam na
wigcej niz proporcjonalny do liczby autorow publikacji.

5. W ostatniej z prac przedstawionych do oceny wktad doktorant byt mniejszosciowy, ale
rowniez istotny, gdyz Doktorant bral udziat w zdefiniowaniu problemu badawczego,
byl wspotautorem implementacji, a takze wykonat czes¢ eksperymentow.

Publikacje 11 3 traktujg o zastosowaniu metody zadan diagnostycznych w wizji komputerowe;j.
Autorzy, poprzez analogie¢ do wyjasniania reprezentacji w dziedzinie przetwarzania jezyka
naturalnego, definiujg zadania diagnostyczne dla reprezentacji obrazow uzyskanych za pomoca
metod ML (koncentrujg sie na reprezentacjach tworzonych przez metody samonadzorujace si¢).
W pracy 1 zdefiniowano przyblizona taksonomie zawierajaca pojecia bedace wizualnymi
odpowiednikami stow i zdan. W pracy 3 rozszerzono te koncepcje, wprowadzajac semantyke
stow/pojec wizualnych przy wykorzystaniu kogniwistycznej teorii percepcji wzrokowej Marra.
Proponowane podejscia pozwalaja w sposob bardziej intuicyjnych — w odniesieniu do
aktualnych metod — wyjasniac reprezentacje obrazow za pomoca konceptow zrozumiatych dla
uzytkownika (cztowieka).

Praca 2 stanowi dalsze rozszerzenie metod wyjasniania poprzez wprowadzenie tzw.
amnezyjnych zadan diagnostycznych. W metodzie tej autorzy badaja nie tylko wystepowanie
okreslonych poje¢ wizualnych w reprezentacji obrazow, ale sprawdzajg takze, czy ich usunigcie
wptywa na decyzje wytrenowanego modelu.

Praca 4 przedstawia metode anonimizacji zboréw danych poprzez modyfikacje¢ nie tylko
obrazéw, ale rowniez ich reprezentacji odzwierciedlonych w modelu. Celem metody jest
usunigcie informacji pozwalajace; zidentyfikowa¢ tozsamo$¢ 0séb widocznych na obrazie.
Ostatnia z prac, pozycja 5, podejmuje temat badania réznic pomigdzy przestankami lezacymi
u podstaw decyzji diagnostycznych (analiza obrazéw rentgenowskich, diagnostyka raka piersi)
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podejmowanych przez lekarzy i gtgbokie sztuczne sieci neuronowe. Metoda zaproponowana
przez autorow polega na analizie wptywu zaktocen wprowadzanych do oryginalnych obrazow
na decyzje lekarzy i modeli ML.

6. Analiza zrédel, zastany stan wiedzy, dorobek publikacyjny autora

Bibliografia przywotywana w publikacjach cyklu zawiera odpowiednio 28, 21, 62, 36 i 47
pozycji literaturowych. Autor cytuje je w odpowiednim kontekscie. Zrodla te dobrze
przedstawiaja biezacy stan wiedzy w zakresie zagadnien podejmowanych w pracy.
W szczegolnosci, Autor przedstawia propozycje metod wyjasnialno$¢ stosowanych
w objasnianiu dziatania metod wizji komputerowej. Z jednej strony, recenzent odczuwa pewien
niedosyt zwigzany z brakiem szerszego przegladu metod wyjasnialnosci, w szczegolnos¢
pokazania szerszego kontekstu tego zagadnienia w odniesieniu do ztozonych modeli ML
stosowanych nie tylko w analizie obrazéw, ale rowniez w analizie danych tabelarycznych,
szeregdw czasowych, etc. Z drugiej strony, recenzent jest $wiadomy, ze w przypadku publikacji
naukowej nie majacej charakteru rozprawy doktorskiej jako takiej, sekcja related work (lub jej
odpowiednik) musi by¢ ukierunkowana stricte na zagadnienia poruszane w publikacji,
w szczegOlnos¢ w przypadku gdy jest to praca konferencyjna. Przywotywana literatura jest
aktualna — duza cze$¢ cytowanych prac zostata wydana po roku 2019. Wyjatek stanowia
referencje zawarte w pracy wydanej w 2019, jednak i w tej pracy autorzy cytuja aktualne
w tamtym czasie pozycje literatury.

Prace przedstawione do oceny publikowane byly w dobrych czasopismach (EEE Access,
Scientific Reports) oraz w materiatach prestizowych konferencji naukowych. Dorobek
publikacyjny Doktoranta oceniam jako bardzo dobry.

7. Oryginalne wyniki i ich znaczenie
Doktorant podejmuje wazny problem definiowania zrozumiatych dla uzytkownika wyjasnien
dziatania zlozonych systemOw rozpoznawania i klasyfikacji obrazow. W swojej pracy
podejmuje rowniez tematyke anonimizacji obrazow, ukierunkowanej na eliminacje z obrazow
cech charakterystycznych — np. osobniczych — umozliwiajacych np. ustalenie tozsamos¢ 0sob.
Przy czym eliminacja ta nie wptywa w sposob istotny na uzytecznos¢ zanonimizowanych
przyktadéw jako zrodta danych treningowych dla systemow maszynowego uczenia.
Przedstawiony do recenzji cykl publikacji prezentuje nowatorskie podejscie zaroOwno do
zagadnien wyjasnialnosci, jak rowniez anonimizacji danych obrazowych.
Za najbardziej wartosciowe wyniki uzyskane przez Doktoranta uwazam:
e Wprowadzenie taksonomii konceptow graficznych zawierajaca ,,znaki”, stowa”
i zdania” wizualne. W poczatkowej fazie badan koncepty wizualne reprezentowane sg
jako super-piksele sktadajace si¢ niepodzielnych pikseli majacych wspolne cechy lub
tworzacych wyodrebnione obiekty. W dalszej czesci badan, bazujac na obliczeniowe;



teorii widzenia Marra, wybrano szes¢ cech: jasnos¢, kolor, tekstura, linia, ksztatt, forma
w celu bardziej zrozumiatego dla cztowieka opisu stow wizualnych. Zdefiniowanie
konceptéw wizualnych pozwolito w dalszej czesci badan na analize reprezentacji
obrazéw za pomocy klasyfikatorow diagnostycznych. Autor zdefiniowat pieé takich
klasyfikatoréw majacych na celu m.in. wykrywanie stow diagnostycznych na obrazie,
identyfikacje liczby unikalnych stéw wizualnych na obrazie, wykrywanie modyfikacji
obrazu, czy tez — w pewny sensie — podobiefistwa ich reprezentacji.

Klasyfikatory te pozwalaja na szeroka i wszechstronng diagnostyke reprezentacji
obrazéw uzyskiwanych przez metody samonadzorujace sie.

e Opracowanie metody klasyfikatoréw amnezyjnych. Metoda ta bada czy usuniecie
z reprezentacji informacji o wystepowaniu okreslonych poje¢ wizualnych wptywa na
decyzje modelu. Dokladniej, po usunieciu z reprezentacji informacji o danym
koncepcie mierzona jest jakosé klasyfikatora i poréwnywana jest z jakoscia
reprezentacji  zawierajacej usuniety koncept. Metoda Znaczaco poszerza
funkcjonalno$¢ wyjasnien oferowanych przez klasyfikatory diagnostyczne oraz
rozwija taksonomi¢ poje¢ wizualnych, umozliwiajagc badanie i poréwnywanie
preferencji oraz "uprzedzen" réznych metod trenowania modeli.

* Opracowanie metody anonimizacji obrazéw w celu eliminacji  informagji
pozwalajacych na odkrycie tozsamosci widocznych na nich oséb. Zastosowanie sieci
neuronowej do wyrywania cech identyfikujacych osobe, a nastepnie podejscia
generatywnego, ktore ukrywa te informacje przy minimalnym zmniejszeniu
uzytecznosc (rozumianej jako mozliwosé uzycia obrazu jako przyktadu treningowego)
przeksztatconego obrazu. Rozwigzanie to uwazam za bardzo ciekawe i nowatorskie.

8. Redakcja publikacji bedacych podstawg do ubiegania sie o stopien
doktora, ocena sposobu prezentacji wynikow

Publikacje przedstawione do oceny zredagowane sg w sposob dobry. W duzej mierze uktad

prac determinowany jest wymaganiami czasopism i konferencji.

Wyniki prezentowane sa zarébwno w postaci zestawien ilo$ciowych odnoszacych sie np. do
mary AUC (ang. Area Under the ROC Curve) w przypadku klasyfikatorow diagnostycznych,
jak réwniez jakosciowy polegajacy na prezentacjii na przyktadowych obrazach
zidentyfikowanych elementdw graficznych.

We wszystkich pracach brakuje mi jednak case study(ies) ilustrujgcych, jak rzeczywiscie
mogtoby wyglada¢ objasnienie generowane dla koficowego odbiorcy wynikow.

Zarbéwno sam autoreferat, jak i publikacje przedstawione do oceny czyta si¢ bardzo dobrze,
stosukowo tatwo jest zrozumieé intencje i wklad autora.

9. Slabe strony i uwagi krytyczne/dyskusyjne



Recenzent nie wnosi zasadniczych uwag — w szczegolnosci uwag negatywnych — do
przedstawionych do oceny publikacji.

W przedstawionych do recenzji publikacjach brakuje spojnej metodyki wyjasniania bazujacej
na propozycjach autora. Nie do konca jest dla mnie jasne, jak wygladataby wyjasnialnos¢ dla
koficowego uzytkownika nie bedacego specjalista z zakresu maszynowego uczenia. Czy
propozycje Autora sa adresowane jedynie do uzytkownikow zaawansowanych? A celem
wyjasnialnosci jest lepsza diagnostyka —i w dalszej perspektywie poprawa — trenowanych przez
nich modeli?

Brak mi rowniez szerszej pespektywy dotyczacej efektywno$¢ dziatania metody wyj asnialnosci
w kontekscie typow analizowanych obrazéw. Czy wplyw na wyniki ma ich rozdzielczos¢,
wystepowanie kolorow lub ich brak etc.?

Uwag i pytania szczegotowe:

1. Z czego wynika mala liczba zbiorow danych, jakie Autor analizuje w przywotywanych
pracach? Czy zdaniem Autora moze to ograniczac zaufanie do efektywnosci metody?
Czy tez chodzi o to, ze w analizowanych zbiorach liczba obrazéw (przyktadow) jest
duza, zatem zdaniem Autora wystarczajaca do weryfikacji przedstawianych propozycji?

2. Nie zauwazylem, aby Autor udostepnial implementacje opracowanych przez siebie
metod, bedzie to zdecydowanie utrudnia¢ odtworzenie wynikow innym badaczom. Czy
metody opracowane w ramach doktoratu — ich implementacje — sa dostgpne dla
szerszego grana badawczy i uzytkownikow?

3. W przypadku ostatniego artykutu z cyklu brakuje mi dyskusji dotyczacej medycznych
podstaw — przyczyn i réznic — w jaki eksperci i metody ML analizujg rozwazang w tej
pracy grupe obrazow. Rozumiem, ze autor nie ma wyksztatcenia medycznego, ale
nasuwa sie¢ pytanie, jakie wnioski dla ekspertow dziedzinowych (lekarzy), a jakie dla
tworcOw  systemOw  automatycznej diagnostyki obrazowej moga wyptywac
z przeprowadzonych badan?

4. Czy metody przedstawione przez Doktoranta maja zastosowanie w wyjasnianiu metod
nadzorowanych?

10. Podsumowanie i wniosek koncowy
Po analizie rozprawy moge stwierdzi¢, ze zamieszczone w niej rezultaty badan uzyskano
w sposob rzetelny, a wyniki stanowia nowy wktad w dyscypling informatyka techniczna
i telekomunikacja — w szczegélnosci wnosza wktad do metodyk wyjasniania decyzji
podejmowanych przez ztozone systemy rozpoznawania i klasyfikacji obrazow. Rozprawa
potwierdza zdolno$¢ Doktoranta do dalszej pracy naukowej. Uwagi krytyczne nie umniejszaja
mojej jednoznacznie pozytywnej oceny rozprawy.

Stwierdzam, Ze recenzowana rozprawa pt. ,Wyjasnialne uczenie maszynowe
z zastosowaniem konceptow zrozumialych dla czlowieka”, bedaca cyklem publikacji
naukowych, przygotowana przez mgr. inz. Witolda Oleszkiewicza spelnia wymagania

6



i warunki okre§lone w ustawie z dnia 20 lipca 2018 r. Prawo o szkolnictwie wyzszym
i nauce (jednolity tekst Dz. U. z 2023 r. z péin. zm.) i wnosze o jej przyjecie, dopuszczenie
iej do publicznej obrony i dalszych etapéw postepowania doktorskiego.
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1. Zakres, cel, teza i charakter rozprawy

Tematyka recenzowanej pracy doktorskiej dotyczy problematyki uczenia maszynowego (gtebokiego)
metod umozliwiajgcych skuteczniejsza interpretacje sposobu ich dziatania. Problematyka wyjasnianej
sztucznej inteligencji nie jest zagadnieniem nowym i znanych jest wiele prac na ten temat.
Nowatorstwo recenzowanej pracy polega na umiejetnym potgczeniu wybranych metod sztucznej
inteligencji (konkretnie gtebokiego uczenia) z metodami wzorowanymi na przetwarzaniu jezyka
naturalnego, co pozwala na wsparcie uzytkownika komputerowego na etapie podejmowania decyzji.
Rozprawa doktorska ma forme cyklu pigciu powigzanych tematycznie artykutéw naukowych
opublikowanych w migdzynarodowych czasopismach oraz materiatach konferencji naukowych
w latach 2019-2023. Przedmiotem badar byty statyczne metody wyjasniajace zastosowane do
wybranych modeli uczenia gtebokiego ukierunkowanych na zadania widzenia komputerowego.
Tematyka ta jest bardzo aktualna a zapotrzebowanie na wyjasniana sztuczng inteligencje stale rosnie.
Analizujgc istniejace rozwiagzania Autor zauwazyt, ze w dotychczasowych badaniach wiele miejsca
poswigca sie na tworzenie modeli, ktére zwyczajowo okresla sie jako ,czarne skrzynki”, ktére
pomimo wysokiej skutecznoéci dziatania (niezaleznie, czy jest to klasyfikacja, czy predykcja), nie sg
akceptowalne jako rozwigzana mogace zastgpic lub tez przynajmniej wspieraé cztowieka w typowych
zadaniach, np. wyszukiwaniu i rozpoznawaniu obrazéw lub diagnostyce medycznej. Stad, zgodnie
z obecnymi trendami, pojawita sie koncepcja opracowania nowych metod wyjasniajacych tworzone
modele uczenia maszynowego i ujawniajgce przestanki, na podstawie ktérych podejmujg swoje
decyzje. Istota tej koncepcji zostata sformutowana w postaci nastepujacej tezy rozprawy,
zaprezentowanej w sposéb jawny na str. 10: ,Gféwna teza badawczg jest stwierdzenie, ze relacje
migdzy jezykiem a obrazem sa skutecznymi i intuicyjnymi narzedziami do wyja$niania modeli uczenia
gtebokiego”. Sformutowana teza jest wystarczajaco precyzyjna, cho¢ wspomniane w niej ,relacje”
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moga by¢ nie do korica jednoznaczne, bez wspomnienia, ze chodzi tu o opisowe traktowanie cech
wizualnych ekstrahowanych lub tworzonych na etapie dziatania modelu.

W tym samy miejscu Autor deklaruje cel pracy, ktérym jest ,[..] opracowanie narzedzi uczenia
maszynowego, ktére dostarczajg wyjasnier predykcji sztucznych sieci neuronowych za pomocg
konceptéw zrozumiatych dla cztowieka”. Jest to w pewnym sensie przeformutowana teza pracy. Tak

postawiony cel jest czytelny i do$¢ oczywisty. Jego skuteczna realizacja wynika bezposrednio z cyklu
publikacji Autora.

2. Uktad rozprawy i jej sktadowe

Przedstawiona do recenzji rozprawa ma forme autoreferatu wydanego na 103 stronach. Gtowna
cze$¢ to krotki przeglad literatury, opis uzyskanych wynikéw, kopie publikacji wraz ze wskazaniem
autorskiego wktadu Doktoranta oraz lista dodawowych dokonar naukowych, organizacyjnych
i dydaktycznych. Wtasciwe osiagnigcie naukowe, jak juz wspomniatem wczesniej, skfada sig z cyklu
pieciu publikacji, do ktdrych naleza:

[a1] Dominika Basaj, Witold Oleszkiewicz, Igor Sieradzki, Michal Gérszczak, Barbara Rychalska,
Tomasz Trzcinski, Bartosz Zielinski: Explaining Self-Supervised Image Representations with
Visual Probing. IJCAI 2021: 592-598

[a2] Witold Oleszkiewicz, Dominika Basaj, Tomasz Trzcinski, Bartosz Zielinski: Which Visual
Features Impact the Performance of Target Task in Self-supervised Learning? ICCS (1) 2022:
331-344

[a3] Witold Oleszkiewicz, Dominika Basaj, Igor Sieradzki, Michal Gérszczak, Barbara Rychalska,
Koryna Lewandowska, Tomasz Trzcinski, Bartosz Zielinski: Visual Probing: Cognitive
Framework for Explaining Self-Supervised Image Representations. IEEE Access 11: 13028-
13043 (2023)

[a4] Witold Oleszkiewicz, Peter Kairouz, Karol J. Piczak, Ram Rajagopal, Tomasz Trzcinski: Siamese
Generative Adversarial Privatizer for Biometric Data. ACCV (5) 2018: 482-497

[a5] Taro Makino, Stanistaw Jastrzebski, Witold Oleszkiewicz, et al.: Differences between human
and machine perception in medical diagnosis. Scientific Reports 12(1):1-13 (2022)

Wszystkie wymienione publikacje s3 wieloautorskie i zostaly opracowane w zespotach
miedzynarodowych, reprezentujgcych uczelnie polskie i zagraniczne oraz przedsiebiorstwa. W trzech
z nich Autor jest wymieniony na pierwszym miejscu listy autoréw. Wszystkie prace realizowane byty
w ramach projektéw naukowych finansowanych przez instytucje zewnegtrzne. Doktorant
zadeklarowat dominujacy (50% i wiecej) wktad w trzech z prezentowanych publikacji. W pozostatych
dwdch Jego wkfad jest istotny lecz mozna go traktowa¢ jako uzupetnienie dorobku.

Prace s ze sobg powigzane poprzez odniesienie do zagadnienia wyjasnialnej sztucznej inteligencji
i dotyczg ogdlnego zadania rozpoznawania obrazéw [al-a3], anonimizacji danych biometrycznej [a4]
i radiologicznej diagnostyki medycznej [a5].
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Rozprawa uzupetniona jest spisem pozostatych publikacji naukowych Autora oraz innych, waznych
z punktu widzenia rozwoju naukowego, osiggniec. Sg one znaczace i w sposdb istotny wptywajg na
pozytywny odbiér dorobku Autora.

Rozprawa stoi na dobrym poziomie jezykowym, stylistycznym i edycyjnym. Jej struktura jest
prawidfowa. Doktorant w skondensowanej formie oraz w logiczny i czytelny sposéb pokazat
wszystkie istotne zagadnienia zawigzane z przeprowadzonymi badaniami.

3. Analiza zZrodet

Bibliografia przedstawiona w autoreferacie zawiera 49 pozycje obejmujace gtéwnie artykuty
publikowane w czasopismach zagranicznych (m.in. IEEE TPAMI, IEEE TIP, ACM Computing Surveys)
referaty prezentowane na konferencjach miedzynarodowych (m.in. NeurlPS, ICCCN, ECML PKDD,
CVPR, ICCV, ECCV, ICML) oraz monografie publikowane w latach 1982 — 2022, z czego zdecydowana
ich wiekszosc¢ to publikacje z ostatnich lat.

Wsréd oméwionych prac naukowych znajduja sie najwazniejsze publikacje zwiazane z tematyka
poruszang Ww rozprawie, w szczegélnosci z wyjasnialng sztuczng inteligencjg, widzeniem
komputerowym, uczeniem gtebokim, uczeniem nadzorowanym, nienadzorowanym
i samonadzorowanym. Dodatkowo, biorac pod uwage szeroki zakres literatury cytowanej
w poszczegdlnych publikacjach, mozna stwierdzi¢, ze Doktorant ma obszerng i aktualng wiedze
dziedzinows.

4. Metodyka badan

Zaprezentowana w pracy metodyka badari obejmowata wstepng analize problemu wyjasnialnej
sztucznej inteligencji oraz opracowanie algoryinéw ukierunkowanych na zwigkszenie mozliwosci
interpretacji sposobu podejmowania decyzji w systemach bazujacych na uczeniu maszynowych
(w szczegdlnosci uczeniu gtebokim). Autor skupit sie na jednej z klas metod wyjasniajacych,
mianowicie globalnych metodach statycznych, stosowanych post-hoc, czyli po wytrenowaniu
modelu. Pominat w ten sposéb caty zestaw metod wyjasniajacych wptyw doboru danych na trening
modelu, co spowodowane byto prawdopodobnie checia skupienia sie na rozwigzaniach niezaleznych
od typu i charakteru danych. Przyjeta strategia wydaje sie by¢ stuszna, gdyz opisane metody sg dog¢
uniwersalne i moga by¢ stosowane w wielu obszarach badawczych, co pokazaty publikacje Autora.
Eksperymentalne wykazanie skutecznosci opracowanych rozwigzan doprowadzito do udowodnienia
tezy postawionej w rozprawie.

Do najwazniejszych  osiggnie¢ Autora nalezy zaliczy¢  metode zadan diagnostycznych
ukierunkowanych na obszar widzenia komputerowego (zwane visual probing tasks), ktére w sposéb
naturalny taczg zdania w jezyku naturalnym z ukryta reprezentacjg tworzong przez modele uczenia
gtebokiego. Autor pokazat, ze mozna w ten sposéb taczy¢ obszary przetwarzania jezyka naturalnego
(NLP) z teorig percepcji wzrokowej Marra i uczeniem sie reprezentacji przez modele gtebokie.
Powstaty w ten sposdb tzw. stowa wizualne [al] i bardziej zfozona hierarchia kognitywno-wizualna
[a3], ktdre zostaty przyréwnane do koncepgji znakow, stéw i zdan w jezyku naturalnym. Opracowane
w publikacji [a3] klasyfikatory diagnostyczne w ciekawy sposob tgczg elementy NLP z widzeniem
komputerowym, szczegdinie w konteksécie metod uczenia samonadzorowanego.
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Uzupetnieniem opisanych powyzej metod sg wprowadzone w pracy [a2] tzw. amnezyjne klasyfikatory
diagnostyczne, ktérych celem jest odpowied na pytanie, ktére koncepty percepcyjne znajduja
odzwierciedlenie w reprezentacjach wytworzonych na drodze uczenia samonadzorowanego. Autor
wykorzystat tutaj prosta obserwacjg, ktérej kwintesencjg jest to, ze usuniecie odpowiednich
reprezentacji istotnych konceptéw percepcyjnych z przestrzeni ukrytych cech spowoduje obnizenie
skutecznosci  realizacji docelowego zadania  klasyfikujgcego. Potwierdzity to badania
eksperymentalne. Ta sama metodyka weryfikacji zostata réwniez wykorzystana w pozostatych
publikacjach z cyklu.

Zastosowanie wymienionych wczesniej koncepcji zostato zaprezentowane w publikacji [a4], ktéra
prezentuje sposéb anonimizacji biometrycznych danych obrazowych a weryfikacja skutecznosci tego
procesu nastepuje za pomocg oryginalnej syjamskiej sieci neuronowej o architekturze typu GAN.
Opracowany filtr ma za zadanie usuniecie z obrazu elementéw, ktére mogtyby byé wykorzystane do
skojarzenia go z obrazami, ktére s3 uzupetnione danymi identyfikujgcymi np. tozsamoscig
prezentowanej osoby. Co wazne, w pracy uwzgledniony zostat fakt, ze anonimizacja moie
powodowad znaczace znieksztatcenia, dlatego na etapie przetwarzania sg one identyfikowane za
pomocy klasycznej metryki SSIM. W omawianym przypadku wyjasnienie dziatania modelu i istotnosci
cech wykorzystywanych w zadaniu docelowym przeprowadzono w sposdb niebezposredni,
wykonujgc procedure poréwnywania (weryfikacji) tozsamosci. Badania zrealizowano na dwdch
zbiorach danych graficznych: zbiorze rysunkowych twarzy i rzeczywistych odciskdw palcéw.

Ostatnia z uwzglednionych w cyklu publikacji [a5] dotyczy waznego problemu oceny poréwnawczej
skutecznosci diagnostyki radiologicznej pomiedzy specjalistami z tej dziedziny a algorytmami
komputerowymi w obecnosci typowej niedoskonatosci obrazu - rozmycia. Przedstawione badania
wykorzystywaty radiogramy prezentujgce zmiany chorobowe zwigzane z rakiem piersi. Obrazy byty
rozmywane w taki sposob, aby wykry¢ poziom wptywu wysokoczestotliwosciowych komponentéw na
koncowgq diagnoze. Okazato sie, ze po takiej operacji skutecznos¢ klasyfikatora bazujgcego na sieci
gtebokiej spadata, gdyz byt on zbyt silnie ukierunkowany na te wtasnie charakterystyki obrazu.
Metoda wyjasniajgca zostata w tym wypadku réwniez wykorzystana nie wprost ale na zasadzie
analizy skutecznosci modelu docelowego dokonujgcego predykcji dla danych oryginalnych
i znieksztatconych.

Obserwacje wynikajgce z analizy ww. problemdw potwierdzity, ze metody wyjasniajgce pozwalajg na
zidentyfikowanie elementéw modelu gtebokiego uczenia odpowiedzialnego za skuteczng realizacje
postawionego zadania. Uniwersalno$¢ opracowanego podejscia polega na tym, ze nie zalezy ono od
docelowego zadania, tj. klasyfikacji czy rozpoznawania.

W odniesieniu do aktualnego stanu wiedzy wyniki badan uzyskane przez Autora sg oryginalne
i innowacyjne. Biorgc pod uwage zadeklarowany wktad (zaréwno procentowy, jak i szczegdtowy)
w poszczegdlnych publikacjach, przedstawione wyniki stanowia samodzielny i oryginalny dorobek
Autora.

5. Oryginalnos$¢ rozwigzania postawionego problemu badawczego

Przedstawiona do recenzji praca stoi na wysokim poziomie naukowym i inzynierskim a aktualnos¢
problemu, czyli potrzeba wyttumaczenia, chocby poprzez lepsza identyfikacje i wizualizacje informacji
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posredniej, decyzji podejmowanych przez tzw. black-box, stanowi jej duzg zalete. Autor precyzyjnie
zdiagnozowat kwestie wynikajace z niejednoznacznej interpretacji i wyjasnianiem modeli tworzonych
przez algorytmy gtebokiego uczenia. Zaproponowat rozwiazanie, ktére za pomocg konceptéw
zrozumiatych dla czfowieka pozwala na lepsze zrozumienie dziatania modelu. Duza zaletg
prowadzonych badari jest szeroki zakres wykorzystywanych danych, tj. dane medyczne, dane
biometryczne oraz réznego rodzaju dane obrazowe.

Najwazniejsze oryginalne osiggniecia Autora przedstawione w pracy to:

e Opracowanie podstaw teoretycznych sposobu potaczenia elementéw NLP z mechanizmem
percepcji wzrokowej i stworzenie metodyki jego praktycznej weryfikacji;

® Przeniesienie koncepcji zadari diagnostycznych do dziedziny analizy danych graficznych, czyli
wprowadzenie tzw. visual probing tasks;

e Sprawdzenie opracowanych koncepcji na przyktadach pochodzacych z obszaru widzenia
komputerowego, przetwarzania danych biometrycznych i diagnostyki radiologiczne;.

6. Gtéwne wady rozprawy, stabe stron wraz z krytycznymi uwagami szczegotowymi

Publikacje, ktére wchodza w sktad ocenianego osiagniecia zostaty opublikowane w renomowanych
czasopismach i recenzowanych materiatach konferencji naukowych, co gwarantuje, ze prezentujg
odpowiedni poziom merytoryczny i techniczny. Dlatego tez nie jest tatwo wskaza¢ ich konkretne
wady, czy tez uchybienia. Ponizej wymienie jedynie kilka wybranych uwag o charakterze
dyskusyjnym, ktére mogtyby by¢ przyczynkiem do dyskusji w czasie obrony pracy:

* Z oczywistych wzgledéw opublikowane artykuty prezentujg jedynie wybrane wycinki
wigkszego problemu naukowego i z tego powodu trudno oczekiwaé w nich szerszego
przegladu literaturowego. Wydaje sie, ze w autoreferacie mozna by oczekiwac pogtebionego
odniesienia do istniejgcych metod, poza lapidarnym spisem istniejgcych metod wyjasnialne;j
sztucznej inteligencji. Pytanie dotyc.y, jak w prezentowanych przypadkach uzycia
opracowanych metod zachowywatyby sie metody typu SHAP czy LIME?

* Prace bedace sktadnikami osiggniecia sg wieloautorskie a udziat Doktoranta jest okreslony w
duzej mierze przez zdefiniowanie problemdéw badawczych, przeglad literatury, realizacje
oprogramowania i prowadzenie oraz obrébke wynikéw eksperymentéw. W zwigzku z tym,
jak nalezy interpretowac znaczaco mniejszy udziat procentowy (25%) w publikacji [a1]?

* Metody opisane w pracach [al-a3] sg ze sobg silniej zwigzane, niz metody bedace tematami
prac [a4] i [aS], ktére wydajg sie by¢ dodane jedynie jako uzupetnienie dorobku, istotne, ale
jednak tylko uzupetnienie. Prositbym o komentarz i wyjasnienie.

® Visual probing jest ciekawa koncepcjg, ale uwzglednia jedynie obecnoéé¢/nieobecnoéé
pewnych konceptéw semantycznych, bez tworzenia ich hierarchii lub tes analizy ich
wzajemnych relacji (co ma miejsce np. w analizie logicznej zdania). Wydaje sie, ze warto by
byto rozwazy¢ ten aspekt, np. poprzez prostg analize relacji geometrycznych lub tez rachunku
zbioréw). Prositbym o odniesienie sie do tej kwestii.
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* Wydaje sig, ze metoda opisana w [a4] prwinna zosta¢ poréwnana z rozwigzaniami tzw.

transferu stylu (np. modele CycleGAN, Pix2Pix), gdyz oba podej$cia mogg prowadzi¢ do
podobnych efektéw.

* W mojej ocenie stabos¢ metody opisanej w [a5] polega na tym, Ze trzeba dysponowaé
zmodyfikowanym zbiorem danych lub znaé charakter réznic jakosciowych aby méc ocenié
sposéb podejmowania decyzji przez model. Prosze o wyjasnienie.

e W rozprawie brakuje préby generalizacji uzyskanych wynikéw i dyskusji stabych stron
opracowanych metod — s3 one umieszczone w kazdym z artykutéw, jednak przydataby sie
odpowiednia sekcja autoreferatu dotyczgca tej kwestii.

e W podsumowaniu (ktérego defacto nie ma) nie przedstawiono propozycji dalszych prac
badawczych stanowigcych rozszerzenie osiggniec uzyskanych w rozprawie — tak jak powyzej,
informacje takie s3 umieszczone w podsumowaniach prac wchodzgcych w sktad cyklu,
jednak, ponownie, przydataby sie odpowiednia sekcja w autoreferacie.

e Z punktu widzenia naukowego, problem wyjasnialnosci moze by¢ rozpatrywany na poziomie
»podgladania” czy tez wizualizacji wybranych danych tworzonych/wykorzystywanych przez
model, natomiast bedzie to zalezato nie tyiko od samego modelu ale rowniez od danych,
jakimi by ,karmiony” na etapie treningu. Dlatego wydaje sie, ze koncepty zrozumiate dla
cztowieka powinny rowniez dotyczy¢ tego typu zagadnienia. Moze warto rozwazy¢ tworzenie
catej struktury stéw wizualnych réwniez na etapie budowy zbioréw treningowych? Pewng
inspiracja mogg by¢ metody typu bag-of-visual-words czy tez algorytmy z grupy zero-shot
classification.

e Po stronie edycyjnej mozna zarzuci¢ Autorowi mato staranne zredagowanie literatury na str..
29-33. W kilku przypadkach brakuje informacji o czasopi$mie, konferencji itp. (poz. 6, 33, 45)
a pozycje 34 i 35 to ten sam tekst Zrodtowy.

7. Znaczenie uzyskanych wynikoéw i ich praktyczne wykorzystanie

Koncepcja badan i otrzymane wyniki, zaréwno teoretyczne, jak i praktyczne sg bardzo interesujgce
i o duzym potencjale zastosowan praktycznych. Dzieki nowym metodom wyjasnialnej sztucznej
inteligencji znaczaco zwieksza sie $wiadomos¢ spoteczna dotyczaca stosowania i wiarygodnosci
modeli tworzonych za pomocg metod Al. Moim zdaniem w kazdym z obszaréw badawczych
(potaczenie NLP i CV, anonimizacja danych biometrycznych, diagnostyka medyczna) istniejg duze
mozliwosci aplikacyjne a opracowane metody mogtyby by¢ z powodzeniem podstawg realizacji
praktycznych.

8. Konkluzja

Recenzowana rozprawa stanowi oryginalne rozwigzanie jednoznacznie sformutowanego zagadnienia
naukowego. Autor rozprawy mgr inz. Witold Oleszkiewicz w przekonujacy sposéb wykazat
umiejetno$¢ samodzielnego prowadzenia badari naukowych, a takze ich prawidtowej i wnikliwej
interpretacji. Wymienione powyzej uwagi ogélne, polemiczne oraz szczegdétowe nie majg znaczgcego
wptywu na jednoznacznie pozytywng ocene rozprawy. Dodatkowy dorobek naukowy, niezwigzany z
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realizowang dysertacjg oraz inne istotne osiagnigcia w obszarze popularyzacji nauki zaprezentowane
przez Doktoranta w autoreferacie $wiadcza o dojrzatoéci naukowej i tylko podnosza koricowg ocene.

W zwigzku z powyiszym uwazam, iz przedstawiona mi do recenzji rozprawa doktorska mgr inz.
Witolda Oleszkiewicza spetnia wymogi stawiane rozprawom doktorskim przedstawione w Ustawie
z dnia 10 marca 2023 r. w sprawie ogfoszenia jednolitego tekstu ustawy - Prawo o szkolnictwie
wyzszym i nauce (Dz.U. 2023 poz. 742), art. 186 i 187 i niniejszym wnosze o dopuszczenie jej do
publicznej obrony.

Jednoczesnie, biorgc pod uwage uzyskane wyniki, fakt publikacji w wysokopunktowanych
czasopismach i materiatach dziedzinowych konferencji miedzynarodowych oraz ogolny wysoki
poziom naukowy rozprawy, wnosze o jej wyrdznienie.

~ e , N
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i

Pawet Forczmanski
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Wyjasnialne uczenie maszynowe z zastosowaniem konceptow
zrozumialych dla czlowieka

W niniejszej pracy przedstawiam serie pieciu publikacji po§wieconych zagad-
nieniom wyjasnialnosci modeli uczenia gtebokiego.

Traktowanie sztucznych sieci neuronowych jako czarnych skrzynek, powoduje
to, ze nie ma pewnoSci, czy decyzje modeli sg podjete na podstawie wlasciwych
przestanek. W moich pracach przedstawiam nowe statyczne metody wyjasniajace
modele uczenia glebokiego, gdzie wyjasnienie globalne jest generowane po wytrenowa-
niu modelu. Trzy prace dotyczg metody klasyfikatoréw diagnostycznych, ktoére
badajg informacje zawarte w reprezentacjach modeli. Jest to metoda powszechnie
stosowana w przetwarzaniu jezyka naturalnego, jednak do tej pory nie miala ona
swojego odpowiednika w widzeniu maszynowym. W moich pracach wprowadzam
intuicyjng taksonomie wizualna, ktéra zawiera znaki, stowa i zdania wizualne,
analogicznie do liter, sté6w i zdan jezyka naturalnego. Dzieki temu definiuje sz-
ereg klasyfikatoréw diagnostycznych, ktére pozwalajg na badanie réznych cech
reprezentacji modeli. Pokazuje przydatno$é metody klasyfikatoréw diagnostycznych
na przykladzie wyjasniania reprezentacji samonadzorowanych. Metoda ta opiera
sie na obliczeniowej teorii widzenia Marra, dzieki czemu analizujemy reprezentacje
za pomocg zrozumialych dla cztowieka cech wizualnych, takich jak tekstury, kolory,
ksztalty i linie. Moje badania pokazuja, ze relacje miedzy jezykiem a obrazem sg
skutecznymi i intuicyjnymi narzedziami do wyjasniania modeli uczenia gtebokiego.

W dwéch pozostalych pracach przedstawiam nowg metode do anonimizacji zbioréw
danych oraz metode wyja$niajgcg dzialanie modeli uczenia glebokiego w diagnostyce
raka piersi. Metoda do anonimizacji obrazéw dziata z wykorzystaniem syjams-
kich generatywno-przeciwstawnych sieci neuronowych i pozwala na zbadanie, czy
reprezentacje modeli uczenia glebokiego zawierajg informacje o tozsamosci oséb
na obrazie. Metoda wyja$niajgca w diagnostyce medycznej bada wplyw perturbacji
obrazu na decyzje lekarza oraz maszyny, dzieki czemu stwierdzamy, ze modele
uczenie glebokiego w duzej mierze korzystajg z informacji zawartej w sktadowych
obrazu o wysokiej czestotliwosci w przestrzeni Fouriera, ktére to informacje sg
niedostrzegane przez lekarzy.

Podsumowujgc, wszystkie powyzsze zaproponowane przeze mnie nowe metody
wyjasniajgce pomagajg lepiej zrozumie¢ modele sztucznej inteligencji. Dzieki tym
metodom jesteSmy w stanie zbada¢é obcigzenie modeli, okresli¢ ich silne i stabe strony,
a takze wskazac ktore pojecia sg dla nich istotne podczas podejmowania decyzji.

Slowa kluczowe: Wyjasnialna Sztuczna Inteligencja, Klasyfikatory Diagnostyczne,

Widzenie Maszynowe, Uczenie Glebokie



Explainable machine learning using concepts
understandable to humans

In this work, I present a series of five publications concerning the explainability
of deep learning models.

Treating artificial neural networks as black boxes makes it impossible to deter-
mine whether the models’ decisions are based on the proper premises. I present
new static, post-hoc methods generating global explanations of deep learning mod-
els. Three publications concern the method of probing classifiers that examine
the information encoded in model representations. This method is commonly used
in natural language processing, but until now, it has not been applied in computer
vision. In my works, I introduce an intuitive visual taxonomy that includes visual
characters, words, and sentences analogous to characters, words, and sentences
in natural language. Thanks to this, I define several probing tasks that examine
various features of model representations. I show the usefulness of the diagnostic
classifier method in the example of explaining self-supervised representations. This
method is grounded in Marr’s computational theory of vision, and it concerns visual
features understandable to humans, like textures, colors, shapes, and lines. My
research shows that relations between language and vision can be an effective yet
intuitive tool for discovering how machine learning models work.

In the other two works, I present a new method for anonymizing datasets and
a method explaining the decisions of deep learning models in breast cancer diagnosis.
The image anonymization method works using Siamese generative-adversarial neu-
ral networks. It allows us to examine whether the representations of deep learning
models contain information about the identity of people in the image. The explana-
tory method in medical diagnostics examines the impact of image perturbations
on the decision of the doctor and the machine, thanks to which we conclude that
deep learning models broadly use the information contained in the high-frequency
image components in Fourier space, which information is invisible to doctors.

All the new explanation methods I have proposed above help us better understand
deep learning models. Thanks to these methods, we can examine the biases of models,
determine their strengths and weaknesses, and indicate which concepts are essential

for them when making decisions.

Keywords: Explainable Artificial Intelligence, Probing Classifiers, Machine Vision,
Deep Learning
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1 Wskazanie osiagnigcia doktorskiego

Niniejszy autoreferat przedstawia osiagnigcie doktorskie zatytutowane:
Wyjasnialne uczenie maszynowe z zastosowaniem konceptéw zrozumialych dla cztowieka.

Na osiagnigcie sktada si¢ cykl pigciu artykutéw powiazanych tematycznie. Ponizej przedstawio-
no motywacj¢ do przeprowadzenia badan, a takze listg artykutéw naukowych wchodzacych w
sktad osiagnigcia doktorskiego wraz z ich omdéwieniem. W rozdziale 2 zamieszczono szczegdto-
wy opis prac badawczych wraz z dyskusja uzyskanych wynikow, zas w rozdziale 3 zamieszczone
sa kopie moich artykutéw.

1.1 Wprowadzenie

Rozw6j metod sztucznej inteligencji, w szczeg6lnosci metod uczenia glgbokiego, jest obecnie
powszechnie dostrzegalnym zjawiskiem, majacym duzy wplyw na wiele dziedzin zycia. Meto-
dy te sa stosowane w obszarach tak kluczowych, jak medycyna, wojskowos¢, bezpieczenstwo,
finanse lub prawo. Efektywno$¢ metod uczenia glgbokiego wynika w duzym stopniu z ogromne-
go rozmiaru modeli, ktére sa parametryzowane milionami, a nawet miliardami wspétczynnikéw
liczbowych. Ekspertom, a tym bardziej uzytkownikom takich gigbokich sieci neuronowych
trudno jest zrozumie¢ tak duze i skomplikowane modele.

Traktowanie wyuczonych sztucznych sieci neuronowych jako czarnych skrzynek, ktérych
decyzje nie sa wytlumaczone, niesie ze sobg szereg zagrozen. Nawet jezeli model osiaga dobre
wyniki, to nie ma pewnosci, czy jego decyzje sa podjete na podstawie wiasciwych przestanek.
Ten problem zostat dobrze opisany w literaturze. Na rysunku 1 jest przyktad z pracy [36], gdzie
model niepoprawnie sklasyfikowat psa rasy husky jako wilka na podstawie pokrywy $nieznej
widocznej na obrazie.

(a) Golden retriever skla- (b) Wyjasnienie. (c) Pies husky sklasyfiko- (d) Wyjasnienie.
syfikowany poprawnie. wany jako wilk.

Rysunek 1: Ilustracja wyniku dziatania metody LIME [41] do wyjasniania decyzji sztucznej
sieci neuronowej. Przyktadowe obrazy sklasyfikowane poprawnie (a) i niepoprawnie (c) wraz
z wyjasnieniami (b) i (d). W przypadku zdjgcia psa rasy golden retriever model podejmuje
decyzje na podstawie istotnych fragmentéw obrazu, ktére sa charakterystyczne dla danej rasy.
Jednakze w przypadku psa rasy husky, decyzja klasyfikatora jest blgdna, co wynika z tego, ze
model skupia si¢ na pokrywie $nieznej widocznej w tle. Rysunek pochodzi z pracy [41].



Wyjasnialnos¢ modeli sztucznej inteligencji nie ma jednej definicji. Jest to pojecie wie-
loaspektowe, zawierajace w sobie wiele watkow zwigzanych ze zrozumieniem uzasadnienia
decyzji lub przewidywan dokonanych przez sztuczna inteligencje. Jedna z potrzeb ludzkich, kto-
ra ma zaspokoi¢ wyjasnialna sztuczna inteligencja to zaufanie. Jezeli ludzie maja opieraC swoje
wybory na decyzjach modeli, to musza im zaufac. To co moze zwigkszy¢ zaufanie uzytkownika
konicowego do modelu to informatywnos¢ wyjasnienia, czyli dostarczenie szeregu dodatkowych
informacji, ktére wzbogaca zrozumienie 1 wskaza czynniki stojace za predykcja. Czasem takie
wyjasnienie moze mie€ charakter przyczynowo-skutkowy, gdzie przyczyna stojaca za decyzja
bedzie podana w sposob zrozumialy dla cztowieka. Szczegdlnym aspektem zwiazanym z wyja-
Snialng sztuczng inteligencja sa kwestie etyczne. Wystepuje oczekiwanie, zarowno spoteczne jak
1 prawne, ze wytrenowany model bedzie dostarczat predykcje zgodnie z okreSlonym systemem
wartoSci. W szczegdlnosci to moze dotyczyC kontrolowania i eliminowania obciazen modelu,
ktére dyskryminuja osoby ze wzgledu na ptec, wiek czy pochodzenie. Wyjasnialna sztuczna
inteligencja ma sprawié, ze system dziata zgodnie ze standardami etycznymi i prawnymi, a jego
decyzje sa odpowiedzialne i nie powoduja niebezpieczenstwa.

Zaniedbanie wyjasnialnos$ci modeli sztucznej inteligencji moze prowadzi¢ do postepujace]
degradacji uzytecznoSci takich modeli w trakcie cyklu ich zycia i do podejmowania btgdnych
decyzji, ktére moga wiazac si¢ z duzymi kosztami ekonomicznymi i spotecznymi. W zwiazku
z tym wyjaSnialna sztuczna inteligencja zdobywa obecnie coraz wigksza popularno$¢ w bada-
niach 1 zastosowaniach praktycznych [5, 23, 40], a jej stosowanie staje si¢ wymogiem prawnym
w wielu krajach [21].

Celem opisywanych ponizej badan bylo opracowanie narzedzi uczenia maszynowego,
ktore dostarczaja wyjasnien predykcji sztucznych sieci neuronowych za pomoca konceptéow
zrozumialych dla cztowieka.

Ponizej przedstawiono liste prac, stanowiacych osiagnigcie naukowe. Dla kazdej z prac
podano aktualng liczbe punktoéw 1 wskaznik IF, a takze liczbe cytowan na podstawie Google
Scholar.

[A1] Dominika Basaj*, Witold Oleszkiewicz*, Igor Sieradzki, Michat Goérszczak, Barbara
Rychalska, Tomasz Trzcifiski, Bartosz Zielifiski.
Explaining Self-Supervised Image Representations with Visual Probing.
International Joint Conference on Artificial Intelligence (IJCAI 2021),
DOI:10.24963/ijcai.2021/82, p. 592-598, 2021.
Punkty MEIiN: 200, Core rank: A*.
Cytowania: 15 (Google Scholar)

Wktad: Bratem istotny udzial w definiowaniu problemu badawczego. Dokonatem
przegladu literatury w zakresie zadan diagnostycznych w widzeniu maszynowym oraz
metod samonadzorowanych uczenia maszynowego. Miatem kluczowy udziat w zapropo-
nowaniu i zaadaptowaniu zadan diagnostycznych do wyja$niania reprezentacji modeli
uczenia gltgbokiego, w tym mialem istotny udzial w zdefiniowaniu kluczowych zadan
diagnostycznych: Word Content, ktére bada zawarto$¢ semantyczng reprezentacji oraz
Sentence Length, ktore bada ztozono$¢ semantyczng reprezentacji. Miatem istotny udziat
w zdefiniowaniu mapowania pomigedzy widzeniem komputerowym a przetwarzaniem jg-



[A2]

[A3]

zyka naturalnego. Zaprojektowatem wigksza czes¢ eksperymentéw, w tym eksperymenty
zwigzane z efektywnym przygotowaniem reprezentacji modeli samonadzorowanych
oraz etykiet do zadan diagnostycznych oraz walidacja zadan diagnostycznych. Zaimple-
mentowatem wigksza czes¢ algorytméw, w tym algorytmy zadania diagnostycznego
Word Content, Sentence Length oraz duza cze¢S¢ algorytméw zadania diagnostycznego
Character Bin. Przeprowadzitem zdecydowana wigkszo$¢ eksperymentow, wraz z ana-
liza 1 opracowaniem wynikéw. Przygotowalem dane do wszystkich eksperymentow
badajacych doktadnos$¢ zadan diagnostycznych, przeprowadzitem badania zadan diagno-
stycznych Word Content oraz Sentence Length. Mialem istotny udzial w zaprojektowaniu,
przeprowadzeniu i analizie badan ankietowych. Przygotowatem pytania oraz ilustracje do
ankiety, nadzorowalem proces przeprowadzenia badan ankietowych, opracowatem spo-
sOb interpretacji odpowiedzi uczestnikow ankiety. Miatem istotny wkiad w redagowanie
pracy, opisatem szczeg6ty przeprowadzanych eksperymentéw, przygotowatem ilustracje
oraz tabele, opisalem wnioski z eksperymentéw. Mdj wklad ogélny szacuje na 25%.

Witold Oleszkiewicz, Dominika Basaj, Tomasz Trzcinski, Bartosz Zieliniski.

Which Visual Features Impact the Performance of Target Task in Self-supervised Lear-
ning?

International Conference on Computational Science (ICCS 2022), DOI:10.1007/978-3-
031-08751-6_24, p. 331-344, 2022.

Punkty MEIiN: 140, Core rank: A.

Cytowania: 0 (Google Scholar)

Wktad: Bratem kluczowy udzial w definiowaniu problemu badawczego. Dokonatem prze-
gladu literatury. Mialem kluczowy udzial w zaproponowaniu algorytmu do tworzenia
amnezyjnych zadan diagnostycznych. Zaprojektowalem wszystkie eksperymenty, w tym
eksperymenty zwiazane z usuwaniem informacji semantycznej o stowach wizualnych z
reprezentacji. Zaimplementowatem albo zaadaptowatem wszystkie algorytmy, w tym
algorytmy badajace zmiany zwigzane z usuwaniem informacji semantycznej o stowach
wizualnych z reprezentacji. Przeprowadzilem wszystkie eksperymenty, wraz z analiza
1 opracowaniem wynikéw. Miatem bardzo istotny wktad w redagowanie pracy, przygoto-
waltem wszystkie ilustracje, tabele oraz wykresy.Méj wklad ogélny szacuje na 75%.

Witold Oleszkiewicz, Dominika Basaj, Igor Sieradzki, Michat Gérszczak, Barbara Ry-
chalska, Koryna Lewandowska, Tomasz Trzcifiski, Bartosz Zielifiski.

Visual Probing: Cognitive Framework for Explaining Self-Supervised Image Representa-
tions.

IEEE Access, vol. 11, pp. 13028-13043, 2023, DOI: 10.1109/ACCESS.2023.3242982.
Punkty MEIN: 100, IF: 3.476

Cytowania: 2 (Google Scholar)

Wkiad: Bratem istotny udzial w definiowaniu problemu badawczego. Dokonatem prze-
gladu literatury w zakresie zadan diagnostycznych w widzeniu maszynowym oraz metod
samonadzorowanych uczenia maszynowego. Miatem kluczowy udzial w zaproponowa-
niu i zaadaptowaniu nowych zadaf diagnostycznych do wyjasniania reprezentacji modeli
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[A4]

[A5]

uczenia glgbokiego, a przede wszystkim zdefiniowatem i zaimplementowatem nowe za-
danie Mutual Word Content, ktore porownuje semantyczng zawartoSC pary reprezentacji.
Miatem istotny udziat w adaptowaniu teorii widzenia Marra do problemu badania repre-
zentacji modeli uczenia glgbokiego, w tym weryfikowatem wiele poczatkowych hipotez,
sprawdzajacych w jaki spos6b mozna wykorzystac teori¢ widzenia Marra do optymal-
nej klasteryzacji stow wizualnych. Zaprojektowatem i przeprowadzitem zdecydowana
wigkszos¢ eksperymentéw: przygotowatem modele uczenia samonadzorowanego, wyge-
nerowalem reprezentacje samonadzorowane oraz etykiety do zbadania doktadnosci za-
dan diagnostycznych. Zaimplementowalem wigksza czg$¢ algorytméw, w tym w catosci
algorytmy do zadan diagnostycznych: Word Content, Mutual Word Content. Przeprowa-
dzitem zdecydowana wigkszoS¢ analiz wynikéw eksperymentdéw, wraz z opracowaniem
wynikéw 1 przygotowaniem tabel, wykresow 1 ilustracji do publikacji. Miatem kluczo-
wy udzial w zaprojektowaniu, przeprowadzeniu i analizie badan ankietowych. Mialem
istotny wktad w redagowanie pracy. Méj wklad ogélny szacuje na 65%.

Witold Oleszkiewicz, Peter Kairouz, Karol Jerzy Piczak, Ram Rajagopal, Tomasz Trzcin-
ski.

Siamese Generative Adversarial Privatizer for Biometric Data.

Asian Conference on Computer Vision (ACCV 2018), DOI:10.1007/978-3-030-20873-
8_31, p. 482497, 2019.

Punkty MEIiN: 70, Core rank: B.

Cytowania: 22 (Google Scholar)

Wkiad: Bratem istotny udziat w szczegétowym rozwinigciu problemu badawczego. Za-
projektowalem architekture rozwiazania uktadu sieci do anonimizacji obrazéw. Zaprojek-
towalem wigksza czeS¢ eksperymentow, w tym eksperymenty do modyfikacji obrazow,
tak aby usuna¢ z nich informacje o tozsamosci osoby. Zaimplementowatem wszystkie
algorytmy w pracy. Przeprowadzitem wszystkie eksperymenty, wraz z analizg i opra-
cowaniem wynikéw. Miatem istotny wktad w redagowanie pracy. Méj wklad ogélny
szacuje na 50%.

Taro Makino, Stanistaw Jastrzebski, Witold Oleszkiewicz, Celin Chacko, Robin Ehren-
preis, Naziya Samreen, Chloe Chhor, Eric Kim, Jiyon Lee, Kristine Pysarenko, Beatriu
Reig, Hildegard Toth, Divya Awal, Linda Du, Alice Kim, J. Park, Daniel K. Sodickson,
Laura Heacock, Linda Moy, Kyunghyun Cho, Krzysztof J. Geras.

Differences between human and machine perception in medical diagnosis.

Scientific Reports (12), ISSN 2045-2322, DOI:10.1038/s41598-022-10526-z, p. 1-13,
2022.

Punkty MEIN: 140, IF: 4.996

Cytowania: 17 (Google Scholar)

Wktad: Bralem udziat w definiowaniu problemu badawczego. Zaprojektowalem czgs¢
eksperymentéw zwiazanych z filtrowaniem obrazéw w domenie czgstotliwosci. Zaimple-
mentowatem czgs$¢ algorytméw zwiazanych z filtrowaniem obrazéw w domenie czgstotli-
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wosci. Przeprowadzitem czg$¢ eksperymentéw, wraz z analiza i opracowaniem wynikow.
Pomagatem z redagowaniem czgsci pracy. Méj wklad ogdlny szacuje na 15%.

1.2 Zakres badan

Wyjasnialne uczenie maszynowe jest obecnie szybko rozwijajaca si¢ dziedzina, w zwiazku

z czym nalezy na poczatek zakresli¢ taksonomi¢ metod wyjasniajacych.

Taksonomia
metod XAl

Czy wyjasniane sg
pojedyncze decyzje
modelu?

R

Czy metoda jest
dostosowane do

konkretnego modelu?

W

.

Czy wyjasnienie jest
budowane w model, czy

odbywa sie po

przygotowaniu modelu?

=

Metody lokalne,
np. SHAP, LRP

Metody globalne,
np. PDP, TCAV,
Visual Probing

( Metody specyficzne do )
modelu, np. TreeSHAP,
Visual Probing

Metody niezalezne od
modelu, np. LIME

Metody post-hoc,
np. mapy istotnosci,
Visual Probing

Wyjasnialna struktura, np.

—

Y

Czy wyjasniany jest model,

czy dane?

J

-

v

Czy wyjasnienie odbywa
sie W sposob statyczny?

S

drzewa decyzyjne

Eksporacyjna analiza
danych, np. wizualizacja

A

Metody wyjasniajgce
model, np. LIME, SHAP,
Visual Probing

Metody statyczne, np.
TCAV, Visual Probing

s ™

Metody interaktywne, np.

metody konwersacyjne

"

Rysunek 2: Proponowana taksonomia wyja$nialnego uczenia maszynowego oparta na pytaniach
o poziom (lokalny lub globalny), przedmiot (dane lub model), sposéb (wbudowany w strukturg
lub post-hoc oraz statyczny lub interaktywny) i aplikowalnos¢ (specyficzny dla konkretnego
modelu lub niezalezny od modelu) wyjasnien. Moja metody rozwinigtej w ramach cyklu publi-
kacji [A1, A2, A3] jest zaznaczona za pomoca pogrubienia na powyzszym wykresie.

Jak przedstawiono na Rysunku 2, taksonomia wyszczeg6lnia metody: wyjasniajace dane lub
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model, metody statyczne oraz metody interaktywne, metody specyficzne dla konkretnego typu
modelu lub niezalezne od typu modelu, metody bazujace na interpretowalnej strukturze modelu
lub metody wyjasnialne post-hoc, a takze metody wyjasniajace lokalnie lub globalnie.

Metody wyjaSniajace dane koncentruja si¢ wytacznie na analizie eksploracyjnej danych,
ktore sa uzywane do trenowania modeli 1 nie analizuja samych modeli. Takie metody wykorzy-
stuja przede wszystkim techniki wizualizacji. Metody interaktywne, w przeciwienstwie do sta-
tycznych, korzystaja z informacji zwrotnej uzyskiwanej od uzytkownika w trakcie korzystania
z metody. Przeglad podejsS¢ interaktywnych w wyjasnialnej sztucznej inteligencji znajduje sig¢
w pracy [45]. Metody lokalne stosuje si¢ do wyjaSniania pojedyncza decyzj¢ modelu, za$ meto-
dy globalne ttumacza zachowania catego modelu. Przyktadem metod lokalnych sa np. metody
SHAP [33], LIME [41], LRP [7], natomiast do popularnych metod globalnych mozna zaliczy¢
metody TCAV [29], PDP [17].

Wszystkie prace przedstawione jako osiagnigcie naukowe prezentuja metody statyczne
wyjasniajace modele uczenia glgbokiego, gdzie wyjasnienie jest generowane po wytrenowaniu
modelu i jest to wyjasnienie globalne.

W pracy [A1l] wprowadzam zadania diagnostyczne (ang. probing tasks) do analizy repre-
zentacji obrazow, uzyskanych za pomoca metod samonadzorujacych si¢ (ang. self-supervised).
Jest to jedna z pierwszych prac, ktéra podejmuje probe wyjasnienia popularnych obecnie metod
samonadzorujacych sig. Jest to tez jedna z pierwszych prob zastosowania metody zadan diagno-
stycznych w dziedzinie wizji komputerowej, ktra to metoda czgsto jest stosowana do objasniania
reprezentacji w dziedzinie przetwarzania jezyka naturalnego [12] (jak pokazano na Rysunku 3).
W ramach pracy [A1] zdefiniowatem przyblizong taksonomig, ktéra czerpigc inspiracje z dzie-
dziny przetwarzania jezyka naturalnego, definiuje nowe pojecia — wizualne odpowiedniki stow
1 zdan, w celu skutecznego ich zastosowania do wyjasniania reprezentacji obrazow. W wyniku
przeprowadzonych eksperymentow stwierdziliSmy, ze reprezentacje metod samonadzorujacych
si¢ zawierajq informacje semantyczne opisujace zawartoS¢, ztozonos¢ i spdjnos¢ obrazu.

Praca [A3] rozszerza badania z pracy [Al], wprowadzajac systematyke stow wizualnych
korzystajac z kognitywistycznej teorii percepcji wzrokowej Marra [35]. Systematyka Marra
wprowadza sze$¢ cech wizualnych: jasnos¢, kolor, tekstura, linie, ksztatt i forma. Dzigki tej sys-
tematyce mozemy opisac najistotniejsze elementy obrazu dla analizowanych modeli w spos6b
bardziej zrozumiaty dla cztowieka. W rezultacie przeprowadzonych eksperymentéw stwier-
dziliSmy, ze wystgpowanie na obrazie stow wizualnych zwigzanych z liniami i formami ma
najwigkszy wpltyw na decyzje modeli samonadzorujacych sig.

W pracy [A2] rozszerzam powyzsze metody wyjasniajace, wprowadzajac amnezyjne zadania
diagnostyczne. W ten sposéb badamy nie samg obecno$¢ wprowadzonych wczesniej stow
wizualnych w reprezentacji, lecz wptyw obecnosci tych stéw na decyzje modeli. W procesie
stosowania amnezyjnych zadan diagnostycznych przeprowadzamy interwencje, ktére usuwaja
informacje o konkretnych stowach wizualnych z reprezentacji obrazu, a nastgpnie mierzymy,
jak to wplywa na jako$¢ klasyfikacji badanego modelu. Z przeprowadzonych eksperymentéw
dla r6znych modeli samonadzorujacych si¢ wynika, ze usunigcie z reprezentacji informacji
dotyczacej stow wizualnych zwiazanych z forma zmniejszaja doktadnos¢ klasyfikacji bardziej,
niz usuwanie stéw wizualnych zwiazanych z tekstura.

W pracy [A4] przedstawiam metode do anonimizacji zbioréw danych za pomoca syjamskich
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Natural Language Processing

sentence probing task

Is the sentence about a street?]

A dark-colored representation
o _C,O ire . Lb()d,[ O . . . O Is there a word which does
car moves & ons text not fit in the sentence?

a narrow street

Is the sentence long? ]

Computer Vision (ours)

image probing task

Is there a street in the image? ]

B SR bed representation
- &{ Was the i dified?
. . image O . . O O as € lImage modaiie ]

Is the image complex? }

XN (X XN

Rysunek 3: Klasyfikatory diagnostyczne stosowane w dziedzinie przetwarzaniu jezyka natural-
nego sprawdzaja, czy w wytrenowanej reprezentacji sa zawarte informacje o konceptach zrozu-
mialych dla cztowieka. W pracy [A1] wprowadzam taksonomig, ktéra pozwala tworzy¢ zadania
diagnostyczne do badania zawartoSci reprezentacji obrazéw. Rysunek pochodzi z pracy [Al].

generatywno-przeciwstawnych sieci neuronowych. Wyniki eksperymentalne wykazuja na to,
ze mozliwa jest taka modyfikacja reprezentacji obrazow oraz samych obrazéw, ktéra zapewni
rownowage pomiedzy anonimizacja obrazéw a zachowaniem uzytecznoSci danych do trenowa-
nia modeli uczenia maszynowego. Dzigki temu uzyskaliSmy zrozumienie reprezentacji modeli,
w szczegOlnosci uzyskaliSmy odpowiedZ na pytanie: czy reprezentacje modeli uczenia glgbokie-
go moga zawiera¢ informacje o tozsamosci oséb widocznych na obrazie oraz czy mozliwa jest
modyfikacja tych informacji.

W pracy [AS] przeprowadziliSmy analiz¢ wyjasniajaca dzialanie modeli uczenia glgbokiego
w diagnostyce medycznej. SkoncentrowaliSmy si¢ na probie zrozumienia, czy sieci neuronowe
oraz lekarze podejmuja decyzje diagnostyczne na podstawie tych samych przestanek. W tym ce-
lu zaproponowaliSmy metodg, w ktérej zbadano wptyw perturbacji obrazu na decyzj¢ cztowieka
oraz maszyny w konteks$cie zadania wykrywania raka piersi na podstawie obrazéw mammogra-
ficznych. Po przeprowadzeniu eksperymentéw stwierdziliSmy, ze modele uczenie glebokiego
w duzej mierze korzystaja z informacji zawartej w sktadowych obrazu o wysokiej czgstotliwosci
w przestrzeni Fouriera, ktére to informacje sa niedostrzegane przez radiologéw.

Whioski z przeprowadzonych przeze mnie badan, wskazuja, ze wszystkie powyzsze nowe
metody pomagaja lepiej zrozumie¢ modele sztucznej inteligencji. Dzigki tym metodom jesteSmy
w stanie zbada¢ obciazenie modeli, okresli¢ ich silne i stabe strony, a takze wskaza¢ ktére
koncepty sa dla nich istotne podczas podejmowania decyzji.
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2 Szczegoélowy opis wynikow

2.1 Wyjasnialne uczenie maszynowe do analizy samonadzorujacych sig¢
reprezentacji obrazu za pomoca klasyfikatorow diagnostycznych [A1,
A3]

Reprezentacje wizualne maja kluczowe znaczenie w wielu wspéiczesnych zastosowaniach ucze-
nia maszynowego, takich jak wyszukiwanie wizualne [43], klasyfikacja obrazéw [31] oraz
odpowiadanie na pytania na podstawie obrazu [4]. Jednakze uczenie si¢ reprezentacji w sposéb
nadzorowany, z wykorzystaniem duzych zbioréw danych jest problematyczne, przede wszystkim
ze wzgledu na koniecznos$¢ etykietowania danych. Jest to czynnos¢ bardzo pracochtonna, kosz-
towna oraz podatna na btedy. W zwiazku z tym w uczeniu si¢ reprezentacji obecnie popularno$¢
zdobywaja metody samonadzorowane, ktore sa w stanie osiggnaé podobna skutecznos¢ przy
znacznie mniejszym zapotrzebowaniu na dane etykietowane [10, 11, 22, 25]. W przeciwiefistwie
do metod uczenia z nadzorem, metody samonadzorowane nie potrzebuja informacji o etykiecie
prébki na poczatkowym etapie uczenia si¢. Zamiast tego te metody korzystaja z kontrastowe;j
funkcji kosztu, ktéra mierzy podobienistwo pomigdzy prébkami w przestrzeni reprezentacji i od-
réznia pary reprezentujace zmodyfikowane wersje tej samej probki od pary, ktorej elementy
pochodza z r6znych prébek.

Istnieje wiele prac badajacych wyjasnialnos¢ reprezentacji obrazéw [15, 27, 46]. Jednak-
ze wigkszos¢ z tych prac dotyczy wyjasnialnoSci reprezentacji powstalych w procesie uczenia
z nadzorem [49], a nie dotyczy reprezentacji samonadzorowanych. Ponadto wigkszo$¢ propono-
wanych podejs$¢ polega na analizie wpltywu poszczegdlnych pikseli obrazu na decyzj¢ koricowa
modelu [2, 42], za$ wystgpujace na obrazie koncepty semantyczne, ktére sa zrozumiate dla czlo-
wieka, nie sa brane pod uwage podczas wyjasniania.

Opisane ponizej moje publikacje maja na celu przezwycigzy¢ te ograniczenia. W pracy [Al]
oraz w jej rozszerzeniu [A3] zaczerpngliSmy inspiracj¢ z prostej obserwacji, ze to wilasnie jezyk
jest uzywany przez ludzi jako naturalne narze¢dzia do wyjasniania tego, czego dowiadujemy si¢
o Swiecie za pomoca widzenia [32]. Dlatego, biorac pod uwage ze te same algorytmy uczenia
maszynowego moga by¢ z powodzeniem stosowane do rozwiazywania zaréwno zadan zwia-
zanych z przetwarzaniem obrazu, jak i z jezykiem naturalnym [14, 9], postulujemy, ze metody
uzywane do analizy reprezentacji tekstowej moga by¢ réwniez wykorzystywane do badania
reprezentacji wizualnych.

Bardzo popularnymi narzgdziami do wyjasniania reprezentacji tekstowych sa klasyfikatory
diagnostyczne (ang. probing classifiers) [12]. Klasyfikator diagnostyczny w dziedzinie prze-
twarzania jezyka naturalnego (ang. Natural Language Processing, NLP) to prosty klasyfikator,
sprawdzajacy czy dana reprezentacja tekstowa koduje okreslona wtasciwosé, taka jak np. tres¢
zdania, jego dlugos¢ albo spdjnos¢ semantyczna, nawet jezeli te cechy nie sa bezposrednio bra-
ne pod uwage podczas definiowania funkcji kosztu w trakcie uczenia si¢ modelu. Analizujac
doktadnos¢ klasyfikatoréw diagnostycznych, mozna zweryfikowac, czy badana reprezentacja za-
wiera okreslone informacje. Podczas gdy klasyfikatory diagnostyczne sa prostymi, intuicyjnymi
1 szeroko stosowanymi narzedziami w NLP, ich zastosowanie w dziedzinie wizji maszynowe;j
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(ang. computer vision, CV) jest ograniczone [3], gtdwnie ze wzgledu na brak odpowiednich
analogii migdzy modalnosciami tekstowymi a wizualnymi.

2.1.1 Odwzorowanie pomiedzy jezykiem naturalnym a widzeniem maszynowym

W pracy [A1] wprowadzitem intuicyjne odwzorowanie pomigdzy jezykiem naturalnym a obra-
zem. Nalezy zaznaczyc, ze nie jest to Sciste odwzorowanie, lecz wytacznie inspiracja, dzigki
ktérej mozliwe jest zastosowanie klasyfikatoréw diagnostycznych z dziedziny NLP w domenie
widzenia maszynowego. W celu zaadaptowania klasyfikatoréw diagnostycznych do badania re-
prezentacji obrazow zaproponowatem wizualng taksonomig, ktéra zawiera znaki, stowa i zdania
wizualne, korzystajac z analogii do liter, stéw i zdan jezyka naturalnego. W danej taksonomii
obrazy sa traktowane analogicznie do zdan w jezyku naturalnym. Tak jak zdanie jest uporzadko-
wang grupa stow, ktére zawiera zrozumiata dla cztowieka tresé, tak obraz zawiera wyodrgbnione
elementy, ktére moga by¢ odbierane i rozumiane przez czlowieka.

Elementami obrazu w danym odwzorowaniu sa nienaktadajace si¢ na siebie superpiksele,
ktére sktadaja si¢ z grupy niepodzielnych pikseli majacych wspdlne cechy lub tworzacych wyod-
rebnione dla cztowieka obiekty. Podziat obrazu na superpiksele moze odbywac si¢ np. za pomo-
ca algorytmu SLIC [1]. W efekcie otrzymujemy obraz zbudowany z superpikseli o okreslone;j
pozycji i znaczeniu, analogicznie do zdania zbudowanego ze stéw. Kazdy superpiksel zawiera
okres$long liczbe pikseli, podobnie jak stowa sktadaja si¢ ze znakéw. Tym samym uzyskujemy
intuicyjne mapowanie pomigdzy domeng wizualna a domena tekstowa.

Do powyzszego odwzorowania nalezy dodaé jeszcze jedno uszczegétowienie. Superpiksele
réznig si¢ koncepcyjnie od swoich jezykowych odpowiednikow, jakimi sa stowa, w jednym
istotnym aspekcie: superpiksele nie powtarzaja si¢ pomigdzy réznymi obrazami, podczas gdy
w tekscie stowa czgsto powtarzaja si¢ w réznych zdaniach. Z tego powodu stowo wizualne
zostalo zdefiniowane nie jako pojedynczy superpiksel, lecz jako klaster grupujacy podobne su-
perpiksele w przestrzeni reprezentacji. W ten sposob kazdemu superpikselowi mozna przypisaé
jedno stowo wizualne, wyznaczajac najblizszy temu superpikselowi srodek takiego klastra. Two-
rzenie stownika stéw wizualnych (czyli klasteryzacja superpikseli w przestrzeni reprezentacji)
moze by¢ dokonane np. za pomoca metod TCAV (ang. Testing with Concept Activation Vec-
tors) [29] oraz ACE (ang. Automatic Concept-based Explanations) [20]. Metody te generuja
wysokopoziomowe koncepty, ktére sa zrozumiate dla cztowieka. Takie podejsScie wymaga do-
datkowej sztucznej sieci neuronowej wytrenowanej w sposob nadzorowany, ktéra wygeneruje
przestrzen reprezentacji, dzigki czemu uzyskamy miar¢ odlegtoSci pomigdzy superpikselami.
Uzyskane w ten sposob stowa wizualne nie sag w zaden sposob zalezne od reprezentacji metod sa-
monadzorujacych sig, ktére sa przedmiotem badan w pracach [A1, A3]. Podsumowujac, proces
dzielenia obrazu na stowa wizualne sktada si¢ z trzech etapéw: segmentacji obrazu na superpik-
sele, uzyskania reprezentacji superpikseli oraz przypisania superpikseli do stéw wizualnych,
co jest pokazane na Rysunku 4.
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2.1.2 Obliczeniowa teoria widzenia Marra

W przeciwienistwie do stow z jezyka naturalnego, stowa wizualne wprowadzone w pracy [Al]
nie maja dobrze zdefiniowanego znaczenia, ktore jest wymagane do przeprowadzenia doglgbne;j
analizy reprezentacji. Dlatego w pracy [A3] wprowadzam systematyke kognitywno-wizualna,
czerpiac inspiracje z zatozenia, ze tworzenie stow wizualnych moze by¢ podobne do procesu
formowania pojgé. Pojecia w kognitywistyce sa rozumiane jako konstrukcje myslowe odzwier-
ciedlajace zbiér podobnych rzeczy, zjawisk, itp. Innymi stowy, pojecia moga by¢ tworzone
w odniesieniu do cech, ktére stanowia podobienistwo migdzy badanymi obiektami. W pracy [A3]
cechy, ktére mogtyby stanowié podstawe do powstania stow wizualnych, zdefiniowano na pod-
stawie obliczeniowej teorii widzenia Marra [30, 34]. David Marr w ramach tej teorii zatozyt,
ze w procesie percepcji cztowiek dostrzega charakterystyczne cechy strukturalne obiektow, kto-
re sg nastgpnie porzadkowane w szereg reprezentacji wizualnych. Trzy gtéwne reprezentacje
to: ,,szkic pierwotny”, ,,szkic 2.5D” i ,,model 3D [34]. Szkic pierwotny to dwuwymiarowy
obraz, ktéry zawiera informacje o zmianach natgzenia Swiatta, krawedziach, kolorach i tekstu-
rach [16, 37]. Szkic 2.5D przedstawia gtéwnie dwuwymiarowe ksztatty 1 ich orientacj¢ wzgle-
dem obserwatora. Na tym etapie uzyskuje si¢ poczucie gigbi obrazu [30]. Wreszcie model 3D
jest reprezentacja odpowiedzialng za wyobrazenie obiektu z r6znych perspektyw. Obejmuje
to rowniez powierzchnie, ktore sa niewidoczne dla obserwatora.

W pracy [A3] zdecydowaliSmy si¢ na wykorzystanie szeSciu cech z obliczeniowej teorii wi-
dzenia Marra: jasnosci, koloru, tekstury, linii, ksztattu oraz formy, w celu bardziej zrozumiatego
dla cztowieka opisu stow wizualnych. Przyktadowe stowa wizualne przedstawiam na Rysun-
ku 5. Wstepna analiza poszczegdlnych stéw wizualnych pokazata, ze wyzej wymienione sze$¢
cech z teorii Marra bardzo trafnie opisuja poszczegdlne typy wygenerowanych stéw wizualnych
z prac [A1, A3]. W celu potwierdzenia tych wstgpnych obserwacji przeprowadziliSémy bada-
nia ankietowe. Wyniki tych badan potwierdzaja nasze poczatkowe obserwacje oraz pozwalaja
na skategoryzowanie wszystkich stéw wizualnych wedtug cech Marra. Dzigki temu mozemy le-
piej ustali¢ znaczenie stéw wizualnych, co pomaga w lepszym zrozumieniu reprezentacji modeli
uczenia glebokiego.

2.1.3 Klasyfikatory diagnostyczne

Mozliwos¢ opisu obrazu za pomoca stéw wizualnych pozwala nam na zbadanie reprezentacji
tych obrazéw za pomoca klasyfikatoréw diagnostycznych. W pracy [A3] przedstawilem pigc
réznych klasyfikatoréw diagnostycznych, cz¢$¢ z ktérych zostata zaadaptowana z dziedziny
NLP [12, 15].

* Word Content (WC) to klasyfikator diagnostyczny, ktéry ma na celu wykrywanie obecnosci
stéw wizualnych na obrazie. WejsSciem klasyfikatora jest reprezentacja obrazu, a wyjSciem
sg etykiety binarne, ktére okreSlaja obecnos¢ stowa wizualnego na obrazie. Tym samym
dany klasyfikator diagnostyczny Word Content pozwala poréwnac r6zne metody uczenia
glebokiego pod katem wystgpowania konceptéw wizualnych w ich reprezentacjach.

» Sentence Length (SL) ma na celu rozréznienie pomigdzy prostymi i skomplikowanymi obra-
zami. WejsSciem klasyfikatora jest reprezentacja obrazu, a wyjsciem jest liczba unikalnych
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(a) Jasnos¢é.

(b) Kolor.

(f) Forma.

Rysunek 5: Przyktadowe superpiksele reprezentujace sze$¢ réznych cech wizualnych z oblicze-
niowej teorii percepcji wzrokowej Marra.
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stéw wizualnych wystepujacych na obrazie. Tym samym dany klasyfikator pozwala ocenic¢,
czy reprezentacja zawiera informacje o tym jak bardzo skomplikowany jest obraz pod wzgle-
dem liczby ré6znych stéw wizualnych.

* Character Bin (CB) to klasyfikator diagnostyczny ktory bada nie caty obraz, lecz poszczegol-
ne superpiksele, odpowiadajace poszczegdlnym stowom wizualnym. Klasyfikator ten bada,
czy reprezentacja superpiksela zawiera informacje o ztozonosci stowa wizualnego. Wejsciem
klasyfikatora jest reprezentacja superpiksela, a wyjSciem sa a) kompaktowos¢ superpikse-
la S, zdefiniowana jako pole powierzchni superpiksela A(S) podzielone przez pole A(C')
kota C' o takim samym obwodzie jak superpiksel S; lub b) zmiennos¢ (ang. Inter-Cluster
Variance [6]) superpiksela S, zdefiniowana jako Srednie odchylenie standardowe rozktadu
wartosci dla poszczegdlnych kanatow superpiksela w przestrzeni RGB. Tym samym dany kla-
syfikator pozwala ocenié, czy reprezentacja zawiera informacje o ksztalcie i zréznicowaniu
kolorystycznym stéw wizualnych.

* Semantic Odd Man Out (SOMO) to klasyfikator diagnostyczny, ktérego celem jest rozpozna-
nie, czy obraz zostat zmodyfikowany. Analizowane sa modyfikacje polegajaca na zastapieniu
jednego superpiksela innym superpikselem o podobnym ksztalcie. Podstawiany superpiksel
pochodzi z innego obrazu i musi odpowiada¢ innemu stowu wizualnemu. Klasyfikator przyj-
muje na wejscie reprezentacje obrazu oryginalnego lub zmodyfikowanego i1 zwraca etykiete
binarng informujaca o tym, czy dany obraz byt modyfikowany. Tym samym dany klasyfikator
bada, czy reprezentacja obrazu jest wrazliwa na zaburzenia w jego spojnosci.

* Mutual Word Content (MWC) to klasyfikator, ktory identyfikuje, ktore stowa wizualne zblizaja
do siebie reprezentacje réznych obrazéw. Wejsciem klasyfikatora jest para reprezentacji
dwoéch réznych obrazéw, a wyjsciem sa etykiety binarne, ktére oznaczaja, ze dane stowo
wizualne wystepuje jednoczesSnie na dwoch badanych obrazach. Jezeli doktadnos¢ tego
klasyfikatora spada wraz ze wzrostem odlegtoSci pomiedzy para reprezentacji, oznacza to,
ze wspotwystepowanie danego stowa wizualnego w obu reprezentacjach jest skorelowane
ze zblizaniem si¢ tych reprezentacji do siebie.

2.1.4 Wyniki i wnioski

Wyniki zbiorcze z pracy [A3] sa w Tabeli 1. Wszystkie analizowane reprezentacje samonadzoro-
wane (MoCo v1, SimCLR v2, BYOL i SWAV) zachowuja informacje o informacji semantyce
(stowach wizualnych), ztozonosci i sp6jnosci obrazu. Co wigcej, doktadnos¢ klasyfikatorow dia-
gnostycznych nie jest skorelowana z doktadnos$cia klasyfikacji zadania docelowego na podstawie
tych reprezentac;ji.

Wyniki z Tabeli 1 dla klasyfikatora Word Content pokazuja, ze reprezentacje badanych metod
samonadzorowanych zawieraja informacje semantyczne o stowach wizualnych. Chociaz anali-
zowane metody samonadzorowane maja r6zna doktadnos¢ klasyfikacji w zadaniu docelowym,
to wszystkie charakteryzuja si¢ podobnym poziomem wydobywania informacji semantyczne;j
o stowach wizualnych. Odkrycie to potwierdza wniosek z pracy [18], ze wiedza semantyczna
tylko czgsciowo przyczynia si¢ do skutecznosci w klasyfikacji. Okazuje si¢ jednak, ze obec-
no$¢ niektérych stow wizualnych jest lepiej rozpoznawana przez klasyfikatory diagnostyczne
WC. W ogdlnosci reprezentacje samonadzorowane maja wigksza wiedzg o wizualnych stowach
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Zadanie Klasyfikatory diagnostyczne

docelowe | WC | MWC | SL | CB shape | CB color | SOMO
MoCo vl 0.606 0.793 | 0.763 | 0.771 0.797 0.872 0.850
SimCLR v2 0.717 | 0.811| 0.777 | 0.775 0.850 0.876 0.878
BYOL 0.723 0.803 | 0.775 | 0.770 0.844 0.893 0.845
SwAV 0.753 0.802 | 0.776 | 0.769 0.842 0.879 0.856

Tabela 1: Wynik metryki AUC dla klasyfikatoréw diagnostycznych oraz doktadnosc¢ klasyfikacji
w zadaniu docelowym dla reprezentacji samonadzorowanych. Wyniki pochodza z pracy [A3].

zawierajacych formy i linie niz o tych stowach, ktére zawierajq ksztatty i tekstury.

Wyniki dla klasyfikatora diagnostycznego MWC z kolei pokazuja, ze to samo wizualne stowo
wspotwystepujace w parze obrazow zwykle jest zwigzane ze zblizaniem si¢ tych reprezentacji.
Dotyczy to prawie wszystkich badanych stéw wizualnych (45 z 50), a szczegdlnie tych, ktére
zawieraja skomplikowane formy i linie oraz zielen. Wyniki dla klasyfikatoréw diagnostycznych
SL, CB oraz SOMO pokazuja, ze samonadzorowane reprezentacje zawieraja informacje o ztozo-
nosci semantycznej obrazu oraz poszczegolnych stéw wizualnych, a takze zawieraja informacje
0 spdjnosci semantycznej obrazu.

W ogdlnosci metody zaproponowane w pracach [Al, A3] pozwalaja zrozumieé, ktére
koncepty wyzszego poziomu zostaly wyuczone przez model. Dzigki temu mozemy korzystac
z wytrenowanych modeli, majac wigksza §wiadomos¢ preferencji charakterystycznych dla kazde;j
z metod. Wyniki eksperymentéw potwierdzaja skuteczno$c¢ i przydatnos¢ tych metod w lepszym
zrozumieniu reprezentacji metod samonadzorowanych. W ramach badan zweryfikowaliSmy,
czy reprezentacje te zawieraja informacje o semantyce, ztozonosci oraz spdjnosci obrazéw.
Ponadto szczegdtowa analiza kazdego klasyfikatora diagnostycznego pozwolita ujawnié réznice
w reprezentacjach generowanych réznymi metodami.

Wyjasnienia dostarczane przez te metody wykraczaja poza wyjasnienia dotyczace poszcze-
g6lnych probek. Pozwalaja one zidentyfikowa¢ zrozumiate dla cztowieka stowa wizualne, od-
powiadajace konceptom wyzszego poziomu. Zaleta metody klasyfikatorow diagnostycznych
jest mierzalno$¢, ktéra pozwala poréwnaé, w jakim stopniu poszczegdlne metody koduja in-
formacje o r6znych pojeciach w swoich reprezentacjach. Potencjalnie metoda klasyfikatorow
diagnostycznych moze mie¢ szersze zastosowanie, nie tylko do wyjasniania metod uczenia sig¢
samonadzorowanego, ale do wyjasniania dowolnych reprezentacji. Zaleta tego podejscia jest
to, ze jest ono wystarczajaco ogdlne, przez co mozliwe jest np. uzycie réznych algorytmow
segmentacji, co doprowadzi do powstanie innego stownika stéw wizualnych.

2.2 Amnezyjne Kklasyfikatory diagnostyczne do wyjasniania decyzji klasy-
fikatorow [A2]

Metody zaproponowane w pracach [Al, A3] pozwalaja na zmierzenie w jakim stopniu infor-
macje o poszczegdlnych konceptach sa zawarte w reprezentacjach wyuczonych za pomoca
samonadzorowanych metod uczenia maszynowego. Nie daje to jednak wyjasnienia, czy badane
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koncepty s3 istotne 1 brane pod uwage podczas klasyfikowania nowych probek. W zwiazku
z tym praca [A2] uzupetnia te luke, wprowadzajac metode amnezyjnych klasyfikatoréw dia-
gnostycznych (ang. amnesic visual probing). W ramach tej metody z reprezentacji usuwane
sa informacje o okreSlonych konceptach wizualnych, a nastgpnie mierzy si¢, w jaki sposob
to wplywa na doktadnos¢ klasyfikacji.

2.2.1 Metoda usuwania informacji o stowach wizualnych z reprezentacji

W celu zbadania, czy zawarta w reprezentacji informacja o obecnosci stow wizualnych rzeczy-
wiscie ma wptyw na doktadno$¢ klasyfikacji, usuwamy z reprezentacji informacje o poszcze-
g6lnych stowach wizualnych. Usunigcie stowa wizualnego z reprezentacji definiujemy jako
modyfikacj¢ reprezentacji, po ktorej klasyfikator diagnostyczny Word Content nie bedzie mégt
wykry¢ obecnosci tego stowa. Dokonujemy tego za pomoca iteracyjnej procedury rzutowania
na przestrzen stosujac algorytm INLP (ang. Iterative Null-space Projection) [39]. Algorytm
INLP liniowo przeksztalca reprezentacjg, w taki sposéb aby zminimalizowaé wyjscie klasyfika-
tora diagnostycznego Word Content wykrywajacego obecno$¢ usuwanego stowa wizualnego
na calym zbiorze danych. Tym samym po wielu powtérzeniach otrzymujemy zmodyfikowana
reprezentacje, ktéra nie zawiera informacji o usuwanym stowie wizualnym. Po usunigciu stowa
wizualnego mierzymy spadek doktadnosci klasyfikacji w zadaniu docelowym.

target task accuracy decreases
due to visual word removal

probing classifier probing classifier
detects visual word has random accuracy

Rysunek 6: Metoda amnezyjnych klasyfikatoréw diagnostycznych usuwa okreslone stowo wizu-
alne (futro) z samonadzorowanej reprezentacji obrazu (wilk). Po usunigciu stowa wizualnego
klasyfikator diagnostyczny nie moze wykry¢ obecnosci futra na podstawie reprezentacji, nato-
miast doktadnos$¢ klasyfikacji zadania docelowego spada. Wielkos¢ spadku oznacza istotnos$¢
rozwazanego konceptu w klasyfikacji. Rysunek pochodzi z pracy [A2].
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2.2.2 Wyniki i wnioski

Opisana w pracach [A1, A3] metoda klasyfikatoréw diagnostycznych pozwala na lepsze zro-
zumienie reprezentacji w samonadzorowanych metodach uczenia maszynowego. Jednak sama
informacja o obecnosSci w reprezentacjach konceptéw zrozumiatych dla cztowieka nie méwi
o tym, czy te koncepty sa przydatne, np. do zadania klasyfikacji obrazéw. Dlatego metoda am-
nezyjnych klasyfikatoréw diagnostycznych lepiej pozwala zrozumieé, ktére stowa wizualne
maja wptyw na dziatanie modelu. Dodatkowo dzigki zachowaniu taksonomii semantycznej stéw
wizualnych z wykorzystaniem cech wizualnych z obliczeniowej teorii widzenia Marra, mozemy
zbadad i poréwnac preferencje oraz uprzedzenia poszczegdlnych metod.

Wyniki przedstawione w pracy [A2] potwierdzaja, ze usunigcie stow wizualnych z samo-
nadzorowanych reprezentacji zmniejsza doktadnos¢ klasyfikacji. Jest to wynik zgodny z zato-
zeniem przedstawionym w pracy [Al], o tym, ze samonadzorowane reprezentacje zawieraja
informacje o semantyce obrazu. Co wigcej, okazuje si¢, ze w zaleznosci od metody i rodzaju
stéw wizualnych, spadek doktadnos¢ klasyfikacji r6zni sig. W przypadku metody SimCLR v2
stowa wizualne zwigzane z ksztattem i forma maja najwigkszy wplyw na decyzje klasyfikatora,
podczas gdy dla metody BYOL najwigkszy wptyw ma jasnosé, a dla metody SwAV kolor.

2.3 Anonimizacja obrazéw [A4]

W pracy [A4] zbadatem, czy reprezentacje uczenia maszynowego zawieraja informacje o tozsa-
mosci osoby widocznej na obrazie oraz czy da si¢ precyzyjnie usunaé takie informacje. W tym
celu zaproponowali§my metod¢ SGAP (ang. Siamese Generative Adversarial Privatizer), ktéra
wykorzystuje wtasciwosci syjamskiej sieci neuronowej do znalezienia cech identyfikujacych
osobg. W polaczeniu z podejSciem generatywnym ta metoda jest w stanie poprawnie zlokalizo-
wad, a nastgpnie ukry¢ informacje identyfikujace na obrazie, przy minimalnym zmniejszeniu
uzytecznoS$ci zanonimizowanego zbioru danych do innych zadaf, np. klasyfikacji.

Dotychczas zapewnienie prywatnosci w zbiorach danych odbywalo si¢ poprzez usunigcie
wszystkich danych osobowych (np. nazwisk lub dat urodzenia). Ten sposéb jednak nie jest
niezawodny, gdyz pokazano skuteczne ataki korzystajace z korelacji danych z danymi z innych
Zrodet [24, 38]. W pracy [A4] zaproponowaliSmy nowe podejscie, ktére umozliwia publikowanie
zbioréw danych (patrz Rysunek 7). Nasza metoda traktuje anonimizacj¢ zbioru danych jako gre
pomigdzy dwoma stronami: jedna strona prébuje ukry¢ informacje o tozsamosci, a druga probuje
te dane odgadna¢. Wykorzystanie syjamskiej sieci neuronowej pozwala na identyfikacje tych
czesci obrazu, ktore sa najwazniejsze w rozpoznaniu tozsamosci, po to by te cechy skutecznie
zaburzy¢ i tym samym wymusi¢ anonimizacj¢. Dodatkowo w pracy [A4] zdefiniowaliSmy
metryki, ktére pozwalaja oceni¢ kompromis pomigdzy anonimizacja danych a uzytecznoscia
zanonimizowanego zbioru danych.

2.3.1 Metoda anonimizacji obrazéw

Zatozenia metody opisanej w pracy [A4] sa takie, ze: z jednej strony nalezy zachowac prywat-
no$¢ osoby widocznej na przetwarzanym obrazie poprzez upewnienie si¢, ze cechy identyfiku-
jace osobg nie sa w zaden sposéb dostgpne, a z drugiej strony nalezy zachowac uzyteczno$¢
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zbioru danych po anonimizacji, tak aby mozna byto na nim wykonac inne zadania uczenia ma-
szynowego, np. klasyfikacje. Jednoczesnie w tej metodzie mozemy plynnie sterowac poziomami
prywatnosci 1 uzytecznosci zbioru danych. W celu zapewnienia powyzszych zatozen uzyto nie-
standardowej architektury sieci neuronowej, ktéra sktada si¢ z dwoch konkurujacych ze soba
sieci neuronowych: generatora oraz dyskryminatora. Dyskryminator prébuje przewidzie€ toz-
samoS$¢ osoby na obrazie, natomiast generator probuje wygenerowac taki obraz, ktéry oszuka
dyskryminator i tym samym ukryje tozsamoS$¢ osoby. Jako sieci dyskryminujacej uzyto architek-
tury syjamskiej [8], ktora jest trenowana na podstawie par obrazow, gdzie celem dyskryminatora
syjamskiego jest sklasyfikowanie, czy na obrazach jest ta sama osoba.

Dla opisanej powyzej architektury nalezy doda¢ dodatkowy warunek na ograniczenie znie-
ksztatcen, co pozwoli zapewni, ze zanonimizowane obrazy nie bgda zbyt mocno réznic sig¢
od oryginalnych obrazéw, a jedyne wprowadzone zmiany bgda dotyczy¢ ukrycia tozsamosci,
dzigki czemu uzytecznoS$¢ zbioru danych bedzie zachowana. W tym celu postuzytem si¢ metry-
ka SSIM (indeks podobienistwa strukturalnego, ang. structural similarity index measure) [47],
ktéra uwzglednia informacje o widocznej na obrazie scenie oraz strukturze obiektow.

2.3.2 Wyniki i wnioski

W celu weryfikacji, czy metoda SGAP skutecznie anonimizuje obrazy, skorzystano z osza-
cowania informacji wzajemnej pomigdzy obrazami a etykietami zwiazanymi z tozsamoscia.
Jezeli informacja wzajemna jest wystarczajaco mata, to nie da si¢ wiarygodnie dowiedziec si¢ o
tozsamos$ci osoby na obrazie. W celu zmierzenia uzytecznoS¢ zbioru danych po anonimizacji
uzywamy zadania klasyfikacji wyrazu twarzy. PrzeprowadziliSmy eksperymenty dla r6znych
wartoS$ci ograniczenia na maksymalne znieksztatcenie obrazu wedlug metryki SSIM, w celu

noise

privacy

filter
original image (dentiy hicden. tcil Siamese same or
expression preserved) L |:> different
discriminator identity

reference image
(differences highlighted)

Rysunek 7: Zarys metody SGAP (ang. Siamese Generative Adversarial Privatizer). Filtr prywat-
nosci generuje zanonimizowany obraz. Tozsamos$¢ osoby jest ukryta, jednoczesnie inne cechy
obrazu, m.in. wyraz twarzy, sa zachowane. Dyskryminator syjamski identyfikuje cechy dyskry-
minacyjne obrazéw, ktdre sa podSwietlone na czerwono. Rysunek pochodzi z pracy [A4].
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dostosowania poziomu prywatnosci. Uzyskane w pracy [A4] wyniki pokazuja, ze da si¢ dobrac
odpowiedni poziom znieksztatcenia przy ktérym zachowana jest zaréwno uzytecznos¢ zbioru
danych, jak 1 anonimowos¢ oséb.

2.4 Zrozumienie roznic pomiedzy radiologami i modelami uczenia glebo-
kiego w diagnozowaniu raka piersi [AS]

W pracy [AS5] zbadaliSmy, jakie sa réznice pomigdzy radiologami i modelami uczenia glgbokiego
w diagnozowaniu raka piersi. Poniewaz glebokie sieci neuronowe sa stosowane w diagnostyce
obrazéw medycznych, istotnym jest zrozumienie przestanek stojacych za decyzjami sztucznych
sieci neuronowych. Dlatego zaproponowaliSmy metod¢ do poréwnania decyzji radiologéw
1 modeli uczenia glgbokiego, z uwzglednieniem analizy réznych podgrup pacjentow.

W przeciwienistwie do btedéw diagnostycznych sztucznych sieci neuronowych, btedy leka-
rzy sa czgsto lepiej zrozumiale. Radiolodzy sa czgSciej narazeni na blad z powodu trudnosci
zadania, ale bardzo rzadko sa narazeni na btad z powodu nadmiernego skupienia si¢ na mato
istotnym 1 mato widocznym elemencie obrazu. Wynika to z tego, ze ludzie wykorzystuja wiedzg
medyczng i zwiazki przyczynowo-skutkowe. Zmiana na obrazie nie musi by¢ tylko skorelowana
z obecnoscia choroby, ale zazwyczaj istnieje wyrazny fizjologiczny powdd, ktéry lekarz jest
w stanie zrozumie€ 1 wyttumaczyc. Dlatego, aby zbudowac zaufanie do diagnostyki z wykorzy-
staniem uczenia maszynowego, wazne jest, aby wiedziec, czy sztuczna sie€ neuronowa uzywa
tego samego zestawu przestanek co lekarz.

Metoda poréwnujaca decyzje lekarzy 1 komputeréw jest inspirowana badaniami zwigzanymi
z odpornoScia modeli wizyjnych na zakiocenia [13, 19, 26, 28, 48, 44]. Usuwajac pewne
informacje z danych wejsciowych i analizujac wynikajaca z tego zmiang predykcji, mozemy
wnioskowac, w jakim stopniu informacje te zostaly wykorzystane. Aby poréwnac decyzje
radiologéw 1 sieci neuronowych pod wzgledem odpornosci na zaktécenia zastosowaliSmy rézne
filtry dolnoprzepustowe na zbiorze danych mammograficznych. Nastgpnie przeprowadziliSmy
badania z udziatem radiologéw, ktérzy mieli ocenia¢ te same mammogramy, ktére ocenialy
modele uczenia glebokiego. OceniliSmy wptyw filtrowania dolnoprzepustowego na pewnos¢
decyzji, a takze poréwnaliSmy, czy obszary wykorzystywane przez algorytm sa podobne do tych,
ktére radiolodzy uznali za najistotniejsze.

2.4.1 Wyniki i wnioski

Wynik badan z pracy [A5] pokazuja, ze decyzje ludzi i maszyn r6znia si¢ w zaleznosci od rodzaju
choroby widocznej na obrazie. W przypadku wystapienia na obrazie mammograficznym mikro-
zwapnien, zaréwno radiolodzy jak i sieci neuronowe okazali si¢ by¢ wrazliwi na filtrowanie dol-
noprzepustowe. Natomiast w przypadku uszkodzen tkanek migkkich odkryliSmy, ze filtrowanie
dolnoprzepustowe nie wptywa na decyzje radiologéw, podczas gdy sieci neuronowe sa wrazliwe
na te zmiany. Stad wyciagamy wniosek, ze w tym przypadku sztuczne sieci neuronowe korzy-
staja z falszywych przestanek podczas diagnozowania choroby i nadmiernie skupiaja si¢ na wy-
sokoczestotliwosciowych artefaktach, ktore nie sa klinicznie istotne w chorobie nowotworowe;.
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Abstract

Recently introduced self-supervised methods for
image representation learning provide on par or su-
perior results to their fully supervised competitors,
yet the corresponding efforts to explain the self-
supervised approaches lag behind. Motivated by
this observation, we introduce a novel visual prob-
ing framework for explaining the self-supervised
models by leveraging probing tasks employed pre-
viously in natural language processing. The prob-
ing tasks require knowledge about semantic rela-
tionships between image parts. Hence, we pro-
pose a systematic approach to obtain analogs of
natural language in vision, such as visual words,
context, and taxonomy. We show the effective-
ness and applicability of those analogs in the con-
text of explaining self-supervised representations.
Our key findings emphasize that relations between
language and vision can serve as an effective yet
intuitive tool for discovering how machine learn-
ing models work, independently of data modality.
Our work opens a plethora of research pathways to-
wards more explainable and transparent Al

1 Introduction

Visual representations are cornerstones of a multitude of
contemporary computer vision and machine learning ap-
plications, ranging from visual search [Sivic and Zisser-
man, 2006] to image classification [Krizhevsky et al., 2012]
and visual question answering (VQA) [Antol et al., 2015].
However, learning representations from data typically re-
quires tedious annotation. Therefore, recently introduced
self-supervised representation learning methods concentrate
on decreasing the need for data labeling without reducing
their performance [Chen er al., 2020b; Grill et al., 2020;
Caron et al., 2020]. Because of the fundamental role rep-
resentations play in real-life applications, a lot of research

*Equal contribution
The code is at: github.com/BioNN-InfoTech/visual-probes
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Figure 1: Probing tasks, widely used in natural language processing,
validate if a representation implicitly encodes a given property, e.g.,
sentence topic or length. We introduce a visual taxonomy along with
the corresponding probing framework that allow to build analogous
visual probing tasks and explain the self-supervised image represen-
tations. As a result, we e.g. discover that even though all analysed
models build similar semantic knowledge, some of them focus more
on texture and therefore achieve better accuracy on target tasks.

focuses on explaining these embeddings [Vuli¢ et al., 2020;
Eichler et al., 2019; Huang and Li, 2020]. Nevertheless, most
of them concentrate on fully supervised embeddings [Zhang
and Zhu, 2018] and not on their self-supervised counter-
parts. Moreover, the majority of the proposed approaches
rely on pixel-wise image analysis [Simonyan er al., 2014;
Adebayo et al., 2018], while general semantic concepts
present in the images are often ignored.

Here, we attempt to overcome these shortcomings and
draw inspiration from a simple yet often overlooked obser-
vation that humans use language as a natural tool to explain
what they learn about the world through their eyes [Kumar
and Talukdar, 2020]. Therefore, considering that the very
same machine learning algorithms can be successfully ap-
plied to solve both vision and natural language processing
(NLP) tasks [Dosovitskiy et al., 2020; Carion et al., 20201,
we postulate that the methods used to analyze text represen-
tation can also be employed to investigate visual inputs.

Very popular tools for explaining textual embeddings are
probing tasks [Conneau et al., 2018]. As shown in the up-
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per part of Fig. 1, a probing task in NLP is a simple classifier
that asks if a given textual representation encodes a particu-
lar property, such as a sentence length or its semantic con-
sistency, even though this property was not a direct training
objective. For instance, we can create a textual probing task
by substituting a word in a sentence and checking if a simple
classifier that takes the representation of the original and al-
tered sentence can detect this change. By analyzing the accu-
racy of a probing task, one can verify if the investigated repre-
sentation contains certain information and understand the ra-
tionale behind embedding creation. However, while probing
tasks are straightforward, intuitive, and widely used tools in
NLP, their computer vision application is limited [Alain and
Bengio, 2017], mainly due to the lack of appropriate analogs
between textual and visual modalities.

In this paper, we address this limitation by introducing a
mapping between vision and language that enables applying
the NLP probing tools in the computer vision (CV) domain.
For this purpose, in Sec. 3, we propose a taxonomy of visual
units that includes visual sentences, words, and characters.
We then employ these units as building blocks for a more
general visual probing framework that contains a variety of
NLP-inspired probing tasks, such as word content, sentence
length, character bin, and Semantic Odd Man Out [Conneau
et al., 2018; Eichler er al., 2019]. The results we obtain pro-
vide us with unprecedented insights into semantic knowledge,
complexity, and consistency of self-supervised image repre-
sentations, e.g. we discover that semantics of the image only
partially contribute to target task accuracy. Our framework
also allows us to compare the existing self-supervised repre-
sentations from a novel perspective, as we show in Sec. 5.

Our contributions can be therefore summarized as follows:

* We propose a mapping between visual and textual
modalities that constructs a visual taxonomy.

* We introduce novel visual probing tasks for comparing
self-supervised image representations inspired by simi-
lar methods used in NLP.

* We show that leveraging the relationship between lan-
guage and vision serves as an effective yet intuitive tool
for discovering how self-supervised models work.

2 Related Works

The visual probing framework aims to explain image repre-
sentations obtained from self-supervised methods. It is in-
spired by probing tasks used in NLP. Therefore, we consider
related works from three research areas: self-supervised com-
puter vision models, probing tasks in natural language pro-
cessing, and explainability methods in computer vision.

Self-supervised computer vision models. Recently pub-
lished self-supervised methods provide state-of-the-art results
across computer vision tasks. They usually base on con-
trastive loss [Hadsell et al., 2006] that measures the similar-
ities of patches in representation space and aims to discrim-
inate between positive and negative pairs. The positive pair
contains modified versions of the same image, while the nega-
tive pairs correspond to two images in the same dataset. One
of the methods, MoCo v1 [He et al., 2019] trains a slowly
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progressing visual representation encoder, driven by a mo-
mentum update. This encoder plays a role of a memory bank
of past representations and delivers negative examples. Sim-
CLR v2 [Chen et al., 2020b], unlike MoCo v1, proposes a
different way of generating negative pairs. Instead of a mem-
ory bank, they propose to use a large batch size of up to 4096
examples. Other improvements proposed by SimCLR v2 are
a projection head and carefully tuned data augmentation. The
projection head maps representations to space where con-
trastive loss is applied, which is important due to the loss of
information. BYOL [Grill et al., 2020] also uses the projec-
tion head, but unlike MoCo vl and SimCLR v2, it achieves
a state-of-the-art performance without the explicitly defined
contrastive loss function, so it does not need negative exam-
ples. On the other hand, SWAV [Caron et al., 2020] takes
advantage of contrastive methods without pairwise compar-
isons. Instead, it learns the representations by clustering them
and predicting the labels of their clusters. Our paper provides
a framework to analyze the representation generated by those
methods in terms of the semantic knowledge they encode.

Probing tasks in NLP. One of the classic examples of the
NLP probing task aims to probe sentence embeddings for in-
teresting linguistic features such as the depth of the parse tree
or whether the sentence contains a specific word [Conneau
et al., 2018]. Others propose to focus on lexical knowledge
concerning the qualities of individual words more than the
whole sentences [Vulié et al., 2020; Eichler et al., 2019].
We consider both these objectives in our approach, i.e. we
study probing tasks on specific concepts and their composi-
tions. Moreover, while most works on probing tasks focus on
one selected language, the others [Eichler et al., 2019] are de-
signed with multilingual settings in mind. This paper reflects
the latter because it can be applied to various image domains.

Explainability methods in CV representation learning.
The existing methods for explaining image representations
either verify the relevance of hidden layers of supervised clas-
sification networks [Alain and Bengio, 20171 or highlight in-
dividual pixels that are essential for the model [Simonyan
et al., 2014; Adebayo et al., 2018]. Moreover, they usually
generate the important regions as pixel clouds, which are not
understood as concrete semantic concepts. In contrast, ap-
proaches such as [Huang and Li, 2020; Ghorbani et al., 2019]
aim to detect important image segments but are often diffi-
cult to understand in practice, even though they are crucial
for the model objective. In this work, we extend the existing
methods by analyzing the semantic information stored in the
self-supervised representation.

3 Visual Probing

This section introduces a novel visual probing framework that
analyzes the information stored in self-supervised image rep-
resentations. For this purpose, in Sec. 3.1, we propose a map-
ping between visual and textual modalities that constructs a
visual taxonomy. As a result, the image becomes a “visual
sentence” and can be analyzed with visual probing tasks in-
spired by similar methods used in NLP (see Sec. 3.2).
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each superpixel is embedded in the latent space previously used to generate the dictionary of visual words: Wy, W1, Wa, W3. Finally, each
superpixel is assigned to the closest word in the visual word dictionary. This results in mapping between vision and language and enables
using the visual probing framework that includes a variety of NLP-inspired probing tasks.

3.1 Mapping Between Vision and NLP

While an image can be considered a sentence equivalent in a
probing task, the question remains, what is the equivalent to
words and characters? There are multiple possible answers to
this question. One of the intuitive ones is to divide an image
into non-overlapping superpixels that group pixels into per-
ceptually meaningful atomic regions [Achanta et al., 2012].
As a result, we obtain an image built from superpixels as an
analogy of a sentence built from the words. The superpix-
els, similarly like words, have order and meaning. Moreover,
each superpixel contains a specific number of pixels, like the
number of word’s characters. As a consequence, we obtain
an intuitive mapping between visual and textual domains.

However, superpixels treated as visual words would signif-
icantly differ from their linguistic counterparts because they
do not repeat between images, while in text, the words of-
ten repeat between sentences. Therefore, we propose to de-
fine visual words as the clusters of superpixels in represen-
tation space and assign each superpixel to the closest cen-
troid. For this purpose, we could use the original definition
of visual words from [Leung and Malik, 2001]. However,
it does not take into account the importance of those words
for a model’s prediction. Therefore, instead of that, we use
TCAV methodology [Kim et al., 2018; Ghorbani et al., 2019]
that generates high-level concepts, which are important for
prediction and easily understandable by humans. Such an ap-
proach requires a supervisory training network but generates
visual words independent of any compared self-supervised
techniques, which is crucial for a fair comparison. Therefore,
the process of dividing an image into visual words consists
of three steps: segmentation into superpixels, their encoding,
and assignment to visual words (see Fig. 2).

3.2 Visual Probing Tasks

After dividing an image into visual words, it can be analyzed
by the visual probing framework, which can adapt almost any
NLP probing task. Here, we describe the four that are well
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known by the NLP community [Conneau et al., 2018; Eichler
et al., 2019]. Moreover, except for defining visual probing
tasks, we provide their original NLP definitions to make the
paper self-contained.

Word Content (WC). The word content probing task aims
to identify which visual words are present in the image. The
input of this probing task is a self-supervised representation
of the image. The rarget labels represent the presence of a
particular visual word. As we describe in Sec. 4, we se-
lect 100 representative visual words. Hence, there are 100
binary target labels. Fig. 2 illustrates the process of deter-
mining which visual words are present in the image. The
NLP inspiration of the task probes for surface information,
the type of information that does not require any linguistic
knowledge [Conneau et al., 2018]. In contrast, its adaptation
requires semantic knowledge to understand which concept is
represented by a superpixel.

Sentence Length (SL). The aim of the sentence length
probing task is to distinguish between simple and complex
images, as presented in Fig. 3. The input of this probing
task is a self-supervised representation of the image. The
target label is the number of unique visual words in the im-
age, which can be determined based on the WC labels. The
original NLP probing task predicts the number of words (or
tokens) and retains only surface information [Conneau et al.,
2018]. At CV, it serves as a proxy for semantic complexity,
requiring the semantic understanding of the image.

Character Bin (CB). The aim of the character bin prob-
ing task is to check whether the representation stores infor-
mation about the complexity of the image. The input of this
probing task is a self-supervised representation of the image’s
superpixel. The farget label is the size of the superpixel de-
fined as the number of non-grey pixels, as presented in Fig. 4.
The original NLP probing task is defined as a classifier of the
number of characters in a single word [Eichler et al., 2019].
From this perspective, the character bin retains only surface
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Figure 3: The SL probing task measures how well the representation
encodes the information about the number of unique visual words in
the image. Top row: a low number of unique visual words (<13).
Bottom row: a high number of unique visual words (>42).

Figure 4: The CB probing task measures if the representation retains
information about the superpixel’s size. Top row: examples of large
superpixels. Bottom row: example of small superpixels.

information in both domains.

Semantic Odd Man Out (SOMO). The objective of the
SOMO probing task is to predict whether the image was mod-
ified by replacing a random superpixel in the image with a
similarly shaped superpixel from another image, and corre-
sponding to a different visual word, as presented in Fig. 5.
The input of this probing task is a self-supervised represen-
tation of the image. The farget label is binary, i.e. the im-
age was modified or not. The original NLP task predicts
if the sentence was altered by replacing a random noun or
verb [Conneau e al., 2018]. In both domains, it requires the
ability to detect alterations in semantic consistency.

4 Experimental Setup

In this section, we describe the procedure of generating visual
words and training probing tasks.

Generating visual words. We use the original settings of
the ACE algorithm described in [Ghorbani er al., 2019]
that first divides images into superpixels using SLIC algo-
rithm [Achanta et al., 2012] with three resolutions of 15,
50, and 80 segments for each image. It then computes rep-
resentations of these superpixels as an output of a mixed4c
layer of GoogLeNet [Szegedy et al., 2015] trained on the Im-
ageNet dataset. Finally, representations are clustered using
the k-means algorithm, resulting in clusters that correspond
to the visual words (see Fig. 6). As there are over a dozen vi-
sual words generated for each of the classes, the dictionary’s
size grows significantly with the size of the analyzed dataset.
Therefore, in this paper, we decided to analyze its subset con-
taining 55 classes grouped into 5 categories: animals, vehi-
cles, musical instruments, buildings, fruits. Moreover, to fur-
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Figure 5: The SOMO probing task predicts if the image was al-
tered by replacing a random superpixel. Top row: examples of im-
ages for which SimCLR v2 correctly recognizes the modification,
while SWAV fails. Bottom row: examples of images where both
SimCLR v2 and SWAV do not recognize superpixel modification.

ther limit the dictionary size, we only keep 100 of the most
relevant visual words (according to TCAV score [Kim ef al.,
2018]), while ensuring that each class is represented by at
least one of them. These 100 visual words form our visual
language.

Generating a self-supervised representation. We exam-
ine four self-supervised methods: MoCo v1 [He et al., 2019],
SimCLR v2 [Chen et al., 2020bl, BYOL [Grill et al., 2020],
and SwAV [Caron ef al., 2020]. For all of them, we use pub-
licly available models trained with ImageNet. Although they
all use the penultimate layer of ResNet-50 to generate repre-
sentations, their training hyperparameters differ, which is de-
scribed in Supplementary Materials (SM in the following)'.

Assigning visual words. To assign a superpixel to a visual
word, we pass it through the GoogLeNet to generate a rep-
resentation from the mixed4c layer (similarly to generating
visual words). We can then determine the visual word closest
to a superpixel, as both are embedded in the same space.

Training probing tasks. We use a logistic regression clas-
sifier with a maximum of 1000 iterations and the LBFGS
solver to train all diagnostic classifiers. As an input, we
use representations generated by the self-supervised meth-
ods. The output depends on the probing task. In the case
of the WC, we train 100 classifiers corresponding to 100 vi-
sual words. We expect an image to be assigned to a particular
visual word if at least one of its superpixels is assigned to
it. Finally, we report the average AUC scores over 100 clas-
sifiers (see Tab. 1). To obtain classification setup in the sen-
tence length probing task, we group the possible output into 5
equally-wide bins, resulting in one-vs-rest OVR AUC, which
is resistant to class imbalance. A similar procedure is applied
to the character bin probing task, except that we use 6 bins in
this case. SOMO is formulated as a binary classification task,
in which we predict whether the image was modified or not.
The training and validation datasets are balanced. We con-
duct all of our experiments on the ImageNet dataset [Deng et
al., 2009], keeping its standard train/validation split. More-

'Supplementary materials:  http://www.ii.uj.edu.pl/~zielinsb/
papers/visual_probing_ijcai_supplement.pdf
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Probing tasks (ours)
Target

WC | SL | CB |SOMO
MoCovl | 0.606 | 0.790 | 0.868 | 0.937 | 0.559
SimCLR v2 | 0.717 | 0.800 | 0.877 | 0.964 | 0.625
BYOL 0.723 | 0.795 | 0.876 | 0.961 | 0.615
SWAV 0.753 | 0.761 | 0.838 | 0.956 | 0.530

Table 1: AUC score for our probing tasks and accuracy on the linear
evaluation (Target). Like the linear evaluation, our probing tasks are
also trained on top of the frozen base network, and test accuracy
is used as a proxy for representation quality. Hence, they provide
complementary knowledge about the representation.

over, we apply the random over-sampling if needed to deal
with the imbalanced classes. The details on the experimental
setup are presented in SM.

5 Results and Discussion

Tab. 1 summarizes the results obtained in our experiments. It
presents the performance of our probing tasks and the tar-
get task accuracy for reference. The reported target task
performance is the classification accuracy calculated for the
whole ImageNet validation set. The first conclusion is that
self-supervised representations retain information about se-
mantic knowledge and semantic complexity, but they do not
code much information about image consistency. Secondly,
the performance on probing tasks do not correlate with accu-
racy on the target task. Finally, SImCLR v2 overpasses other
methods in all probing tasks. In the following, we analyze
those aspects in greater detail.

Self-supervised representations contain strong semantic
knowledge. As outlined in 3.2, we treat the results of
the word content probing as an approximation of semantic
knowledge present in a representation. The AUC scores for
this probing task reported in Tab. 1 vary from 0.76 for SwWAV
to 0.8 for SimCLR v2. This shows ability to predict which
visual words are present in the image. Based on this we can
say that semantic knowledge is encoded in the examined self-
supervised representations.

The level of semantic knowledge does not correlate with
target task accuracy. It is surprising that although exam-
ined self-supervised methods have diverse target task accu-
racy, they all have a similar level of semantic knowledge. E.g.
MoCo vl obtains the worst target task accuracy (61%), but
the results of the WC probing task is on par with stronger
self-supervised methods. Even more surprising is that SWAV,
despite its highest accuracy on the target task, is below the
scores of other tested methods in terms of semantic knowl-
edge measured by the WC probing task. This finding supports
the view that semantic knowledge only partially contributes
to the target task accuracy [Geirhos et al., 2020].

Certain types of semantic knowledge are represented bet-
ter than others. The probing task’s ability to predict which
visual words are present in the image varies, as some words
are better predicted than others. We conducted a user study to
understand the difference between best and worst predicted
visual words presented in Fig. 6. According to the results,
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Best visual words Worst visual words

Figure 6: Visualization of the best and the worst predicted visual
words, according to the results of the WC probing task (on aver-
age by all self-supervised methods). Our user study shows that the
best recognizable visual words are perceived to have distinct non-
uniform textures contrary to the worst recognizable ones which have
more uniform textures. This may indicate that self-supervised rep-
resentations better encode information about patterns.

the five best recognizable visual words are perceived to have
distinct, non-uniform textures. In contrast, the five worst rec-
ognizable visual words have more uniform textures. This
may indicate that self-supervised representations are pattern-
biased. This sheds new light on this problem, as previous
results [Geirhos et al., 2020] suggest the opposite. See SM
for details on the user study.

There are visible differences in semantic knowledge re-
tained by different self-supervised methods. Our user
study shows variability by comparing the semantic content of
representations on individual visual words. We take a closer
look at the visual words that some self-supervised methods
encode better or worse than others. The examples of these
visual words are in SM. Looking at the top five visual words
that MoCo v1 encodes better than the other representations,
we can see that these words have distinct patterns. Moreover,
the user study shows that MoCo v1 is better than the others
at recognizing non-uniform textures. On the other hand, Sim-
CLR v2, BYOL, and SWAV are above average in recognizing
uniform textures.

Self-supervised representations contain information
about semantic complexity. We design two probing tasks
- sentence length and character bin - which validate the
complexity of an image. Based on the results in Tab. 1,
we observe that representations reflect the level of semantic
complexity to a high degree. Information about the number
of unique visual words (SL) is equally well predicted by
probing classifiers for all self-supervised representations.
These results are consistent with the results for semantic
knowledge. For both probing tasks, SWAV’s performance
is slightly below the scores of other tested methods. This
demonstrates the link between semantic complexity and
semantic knowledge. AUCs are even higher for predicting
the size of a visual word, which indicates that representation
encodes the approximation of its shape (although technically,
we predict the number of pixels).
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Figure 7: Confusion matrices for SL and CB (results in %). The
results indicate that the ability of self-supervised representations to
retain information about complexity differs depending on the level
of image complexity. Moreover, even though the final AUCs are
similar, their confusion matrices vary.

The ability of self-supervised representations to retain in-
formation about semantic complexity differs. There are
no substantial differences in the ability to encode the com-
plexity of the images between self-supervised methods. How-
ever, some preferences can be observed once we do not aggre-
gate predictions into one AUC number. A closer look at the
confusion matrices for the SL probing task in Fig. 7 shows
that BYOL does worse when it comes to recognizing less
complex images, but it performs well in comparison to other
self-supervised methods. That is in contrast to SWAV, which
overall has the lowest AUC metric, but it stands out when it
comes to passing on information about simple images.

Self-supervised representations struggle to retain infor-
mation about semantic consistency. Contrary to what
we observe for semantic knowledge and complexity, self-
supervised representations do not encode well the informa-
tion about semantic consistency. The ability to distinguish al-
tered images differs between methods, with the smallest AUC
metric (53%) for representations extracted by SWAV and the
highest for SImCLR v2 (63%). Manual inspection of exam-
ples from the top and bottom performers classified as true
positive and false negative with high (>80%) certainty indi-
cates differences in decision making of probing classifiers.
Firstly, we observe that SiImCLR v2 does relatively well with
examples that people easily recognize as modified. However,
it performs worse on more blended alterations (Fig. 5), which
do not disturb the huge chunks of textures or colors. At the
same time, in most cases, information encoded in SwAV’s
representation does not reflect well enough even such visible
alterations. Fig. 5 shows correct predictions for SImCLR v2
which SWAV predicted as not changed. Analysis of visual
words for which we replaced the original ones across true
positive and false negative for both SimCLR v2 and SWAV
does not indicate any substantial differences between them.
Hence, we conclude that the performance of the SOMO does
not depend on the visual word we use as a replacement, but
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rather to what extent the semantic sentence is altered.

Self-supervised representations are resistant to modifica-
tions. Even though the replacements of visual words do not
disturb the substantial part of the image, this lack of ability to
distinguish alterations is interesting in the light of [Hendrycks
et al., 2019], which claims that self-supervised methods im-
prove out-of-distribution detection. We do not contradict this
conclusion, but our results show that in particular setups,
self-supervised representations do not exhibit enough ability
to distinguish between corrupted and not corrupted images.
Considering that various, even minor and not visible, alter-
ations might lead to a change in the outcome of the predic-
tion, we postulate that the tendency of self-supervised repre-
sentations not to retain information about consistency might
pose a risk. When it comes to the differences in the AUC
for the examined representations, they might be partially ex-
plained by differences in the architecture. E.g. SimCLR v2
and BYOL are trained with projection head, whereas SWAV
and MoCo v1 are not. The projection allows retaining infor-
mation about the transformation of the input image [Chen et
al., 2020a]. Therefore, we hypothesize that this information
may cause differences in the AUC score.

6 Conclusions

In this work, we introduce a novel visual probing framework
that analyzes the information stored in self-supervised image
representations. It is inspired by probing tasks employed in
NLP and requires similar taxonomy. Hence, we propose a set
of mappings between visual and textual modalities to con-
struct visual sentences, words, and characters. The results of
the experiments confirm the effectiveness and applicability of
this framework in understanding self-supervised representa-
tions. We verify that the representations contain information
about semantic knowledge and complexity of the images, al-
though they struggle to retain information about image con-
sistency. Moreover, a detailed analysis of each probing task
reveals differences in the representations encoded by various
methods. This provides knowledge about representation com-
plementary to the accuracy of linear evaluation.

Finally, we show that the relations between language and
vision can serve as an effective yet intuitive tool for explain-
able Al Hence, we believe that our work will open new re-
search directions in this domain.
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Abstract. Self-supervised methods gain popularity by achieving results
on par with supervised methods using fewer labels. However, their ex-
plaining techniques ignore the general semantic concepts present in the
picture, limiting to local features at a pixel level. An exception is the
visual probing framework that analyzes the vision concepts of an image
using probing tasks. However, it does not explain if analyzed concepts
are critical for target task performance. This work fills this gap by intro-
ducing amnesic visual probing that removes information about particular
visual concepts from image representations and measures how it affects
the target task accuracy. Moreover, it applies Marr’s computational the-
ory of vision to examine the biases in visual representations. As a result
of experiments and user studies conducted for multiple self-supervised
methods, we conclude, among others, that removing information about
3D forms from the representation decrease classification accuracy much
more significantly than removing textures.

Keywords: Explainability - Self-supervision - Probing tasks

1 Introduction

Visual representations are critical in many computer vision and machine learning
applications. The spectrum of these applications is broad, starting with visual
search [21] to image classification [16] and visual question answering [3]. How-
ever, supervised representation learning requires a large amount of labeled data,
usually time-consuming and expensive. Hence, self-supervised methods gain pop-
ularity, achieving results on par with supervised methods using fewer labels [6,
8,13|.

Along with the increasing proliferation of self-supervised methods for repre-
sentation learning, there is a growing interest in developing methods that allow
the interpretation of the resulting representation space and draw conclusions re-
garding the information it conveys. However, most of them focus on supervised
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target task accuracy decreases
due to visual word removal

probing classifier probing classifier
detects visual word has random accuracy

Fig. 1: Amnesic visual probing removes a specific visual concept (here corre-
sponding to fur) from the self-supervised representation of an image (here corre-
sponding to a wolf). As a result, the probing classifier cannot detect the presence
of fur in the representation, and the target task accuracy decreases. The level of
decrease represents the importance of the considered concept.

approaches and study local features at a pixel level [2,20]. At the same time, the
general semantic concepts present in the image are often overlooked, and their
influence on model decisions is unknown. From this perspective, an exception is
visual probing [4] that analyzes the vision concepts of an image using probing
tasks. The probing tasks provide information about the presence of visual con-
cepts in the representations but do not explain if they are critical for target task
performance.

In this work, we overcome this limitation, providing a method that investi-
gates the importance of visual features in the context of target task performance,
referring to the amnesic probing [10] used in natural language processing (NLP).
‘We remove information about particular visual concepts from image representa-
tions using the Iterative Nullspace Projection [19] and measure how it affects the
target task accuracy. In addition, we conduct user studies to describe the visual
concepts using Marr’s computational theory of vision [17]. As a consequence, we
can examine the biases in image representations.

Our contributions can be summarized as follows:
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— We propose amnesic visual probing, a method for analyzing which visual
features impact the performance of a target task.

— We apply Marr’s computational theory of vision to examine the biases in
visual representations.

— We conduct a complete user study and assign automatically generated visual
concepts to one of six visual features from Marr’s computational theory of
vision.

2 Related Works

Our work corresponds to two research areas: self-supervised learning and probing
tasks. We briefly cover the latest achievements in these two topics in the following
paragraphs.

Self-supervised image representations Image representations obtained in a self-
supervised manner are increasingly popular due to the competitive performance
compared to supervised approaches. It is because they leverage the power of
datasets without label annotations. One of the methods, called MoCo v1 [14],
is based on a dictionary treated as a queue of data samples. It contains two
encoders for query and keys, which are matched by contrastive loss. This queue
enables to use of a large dictionary of examples previously limited to the batch
size. SImCLR v2 [§] is another powerful method, which builds upon its pre-
decessor, SInCLR [7] that maximizes the agreement between two views of the
same sample by contrastive loss. In [8], the authors use a deeper and thinner
backbone (ResNet-152 3x), deepen the projection head, which is not removed
after contrastive training, and adapt memory mechanism from MoCo to increase
the pool of negative examples. SWAV [6] takes advantage of contrastive methods.
However, it compares clusters of data instead of single examples. The consistency
between clusters, which can be seen as views of the same data sample, is enforced
by learning to predict one view from another. In contrast to the above methods,
BYOL [13] does not use the explicitly defined contrastive loss function, so it
does not need negative samples. Instead, it uses two neural networks, referred
to as online and target networks, that interact and learn the representation of
the same image from each other.

Probing tasks The probing tasks originally come from Natural Language Pro-
cessing (NLP). Their objective is to discover the characteristics interpretable by
humans, which are encoded in the representation obtained by neural networks [5].
Probing is usually a simple classifier applied to trained representations like word
embeddings. The probing classifier predicts whether the linguistic phenomenon
that we want to verify exists or not. The probing classifiers in the NLP research
community are popular tools for inspecting the internals of representations. How-
ever, some recent work extends the usability of probing tasks by introducing the
concept of amnesic probing [10] to measure the influence of the phenomenons on
the target task performance.
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Although probing tasks are popular in NLP, they only recently have been
adapted to the Computer Vision (CV) domain in [4] based on the mapping
defined between NLP and CV domains. These visual probing tasks allow one to
gain intuition about the knowledge conveyed in the representation by the various
self-supervised methods. However, there is no clear consensus on their impact
on the target task performance.

3 Methods

This section introduces amnesic visual probing (AVP), a tool for explaining
visual representations. It analyzes how important are particular visual concepts
for a target task. Therefore, to define AVP, we first provide visual concepts (here
called Visual Words, VW) and then obtain their meaning. Finally, we remove
information about VW from the representation and analyze how it influences a
target task.

Generating visual words To generate visual words, we use the established ACE
algorithm [12]. It starts by dividing the image into superpixels using the SLIC
algorithm [1]. Because different superpixel sizes are preferred, we run the algo-
rithm three times with different parameters and obtain three sets with 15, 50,
and 80 superpixels for each image. Then, we pass all the superpixels through the
network trained on ImageNet to obtain their representations. These representa-
tions are clustered separately for each class using the k-means algorithm with
k = 25 (infrequent and unpopular clusters are removed as described in [12]).
Clusters obtained this way could be directly used as visual words. However, so
many visual words would be impractical due to the similarity between concepts
of ImageNet classes. Therefore, to obtain a credible dictionary with visual words
shared between different classes, we filter out concepts with the smallest TCAV
score [15] and cluster the remaining 6,000 ones using the k-means algorithm into
N = 50 new clusters. These N clusters are visual words that form our visual
language (see Fig. 2).

Cognitive vision systematic To obtain the meaning of the generated visual words,
we use cognitive visual systematic [18] based on Marr’s computational theory
of vision [17]. According to Marr’s theory, three levels of visual representations
play an essential role in perception and discovering essential features of visible
objects. These are the primal sketch, the 2.5D sketch, and the 3D model rep-
resentation. The primal sketch is a two-dimensional image representation that
uses light intensity changes, edges, colors, and textures. The 2.5D sketch repre-
sents mostly two-dimensional shapes, and the 3D model representation allows
an observer to imagine the spatial object features based on its two-dimensional
image. We will analyze six visual features from Marr’s theory: brightness, color,
texture, and lines (all primal sketch), shape (2.5D sketch), and form (3D model
representation). We conduct user studies to establish the relationship between
these features and individual visual words (see Fig. 3).
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Fig. 2: Sample visual words, each represented by a row of 5 superpixels.

Ammnesic visual probing We want to remove the information about a visual word
from the representations and analyze how they differ from the original ones. For
this purpose, we divide an image into superpixels, pass them through the network
to obtain their representations, and assign them to the closest visual word. Then,
we define Word Content labels z; € {0,1}" for representations x; € R?, where
zi[j] = 1 means that at least one superpixel of i-th image is assigned to j-th
visual word.

Then, we remove information about j-th visual word from a representation
x;. For this purpose, we adapt an algorithm called Iterative Nullspace Projection
(INLP) [19]. The probing classifier for z;[j] is parameterized by the matrix Wy.
We first construct a projection matrix Py such that Wy(Pyz;) = 0 for all rep-
resentations z; (using method from [19]). Then, we iteratively train additional
classifiers W7 and perform the same procedure until no linear information re-
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response

Fig. 3: Sample visual word (corresponding to grass) and its distributions of Likert
scores obtained from user studies. One can observe that users mostly decided to
assign this word to color and texture from the Marr’s computational theory of
vision.

garding z;[j] remains in ;, i.e., until the chance of predicting the presence of a
j-th visual word by the linear model is random. As a result we obtain a matrix
P, - P,_1-... - Py which, when applied to representation, removes information
about visual word j.

Finally, one can analyze changes in target task performance after removing
information about a particular visual word. In this case, a target task is de-
fined as multi-class classification with labels y; € {1,...,k}, where k& = 1000
is the number of ImageNet’s classes. It is trained and tested for two types of
representations, original and with removed visual word information.

4 User studies

To understand the meaning of visual words, we conduct user studies with 97 vol-
unteers (64 males, 32 females, and 2 others aged 25 + 7 years), including 71.1%
students or graduates of computer science and related fields. Users completed
an online survey with the number of questions corresponding to the number of
visual words. We presented 12 typical (randomly chosen) superpixels for each
visual word, and we asked to what extent a particular visual feature was essential
for its creation. In reference to Marr’s computational theory of vision [17] (see
Section 3), six features were taken into consideration: brightness, color, texture,
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Algorithm 1 Amnesic visual probing (AVP)

Require: X — set of image representations, Y — set of target labels, Z — set of visual
words labels, C' — codebook of visual words,
getNullSpaceProj(X, Z) — returns projection matrix that removes information about
a visual word from representations,
trainValProb(X, Z) — trains model on probing task and returns validation accuracy,
trainValTarget(X,Y’) — trains model on target task and returns validation accuracy
for each: c €C
XZ)’V‘Oj — X
repeat
P «getNullSpaceProj(Xprojs, Z)
Xproj  PXproj
accprop <—trainValProb(Xproj, Z)
until accprop > %
aCCtarget <trainValTarget(X,Y)
aCCarger <—trainValTarget(Xproj,Y)
in fluence® = acciyrget — ACCtarget

lines (all primal sketch), shape (2.5D sketch) and form (3D model represen-
tation). We use the Likert scale with seven numerical responses from 1 to 7,
corresponding to insignificant and key features, respectively.

Before completing the survey, users got familiarized with the examples of
visual words with particular features selected by a trained cognitivist. They also
completed two training trials to become familiar with the main task. Moreover,
completing the task was not limited in time. Finally, due to the high number
of visual words, assessing all 50 visual words would be tedious for the users.
Therefore, we have prepared four questionnaire versions (one with twenty visual
words and three with ten visual words) and assigned them to users randomly.

Based on the user studies results, we ranked the most representative visual
words for each of the six features: brightness, color, texture, lines, shape, and
form. We used those rankings to obtain detailed results of the amnesic visual
probing.

5 Experimental Setup

Models We examine four self-supervised methods (MoCo v1 [14], SimCLR v2 8],
BYOL [13], and SwAV [6]), with a publicly available implementation based on
the ResNet-50 (1x) architecture, trained on the entire ImageNet dataset®. We
use the penultimate layer of ResNet-50 to generate representations with a length
of 2048.

5 We wuse the following implementations of the self-supervised methods:
https://github.com/{google-research/simclr, yaox12/BYOL-PyTorch, facebookre-
search /swav, facebookresearch/moco}.
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Data and target task We consider ImageNet [9] classification as the target task,
but our approach could also be applied to other tasks. In order to get the clas-
sification model, we freeze the self-supervised trained model and fine-tune an
ultimate fully-connected layer for 100 epochs. We conduct our experiments with
a standard train/validation split.

Removing visual words Interventions that remove visual words are parametrized
by 2048 x 2048 matrices applied to self-supervised representations. We obtain
these matrices with our adaptation of the INLP algorithm, where we iterate until
the probing classifier (detecting a visual word) achieves random accuracy.

Metric We consider the difference in top-5 classification accuracy before and
after the intervention. For each self-supervised method, we carry out a series of
interventions, removing the information about successive visual words from the
ranking obtained based on the user studies (see Section 4). For each of the six
features, we start with visual words considered as crucial for a given feature.

6 Results

As shown in Table 1, removing visual words from self-supervised representations
reduces the top-5 accuracy of the target task. It is expected because, as presented
in [4], image representation contains semantic knowledge. However, depending
on a self-supervised model and a type of visual word, the level of degradation sig-
nificantly differs. In the case of SImCLR v2, visual words related to the shape and
form have the most significant influence on the classifier decisions. For BYOL,
brightness and form have the greatest influence. Results for SimCLR and BYOL
are also similar because they are least sensitive to texture removal from the rep-
resentations. In contrast, MoCo and SwAV are the least sensitive to removing
shape. In the case of MoCo, we also observe the most significant decrease in
classification accuracy when removing forms, while the performance of SwAV is
the most sensitive to color removal.

In Fig. 4, we present the most important visual words (according to our user
studies) for each of the six visual concepts from Marr’s computational theory of
vision. These are visual words that we first remove from the representation.

In general, except for MoCo v1, representations are the least sensitive to
removing textures from representations, which is inconsistent with what is found
in [11]. Also, the two-dimensional shape is the most influential feature only for the
classifier using the SiImCLR v2 model. On the other hand, on average, removing
visual words corresponding to the three-dimensional form and color from the self-
supervised representation causes the most significant drop in the classification
accuracy.

In Fig. 5, we present the change of target task accuracy when removing the
successive most important visual words of the considered Marr’s visual features
(obtained with user studies). In general, the classification accuracy decreases as
we remove the successive visual words. There are only a few exceptions to this,
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Table 1: Removing visual words from the self-supervised representations influ-
ences the top-5 accuracy. The results are presented for six visual concepts from
Marr’s computational theory of vision. For each visual feature we remove five
visual words according to the ranking obtained based on the user studies. The
colors denote higher (dark blue) or lower (light blue) accuracy drop (in percent-
age points). These results demonstrate the biases in the self-supervised repre-
sentations.

top-5 acc. decrease in top-5 acc.

no interv. remove visual words
bright.| color |texture| lines
MoCo vl 82.5 —3.84 | —4.04
SimCLR v2 86.0 —1.60 | —1.68
BYOL 86.5 —2.35 | —=2.75
SwAV 92.4 —1.56 | —1.85

most notable in the case of SImCLR v2. We notice that in some cases, after
removing two or three visual words from a given category, deleting the next
ones causes only a slight further decrease in accuracy. It happens, for example,
when removing visual words related to shape from SwAV representations or
texture from SimCLR v2 representation. We also notice that in the case of
three models (except MoCo v1), initially, when removing a small number of
visual words, the most significant loss of accuracy occurs when removing the
simplest visual features such as brightness (BYOL and SwAV) and color (SwAV
and SimCLR v2). However, as we remove more visual words, the impact of
removing more complex visual words corresponding to three-dimensional forms
increases. This result may be because three-dimensional forms are more diverse
and heterogeneous than colors and brightness.

Amnesic visual probing vs. Word Content probing task The correlation between
the results of amnesic visual probing and the Word Content (WC) probing task is
relatively weak, as presented in Fig. 6. The Pearson correlation coefficient ranges
from 0.14 for SimCLR v2 to 0.52 for MoCo v1. In Fig. 6 we can see that although
the WC probing task shows that there is a similar level of information about
the visual words corresponding to lines and forms in SimCLR’s representation,
removing forms from this representation causes a much more significant decrease
of target task accuracy than removing lines. The same relationship regarding
lines and forms is also valid for BYOL, in which case the correlation between
target task accuracy and WC results is the largest among the examined methods,
even though it is still weak.

In general, this weak correlation supports the thesis that the WC probing
task focuses on what visual words are encoded in the representation, but it does
not assess how this information is used. Therefore, we conclude that the Word
Content probing task cannot be directly used to evaluate target task accuracy,
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Fig. 4: The most important visual words (according to our user studies) for each
of the six visual concepts from Marr’s computational theory of vision.

which justifies the introduction of amnesic visual probing. Nevertheless, WC is
still needed for amnesic visual probing to analyze the representation and should
be considered as a complementary tool.
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Fig. 5: Decrease in top-5 accuracy (in percentage points) when removing the in-
formation about successive visual words according to the ranking obtained based
on the user studies, presented for six visual concepts from Marr’s computational
theory of vision.

7 Conclusions

The visual probing framework provides interesting insight into the self-supervised
representations. However, this insight does not correspond to the performance
of the target task. Hence, we propose Amnesic Visual Probing (AVP) to analyze
the visual concepts that influence the target task. Thanks to preserving the se-
mantic taxonomy of visual words from the visual probing framework, we can use
AVP to examine and compare the biases of individual self-supervised methods.
Finally, the user studies allow us to describe those biases using six visual features
from Marr’s computational theory of vision.
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ABSTRACT Recently introduced self-supervised methods for image representation learning provide on
par or superior results to their fully supervised competitors, yet the corresponding efforts to explain the
self-supervised approaches lag behind. Motivated by this observation, we introduce a novel visual probing
framework for explaining the self-supervised models by leveraging probing tasks employed previously in
natural language processing. The probing tasks require knowledge about semantic relationships between
image parts. Hence, we propose a systematic approach to obtain analogs of natural language in vision,
such as visual words, context, and taxonomy. Our proposal is grounded in Marr’s computational theory
of vision and concerns features like textures, shapes, and lines. We show the effectiveness and applicability
of those analogs in the context of explaining self-supervised representations. Our key findings emphasize
that relations between language and vision can serve as an effective yet intuitive tool for discovering how
machine learning models work, independently of data modality. Our work opens a plethora of research
pathways towards more explainable and transparent Al.

INDEX TERMS Computer vision, explainability, probing tasks self-supervised representation.

I. INTRODUCTION

Visual representations are cornerstones of a multitude of
contemporary computer vision and machine learning appli-
cations, ranging from visual search [8] to image classifica-
tion [9] and Visual Question Answering, VQA [10]. However,
learning representations from data typically requires tedious
annotation. Therefore, recently introduced self-supervised
representation learning methods concentrate on decreasing
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the need for data labeling without reducing their perfor-
mance [1], [20], [21]. Because of the fundamental role rep-
resentations play in real-life applications, much research
focuses on explaining these embeddings [6], [15], [17].
Nevertheless, most of them concentrate on fully supervised
embeddings [11] rather than on their self-supervised coun-
terparts. Moreover, the majority of the proposed approaches
rely on pixel-wise image analysis [13], [14], while general
semantic concepts present in the images are often ignored.
Here, we attempt to overcome these shortcomings and
draw inspiration from a simple yet often overlooked
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observation that humans use language as a natural tool
to explain what they learn about the world through their
eyes [16]. Therefore, considering that the very same machine
learning algorithms can be successfully applied to solve
both vision and Natural Language Processing (NLP) tasks
[23], [24], we postulate that the methods used to analyze
text representation can also be employed to investigate visual
inputs.

Very popular tools for explaining textual embeddings are
probing tasks [18]. As shown in the upper part of Figure 1,
a probing task in NLP is a simple classifier that asks if a given
textual representation encodes a particular property, such as
a sentence length or its semantic consistency, even though
this property was not a direct training objective. For instance,
we can create a textual probing task by substituting a word in
a sentence and checking if a simple classifier that takes the
representation of the original and altered sentence can detect
this change. Furthermore, by analyzing the accuracy of a
probing task, one can verify if the investigated representation
contains certain information and understand the rationale
behind embedding creation. However, while probing tasks
are straightforward, intuitive, and widely used tools in NLP,
their computer vision application is limited [12], mainly due
to the lack of appropriate analogs between textual and visual
modalities.

In this paper, we address this limitation by introducing an
intuitive mapping between vision and language that enables
applying the NLP probing tools in the computer vision (CV)
domain. For this purpose, in Section I1I, we propose a taxon-
omy of visual units that includes visual sentences, words, and
characters. We describe them using visual features presented
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ds lines and forms than textures.

in Marr’s computational theory of vision [36], such as texture,
shapes, and lines. Finally, we employ them as building blocks
for a more general visual probing framework that contains a
variety of NLP-inspired probing tasks, such as Word Con-
tent, Sentence Length, Character Bin, and Semantic Odd
Man Out [17], [18]. The results we obtain provide us with
unprecedented insights into semantic knowledge, complexity,
and consistency of self-supervised image representations, e.g.
we discover that semantics of the image only partially con-
tribute to target task accuracy. One of our key findings is that
the information stored by self-supervised representations is
much more influenced by lines and forms than textures. What
confirms the design choices behind hand-crafted visual repre-
sentations such as SIFT [52] or BRIEF [53]. Our framework
also allows us to compare the existing self-supervised repre-
sentations from a novel perspective, as shown in Section VI.

Our contributions can be therefore summarized as follows:

« We propose an intuitive mapping between visual and
textual modalities that constructs a visual taxonomy.

« We introduce novel visual probing tasks for comparing
self-supervised image representations inspired by simi-
lar methods used in NLP.

« We show that leveraging the relationship between lan-
guage and vision serves as an effective yet intuitive tool
for discovering how self-supervised models work.

Il. RELATED WORKS

The visual probing framework aims to explain image repre-
sentations obtained from self-supervised methods. Moreover,
it is inspired by probing tasks used in NLP. Therefore, in this
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section, we consider related works from three research areas:
self-supervised computer vision models, probing tasks in
natural language processing, and explainability methods in
computer vision.

A. SELF-SUPERVISED COMPUTER VISION MODELS
Earliest self-supervised methods were based on a pretext
task, for example, image colorization [45], or rotation pre-
diction [46] using cross-entropy loss. However, recently pub-
lished state-of-the-art methods usually base on contrastive
loss [30], which measures the similarities of patches in rep-
resentation space and aims to discriminate between positive
and negative pairs. The positive pair contains modified ver-
sions of the same image, while the negative pairs correspond
to two images in the same dataset. One of the methods,
called MoCo vl [27] trains a slowly progressing encoder,
driven by a momentum update. This encoder plays the role
of a large memory bank of past representations and delivers
information about negative examples. Another method, called
SimCLR v2 [1], proposes a different way of generating neg-
ative pairs, using a large batch size of up to 4096 examples.
Other important improvements proposed by SimCLR v2 are
the projection head and carefully tuned data augmentation.
The projection head maps representations into space where
contrastive loss is applied to prevent the loss of information.
On the other hand, BYOL [20] also uses the projection head,
but unlike MoCo vl and SimCLR v2, it achieves a state-of-
the-art performance without the explicitly defined contrastive
loss function, so it does not need negative examples. Finally,
SwAV [21] first obtains ‘“‘codes’ by assigning features to
prototype vectors and then solves a “swapped” prediction
problem wherein the codes obtained from one data aug-
mented view are predicted using the other view. Our paper
provides a framework for analyzing the representations gen-
erated by those methods regarding the semantic knowledge
they encode.

B. PROBING TASKS IN NLP

NLP probing tasks aim to probe word or sentence represen-
tations for interesting linguistic features to discover whether
they contain linguistic knowledge [48]. Probing is usually
achieved with a binary or multi-class classifier, which takes
one or two-word embeddings as input, and predicts the exis-
tence or absence of a chosen linguistic phenomenon in the
input representation(s) [18]. The qualities of a good probing
classifier are the subject of debate, as too expressive probes
could learn important features on their own, even if the infor-
mation is not present in the representations [5]. Thus, probing
is usually achieved with simple classifiers.

Classic probing literature considers various linguistic
aspects, from the simplest to very complex ones. In [18], the
probed linguistic features are, for example, the depth of the
sentence parse tree or whether the sentence contains a specific
word. Other works propose to focus on lexical knowledge
concerning the qualities of individual words more than the
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whole sentences [6], [17], probing token embeddings for
qualities such as gender, case, and tense, or differentiation
between real words and pseudowords [17]. Other approaches
focus on certain kinds of words, e.g., function words, such
as wh-words and propositions [4]. We consider all these
objectives in our approach, i.e., we study probing tasks on
individual concepts and their compositions. Moreover, while
most works on probing tasks focus on one selected language,
the others [17] are designed with multilingual settings in
mind. It has been shown that it is possible to create NLP prob-
ing tasks that are transferable across languages, even if the
languages vary considerably in their structure, which means
that probing tasks can touch upon more universal cognitive
phenomena [2]. This paper also aims at the flexibility and
universality of our probing tasks, as our approach can be
applied to various image domains.

C. EXPLAINABILITY METHODS IN CV

REPRESENTATION LEARNING

eXplainable Artificial Intelligence (XAI) gains popularity
fuelled by the black-box character of today’s deep neural
networks [19], [39]. Popular explainability approaches for
model explanations are saliency or attention maps, which
provide the importance of weights to pixels based on the
first order derivatives [13], [14], [40], [41] but do not fully
explain the reasoning behind the actual decision [54] and do
not describe the concrete semantic concepts. Moreover, some
of the methods are even agnostic of the model itself [13]
and thus are not able to explain it. Another common local
approach is perturbation-based interpretability, which applies
changes to either data [55] or features [56] and observes the
influence on the output.

Some methods verify the relevance of network hidden
layers. For example, [12] uses linear classifiers trained on
representations from these layers to measure how suitable
they are for the classification. Subsequent efforts focused
on understanding the function of hidden layers led to the
introduction of network dissection [42], [43], which enables
quantifying the interpretability of latent representations by
evaluating the alignment between their hidden units and a set
of visual semantic concepts obtained from human annotators.

More recent methods are inspired by the human brain and
how it explains its visual judgments by pointing to proto-
typical features that an object possesses [57]. Le., a certain
object is a car because it has tires, a roof, headlights, and a
horn. For example, prototypical part network [44] applies this
paradigm by focusing on parts of an image and comparing
them with prototypical parts of a given class. At the same
time, the extension proposed in [58] uses data-dependent
merge-pruning of the prototypes to allow sharing them among
the classes. Another promising approach is Concept Acti-
vation Vector (CAV), defined in the feature space to quan-
tify the degree to which a predefined concept is vital for a
prediction [26]. This approach has recently been extended
to automatically discovered concepts [19] and to interactive
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techniques used by pathologists to indicate what characteris-
tics are essential when searching for similar images [59].
We propose to continue and extend this line of research
by introducing visual word probing, which systemati-
cally explains the self-supervised representations. Our work
presents a framework that focuses on model analysis. It inter-
prets the internal representation of the deep learning model
using visual probing tasks, e.g., it shows which semantic
concepts are included in the representation and to what extent.

Ill. VISUAL PROBING

This section introduces a novel visual probing framework
that analyzes the information stored in self-supervised image
representations. For this purpose, in Section III-A, we pro-
pose a mapping between visual and textual modalities that
constructs a visual taxonomy. As a result, the image becomes
a ““visual sentence” constructed from “visual words” and
can be analyzed with visual probing tasks inspired by similar
methods used in NLP (see Section III-C). Moreover, for
in-depth analysis of the concepts trained by self-supervised
methods, in Section III-B, we provide a cognitive visual sys-
tematic that identifies a visual word with structural features
from Marr’s computational theory [36].

A. MAPPING BETWEEN VISION AND NLP

After defining the images as analogous to sentences within
our framework, the question remains which parts of an image
should be considered equivalent to individual words and char-
acters? There are multiple possible answers to this question.
One of the intuitive ones is to divide an image into non-
overlapping superpixels that group pixels into perceptually
meaningful atomic regions, e.g., using SLIC algorithm [28].
As a result, we obtain an image built from superpixels,
an analogy of a sentence built from words. The superpix-
els, similarly to words, have their order and meaning (see
Section I1I-B). Moreover, each superpixel contains a specific
number of pixels, like the number of characters in a word.
As a consequence, we obtain an intuitive mapping between
visual and textual domains.

However, superpixels differ conceptually from their lin-
guistic counterparts in one important aspect: they do not
repeat between different images, while in text, the words
often repeat between sentences. Therefore, we propose to
define visual words as the clusters of all training superpixels
in representation space and assign each superpixel to the
closest centroid from such a dictionary. For this purpose,
we could use the original definition of visual words from [25].
However, it does not take into consideration the importance
of those words for a model’s prediction. Therefore, we use
TCAV methodology [19], [26] that generates high-level
concepts, which are important for prediction and easily
understandable by humans. Such an approach requires a
supervisory training network but generates visual words inde-
pendent of the analyzed self-supervised techniques, which is
crucial for a fair comparison. To summarize, the process of
dividing an image into visual words consists of three steps:
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segmentation into superpixels, their encoding, and assign-
ment to visual words (see Figure 2).

B. COGNITIVE VISUAL SYSTEMATIC

In contrast to words in NLP, visual words do not have a
well-defined meaning required for in-depth analysis of self-
supervised representations. Hence, in this section, we intro-
duce cognitive visual systematic, considering that generating
visual words is similar to the process of concept forma-
tion. This process, described in psychology and cognitive
science, is traditionally understood as an internal cognitive
representation of a set of similar objects, i.e., “an idea that
includes all that is characteristically associated with it” [37].
In other words, concepts are created in relation to features that
constitute similarity amongst included objects.

What features could then be the basis for the formation of
visual words? Reference to Marr’s computational theory of
vision [35], [36] seems to be an appropriate aid in answering
this question. Marr assumed that perception is achieved by
detecting an object’s specific structural features, which are
then organized in a series of visual representations. Among
those, three constitute the major representations: the *“‘primal
sketch”, the “2.5D sketch” and the 3D model representa-
tion” [36]. The primal sketch is a two-dimensional image that
uses information on light intensity changes, featuring blobs,
edges, lines, boundaries, bars, and terminations. Colors and
textures are also thought to be detected on this level [34], [38].
The 2.5D sketch represents mostly two-dimensional shapes
and their orientation towards a viewer-centered location (the
sense of image depth is achieved in this stage [35]). Finally,
the 3D model is a representation suitable for object recog-
nition. In this stage, the observer can imagine the object
from different views. This includes surfaces that are currently
invisible to the observer [35], [36].

To simplify visual word description in terms of Marr’s the-
ory, we decided to use concepts of light intensity (brightness),
color, texture, and lines in relation to primal sketch, shape
in relation to 2.5D sketch, and form in relation to 3D model
(examples are depicted in Figure 3). Our initial analysis of
individual visual words shows that these six categories from
Marr’s theory describe very well the particular types of our
visual words. In the process of creating visual words (see
Figure 2), similar superpixels cluster together. As a result,
we generate different visual words consisting of similar lines,
similar shapes, similar colors, etc. To confirm that our obser-
vations are not accidental, we conducted user studies that
confirmed our assumptions and categorized visual words into
specific categories from Marr’s theory, such as brightness,
color, texture, lines, forms, and shapes. This user study helps
us to establish the meaning of the visual words we use.

C. VISUAL PROBING TASKS

After dividing an image into visual words, its representation
can be analyzed by the visual probing framework that can
adapt most NLP probing tasks. Here, we describe adaptations
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probing framework that includes a variety of NLP-inspired probing tasks.

of five of them, including those well known in the NLP com-
munity [17], [18] together with their original NLP definitions
to make the paper self-contained.

1) WORD CONTENT (WC)

The Word Content probing task aims to identify which visual
words are present in an image (see Figure 4). The input of this
probing task is a self-supervised representation of the image.
The target labels represent the presence of a particular visual
word. As we describe in Section 1V, all visual words are
clustered into 50 clusters. Hence, there are 50 binary target
labels. Figure 2 illustrates the process of determining which
visual words are present in the image. This is similar to the
bag of words representation.

The NLP inspiration of this task probes for surface infor-
mation, i.e., the type of information that does not require
any linguistic knowledge [18]. In contrast, its adaptation
requires semantic knowledge to understand which concept is
represented by a superpixel.

2) SENTENCE LENGTH (SL)

The aim of the Sentence Length probing task is to distin-
guish between simple and complex images, as presented in
Figure 5. The input of this probing task is a self-supervised
representation of the image. The farget label is the number of
unique visual words in the image, which can be determined
based on the WC labels. The original NLP probing task
predicts the number of words (or tokens) and retains only
surface information [18]. In CV, it serves as a proxy for
semantic complexity, requiring the semantic understanding of
the image.

3) CHARACTER BIN (CB)
The aim of the Character Bin probing task is to check whether
the representation stores information about the complexity
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of the visual word represented by a superpixel. The input
of this probing task is a self-supervised representation of
the image’s superpixel, and we define two target labels that
are commonly used in CV literature to describe superpixels.
The first target label is the compactness (CO) [49] of the
superpixel S defined as the area of the superpixel A(S) divided
by the area A(C) of a circle C with the same perimeter as S:

A(S)

AO)

Sample superpixels with various ranges of CO are presented
in Figure 6a. The second target label is Intra-Cluster Variation
(ICV) [50] defined as the average standard deviation o.(S) of
channels ¢ € C for superpixel S:

1
ICV(S) = Tl > 0ulS).
ceC

CO(S) =

Sample superpixels with various ranges of ICV are in
Figure 6b. The original NLP probing task is defined as a
classifier of the number of characters in a single word [17].
From this perspective, the Character Bin retains only surface
information in both domains.

4) SEMANTIC ODD MAN OUT (SOMO)

The objective of the SOMO probing task is to predict whether
the image was modified. We replace a center-biased super-
pixel in the image with a similarly shaped superpixel from
another image that corresponds to different visual words.
We pick a superpixel using a two-dimensional Gaussian
distribution center in the middle of the image. Regarding
replacement, we consider two setups, SOMO close and far,
depending on how often two visual words co-occur in the
training images. In SOMO close, we replace a center-biased
superpixel with visual words that often co-occur with the
replaced visual word. In SOMO far, we replace superpixel
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with the rarely co-occurring visual word (see Figure 7).
In both cases, the input of the probing task is a self-supervised
representation of the image. The target label is binary, i.e.,
whether the image was modified or not. The original NLP
task predicts if replacing a random noun or verb alters the
sentence [18]. In both domains, it requires the ability to detect
alterations in semantic consistency.

FIGURE 5. Sample images grouped into rows with increasing value of
5) MUTUAL WORD CONTENT (MWC) Sentence Length from top to bottom. One can observe that SL correlates

The Mutual Word Content (MWC) probing task aims to with the semantic complexity of the image.

discover which visual words bring two self-supervised rep-

resentations close to each other and which ones push them

farther away (see Figure 8). The input of this probing task is probing task performance drops with increasing repre-
a pair of self-supervised representations of two images. The sentations’ distance, the visual word information in both
target labels represent the presence of a particular visual word representations brings them closer. To quantify this relation-

in both images. The probing task classifier is validated on ship, we introduce the attraction coefficient. To calculate this
equally-sized subsets {S,;} corresponding to the increasing coefficient, we use the Linear Regression fit to the points
cosine distance between pairs of representations. Discrep- (i, AUC;), where i is the index of the subset and AUC; is the

ancies in the classifier accuracy show the impact of visual MWC probing task performance on this subset. Thus, the
words on the representations’ distance. More precisely, if the attraction coefficient is the first derivative of the fitted model.
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(b) Character Bin color.

FIGURE 6. Sample superpixels grouped into rows with increasing values
of CO (a) and ICV (b) from top to bottom. One can observe that bottom
rows contain superpixels of rounder shape (a) and higher contrast (b).

This probing task does not have a direct counterpart in the
NLP domain.

IV. EXPERIMENTAL SETUP
This section describes how we generate visual words and self-
supervised representations, assign visual words to images,
and train the probing tasks.!

IThe code available at github.com/BioNN-InfoTech/visual-probes

13034

(b) SOMO close.

FIGURE 7. Sample images from SOMO far (a) and close (b) setup.
Replacements in SOMO close come from a set of visual words that often
co-occur with the replaced visual word. In SOMO far, we replace
superpixel with rarely co-occurring visual words. One can observe that in
the case of SOMO close, the differences are less visible. Notice that red
arrows indicate alterations to the image.

A. GENERATING VISUAL WORDS

This paper presents a general framework that can be used
with various methods of generating visual words. However,
choosing a high-quality method is crucial to draw meaningful
conclusions from the probing tasks. That is why we use the
established ACE algorithm [19]. It first divides images into
superpixels using SLIC (Simple Linear Iterative Clustering)
algorithm [28]. This algorithm clusters pixels in the combined
five-dimensional color and position space to generate com-
pact, nearly uniform superpixels. This approach has only one
parameter that specifies the number of output superpixels.
We use the SLIC algorithm with three resolutions of 15, 50,
and 80 segments for each image. Next, it generates repre-
sentations of these superpixels as an output of the mixed4c
layer of GooglLeNet [7] trained on the ImageNet dataset.
Then, for each class separately, corresponding representa-
tions are clustered using the k-means algorithm with k = 25
and filtered to remove infrequent and unpopular clusters
(as described in [19]). This results in around 18 concepts
per class and approximately 18, 000 concepts for the whole
ImageNet dataset. They could be directly used as visual
words. However, such words would be exclusive for partic-
ular classes, and some of them would be ambiguous due to
the small TCAV score [26]. Hence, to obtain a reliable dictio-
nary with visual words shared between classes, we filter out
12, 000 concepts with the smallest TCAV score and cluster
the remaining 6, 000 concepts using the k-means algorithm
into 50 clusters treated as visual words (see Figures 4 and 9).
We do not treat the number of clusters as a tunable hyperpa-
rameter. Instead, we set a fixed number of clusters, ensuring
various concepts and making user studies feasible.

B. GENERATING A SELF-SUPERVISED REPRESENTATION
We examine four self-supervised methods: MoCo v1 [27],
SimCLR v2 [1], BYOL [20], and SwAV [21]. For all of them,
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(b) Superpixels that push representations away.

FIGURE 8. Sample pairs of images with visual words (represented by
marked superpixels) that attract (a) or push away (b) the representations.
Visual words that attract representations include words with complicated
forms and “green” words. On the other hand, visual words that push
representations away contain fine textures.

we use publicly available models trained on ImageNet.?
Although they all use the penultimate layer of ResNet-50
to generate representations, their training hyperparameters
differ, which is presented in Table 5.

2We use the following implementations of self-supervised methods:
https://github.com/{ google-research/simclr, yaox12/BYOL-PyTorch, face-
bookresearch/swav, facebookresearch/moco}. We use ResNet-50 (1x) vari-
ant for each self-supervised method.

VOLUME 11, 2023

TABLE 1. Bins ranges corresponding to the classes in Sentence
Length (SL) and Character Bin (CB) probing tasks.

bin SL CB shape CB color
0 <18 < 0.153 < 0.063
1 [18,21) | [0.153,0.207) | [0.063,0.085)
2 [21,23) | [0.207,0.263) | [0.085,0.104)
3 [23,26) | [0.263,0.336) | [0.104,0.125)
4 [26,28) | [0.336,0.462) | [0.125,0.155)
5 28 < 0.462 < 0.155 <

C. ASSIGNING VISUAL WORDS

To assign a superpixel to a visual word, we first pass it through
the GoogLeNet to generate a representation from the mixed4c
layer (similarly to generating visual words). Since all con-
cepts considered in Section IV-A are grouped into 50 clusters
(visual words), we use a two-stage assignment. First, we find
the closest concept and then assign the superpixel to the visual
word containing this concept.

D. TRAINING PROBING TASKS

We use a logistic regression classifier with the LBFGS
solver [61] to train all diagnostic classifiers. As input, we use
representations generated by the self-supervised methods.
The output depends on the probing task. In the case of Word
Content, we train 50 classifiers corresponding to 50 visual
words. Furthermore, we expect an image to be assigned to
a particular visual word if at least one of its superpixels is
assigned to it. Finally, we report the average AUC scores over
50 classifiers (see Table 2). To formulate a classification setup
in the Sentence Length probing task, we group the possible
output into six equally-sized bins (see Table 1), resulting in
one-vs-one OVO AUC, which is resistant to class imbalance.
A similar procedure is applied to the Character Bin probing
tasks. SOMO is formulated as a binary classification task in
which we predict whether the image was modified. We train
two separate classifiers for two use cases, SOMO far and
SOMO close, with balanced training and validation sets.

We conduct all of our experiments on the ImageNet
dataset [29] with standard train/validation split. Moreover,
we apply random over-sampling if needed to deal with the
imbalanced classes.

V. USER STUDIES

While the cognitive visual systematic introduced in
Section III-B presents the possible way of obtaining the
meaning of visual words, it requires human observers to
reliably decide which visual features should be assigned to
particular visual words. Hence, in this section, we describe
user studies conducted to establish this assignment.

Overall, 40 volunteers participated in the study (30 males
and 10 females aged 29 + 10 years) recruited online. 62.5%
of the participants were students/graduates of computer sci-
ence and related fields, and the remaining attendees repre-
sented various backgrounds.

The description and questions of the study were in English
and Polish. Participants ranged from 18 to 66 years of age.
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The average age of the participant is 29, and 68% of the
participants are between 20 and 38 years old. 75% of the
participants declared themselves as male, 25% as female and
0% chose other options. Participants were recruited online.
62% of the participants were students or graduates of com-
puter science and related fields, and the remaining attendees
represented various backgrounds, e.g., medicine, law, and
psychology. 35% of participants have at least a bachelor’s
degree.

Users completed an online questionnaire. Their task was to
assess the similarity of superpixels representing a visual word
and provide key features associated with this visual word.
To this end, users were presented with 20 visual words con-
sisting of 12 representative superpixels (close to the visual
word center) each. Participants were instructed to use Lik-
ert scales with seven numerical responses with only end-
points labeled (1 and 7) for clarity. First, they were asked
to evaluate the homogeneity of a given set (scale endpoints:
great variety; great homogeneity; see Figure 14). Next, they
evaluated to what extent a given feature was essential for
visual word creation. In reference to Marr’s computational
theory of vision [36] (see Section III-B), six features were
taken into consideration: light intensity (brightness), color,
texture, lines, shape (Marr’s 2.5D sketch) and form (Marr’s
3D model representation). Scale endpoints were labeled as a
not significant feature and a key feature (see Figure 14).

Before the main task, users obtained an instruction
that included sample visual words with particular features
(selected by a cognitivist). They also underwent two training
trials to familiarize themselves with the task. There were no
time constraints for trial or task completion. The order of
visual words and on-screen localization of superpixels were
semi-randomized for each participant.

Due to the high number of visual words, the assessment
of all 50 visual words would be tedious for the users. That
is why we decided to limit our user study to the twenty
most reliable visual words. They were chosen based on the
results of Word Content probing task by selecting best and
worst-performing clusters, as well as the ones with the largest
performance difference between considered self-supervised
models.

Based on the results of the user studies, we select the
most representative visual words for each of the six features:
brightness, color, texture, lines, shape, and form. Those words
are then used to obtain detailed results of the Word Content
probing task presented in Table 3.

VL. RESULTS AND DISCUSSION

As we show in Table 2, all self-supervised representations
retain information about semantic knowledge, complexity,
and image consistency. However, SImCLR v2 surpasses other
methods in all probing task except CB color. Moreover, the
performance on probing tasks does not correlate with the
accuracy of the target task. In the following, we analyze those
aspects in greater detail.
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A. SELF-SUPERVISED REPRESENTATIONS CONTAIN
SEMANTIC KNOWLEDGE WHICH DOES NOT

CORRELATE WITH THE TARGET TASK

As reported in Table 2, the AUC scores for Word Content
probing task vary from 0.793 for MoCo v1 to 0.811 for Sim-
CLR v2. This shows that considered self-supervised methods
can predict which visual words are present in the image, i.e.,
they code the semantic knowledge in the generated represen-
tations.

Surprisingly, although the examined self-supervised meth-
ods have diverse target task accuracy, they all have a sim-
ilar level of semantic knowledge. For instance, MoCo vl
obtains the worst target task accuracy (60.6%), but its results
for the WC probing task are on par with more accurate
self-supervised methods. Moreover, although SwAV has
the highest accuracy on the target task, it does not pro-
vide the best performance in terms of semantic knowledge.
This finding supports the conclusion from [31] that seman-
tic knowledge only partially contributes to the target task
accuracy.

B. CERTAIN TYPES OF VISUAL WORDS ARE
REPRESENTED BETTER THAN THE OTHERS,

DEPENDING ON THE METHOD

According to the results presented in Table 3 and Figure 9,
self-supervised representations have more knowledge about
visual words containing forms and lines than about those
containing shapes and textures. This may indicate that the
representations are lines- and form-biased, which sheds new
light on this problem, considering that according to [31],
self-supervised representations are texture-biased. Moreover,
the information encoded by various self-supervised methods
differs. It is especially visible for brightness and color, where
the MoCo v1 works significantly worse than the remaining
methods. We assume that it is caused by the lack of projection
head in the former, which is important due to the loss of
information induced by the contrastive loss [33].

C. THE SAME VISUAL WORD IN A PAIR OF IMAGES
USUALLY BRINGS THEIR REPRESENTATIONS CLOSER

The results of the MWC probing task presented in Table 4
show that the same visual word in a pair of images usually
brings their representations closer. This is true for almost
all visual words (45 out of 50), and especially for those
presented in Figure 10a that contain complicated forms and
lines or green areas. The remaining five visual words, usually
corresponding to fine textures (see Figure 10c), are neutral or
pushing representations away.

Interestingly, SWAV differs from the other methods in
the case of lines and shapes, and BYOL differs in the
case of shape. As in both cases, the presence of those fea-
tures usually does not bring representations learned by those
methods closer together. Differences in the training proce-
dures of these methods might partially explain these results.
SwAV and BYOL are trained without negative pairs, whereas
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TABLE 2. AUC score for all our probing tasks (WC, MWC, SL, CB, and SOMO) and accuracy on the linear evaluation (Target) for the considered

self-supervised methods.

Target Probing tasks (ours)
wC MWC SL CB shape | CBcolor | SOMO far | SOMO close
MoCo vl 0.606 0.793 0.763 0.771 0.797 0.872 0.850 0.830
SimCLRv2 | 0.717 | 0.811 | 0.777 | 0.775 0.850 0.876 0.878 0.857
BYOL 0.723 0.803 0.775 0.770 0.844 0.893 0.845 0.817
SWAV 0.753 0.802 0.776 0.769 0.842 0.879 0.856 0.839

(b) Worst predicted visual words.

FIGURE 9. Visualization of the best (a) and the worst (b) predicted visual
words according to the results of the WC probing task. It supports the
results from Table 3 that self-supervised representations contain more
information about lines and forms than textures.

SimCLR v2 and MoCo v1 use both positive and negative pairs
during the training. Therefore, we hypothesize that this may
cause differences in the MWC probing task result.

VOLUME 11, 2023

(c) Pushing representations away.

FIGURE 10. Sample visual words that attract (a), are neutral (b), or push
away (c) the representations of two images. One can observe that the
visual words that attract representations include words with complicated
forms or green areas. On the other hand, visual words that push
representations away contain fine textures.

D. SELF-SUPERVISED REPRESENTATIONS CONTAIN
INFORMATION ABOUT SEMANTIC COMPLEXITY THAT
DIFFERS BETWEEN METHODS

Based on the results in Table 2 and Figure 11, we observe that
considered self-supervised methods code the level of seman-
tic complexity, as they all obtain approximately 0.77 AUC
for Sentence Length, and even higher AUCs are observed for
CB shape and color (from 0.797 to 0.893 AUC). Moreover,
when it comes to recognizing variance in superpixel color,
BYOL works best, in contrast to all other probing tasks,
where SimCLR v2 has the highest AUC. The potential reason
for this behavior is the fact that a positive pair with similar
color histograms provide more information in BYOL than in
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(c) Character Bin shape.
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(d) Character Bin color.

FIGURE 11. Confusion matrices for Sentence Length and Character Bin probings (results in %). The Its indicate that the ability of
self-supervised rep tions to retain information about complexity dlffers pending on the level of image complexity. Moreover, even
though the final AUC of SL and CB for self-supervised methods are S|m|lar, their confusion matrices differ.
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TABLE 3. Biases of the representations measured by WC probing tasks. The colors indicate a higher (orange) or lower (blue) AUC score compared to the

overall performance for all visual words.

Types of visual words
all visual words | brightness | color | texture lines shape | form
MoCo v1 0.793 0.777 0.769 0.785 0.847 | 0.784 | 0.836
SimCLR v2 0.811 0.831 0.832 0.804 | 0.852 | 0.810 | 0.854
BYOL 0.803 0.809 0.807 | 0.795 0.852 | 0.798 | 0.848
SwAV 0.802 0.819 0.820 | 0.796 | 0.851 | 0.802 | 0.849

TABLE 4. The attraction coefficient of MWC probing task. The attractions
of representations containing the same visual word are marked in orange.

Types of visual words
brightness | color | texture | lines | shape | form
MoCo v1 0.872 0.875 0.937 1.839 0.677 1.928
SimCLR v2 0.409 0.424 0.442 0.803 0.500 0.593
BYOL 0.396 0.379 0.502 0.336 —0.007  0.566
SWAV 0.382 0.445 0.150 —0.119 | —0.118 0.248

(b) Superpixel substitution incorrectly classified.

FIGURE 12. Sample images from the SOMO probing task. Images for
which the superpixel substitution was correctly classified based on the

tati by all methods (a) and by none of them (b). One can
observe that probing struggles with more subtle changes, which are still
visible to the human eye. Notice that red indicate all ions to
the image.

SimCLR, as presented in Section V of [20]. Therefore, BYOL
puts more attention on the color characteristic.

E. SELF-SUPERVISED REPRESENTATIONS CONTAIN
INFORMATION ABOUT SEMANTIC CONSISTENCY THAT
DIFFERS BETWEEN METHODS

The results of the SOMO probing task in Table 2 and
Figure 11 show that self-supervised representations reflect

VOLUME 11, 2023

(d) Correctly classified only by SwWAV.

FIGURE 13. Sample images from SOMO probing task, correctly classified
when embedded by MoCov1 (a), SimCLR v2 (b), BYOL (c), or SWAV

(d) only. One can observe no clear differences between the types of
inconsistencies classified correctly and incorrectly by the particular
methods. Notice that red arrows indicate alterations to the image.

changes in the center of the image. However, as presented
in Figure 12, the probing classifier struggles with more
subtle changes, which are still visible to the human eye.
Moreover, SimCLR v2 has the highest ability to recognize
altered images, but surprisingly, BYOL has the lowest per-
formance. However, as shown in Figure 12 and 13, there
are no visible reasons for this result. Overall, our results are
in line with [32], which claims that self-supervised methods
improve out-of-distribution detection. However, they contra-
dict our previous results [51], where the replaced superpixel
is selected entirely randomly (without center bias). Never-
theless, we decided to change replacement to center-biased
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TABLE 5. Differences between architecture and training of the considered self-supervised methods.
| MoCo vl | SimCLR v2 | BYOL | SwAV
] InfoNCE yes yes no no
§ Positive pairs yes yes yes yes
£ Negative pairs yes, minibatches queue yes, large batches no no
'?3 Online to target network copied with momentum same copied with momentum same
< Size of patches 224x224 224x224 224x224 224x114 and 96x96
Augmentations resize, crop, color | crop, resize, horizontal | like in SimCLR v2 two types of crops, small
jittering, horizontal flip, | flip, color distortion, and original, the rest like
grayscale conv. grayscale conv., Gaussian in SimCLR v2
blur, solarization
Projection no yes yes yes
g
£ epochs 200 600 300 800
[i-’ Batch size 256 2048 4096 4096
Time of training 53 170 not mentioned 49

Homogeneity *

Evaluate the homogeneity of the set you see on a 7-point scale, where 1 means very large diversity of the
set (elements differ significantly from each other), and 7 - very high homogeneity (elements are very
similar to each other)

0O O OO0 Oo0O0

great variety great homogeneity

Features *

How important do you think the various features were for the creation of the displayed set? In this
context, rate each feature on a 7-point scale, where 1 = not significant; a 7 = key feature. For example, if a
color trait was key to producing a set, then the images making up the category are of similar color. If
some form was crucial for creating a given category, we willfind it in all pictures / most pictures.

Brightness

Color

Texture

Lines

Shape 2D

Form 3D

Ql@lo|e|e|@
@ |@le || | ©
OF NER RON FON FON RE)
O G FON EON FON RE)
@F NOR RO RON FON RO
@ | © | @@ | @] ©
DGlOle|@|©|©

FIGURE 14. Sample question from our user study that allows in-depth analysis of the Word Content probing task using Marr’s

computational theory of vision.

in this work because they better correspond to semantic
inconsistency.

F. THE ABILITY TO DISTINGUISH ALTERED IMAGES
DEPENDS ON HOW OFTEN THE REMOVED VISUAL

WORD CO-OCCURS WITH THE REPLACEMENT

As presented in Table 2, SOMO far has higher performance
than SOMO close. It is expected because recognizing alter-
ations obtained by replacing a visual word with a non-fitting
one is simpler. However, this difference in performance for all
self-supervised representations leads us to believe that there is
a family of alterations that might not be reflected well enough
in a self-supervised representation. Hence, considering that
even minor alterations might lead to a change in the predic-
tion [60], this disability might pose a risk to the stability of
the classification results.
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Vil. CONCLUSION

In this work, we introduce a novel visual probing framework
that analyzes the information stored in self-supervised image
representations. It is inspired by probing tasks employed
in NLP and requires similar taxonomy. Hence, we pro-
pose a set of intuitive mappings between visual and textual
modalities to construct visual sentences, words, and char-
acters. Moreover, we provide a cognitive visual systematic
that identifies a visual word with structural features from
Marr’s computational theory [36] and provide the meaning of
the words.

Our cognitive framework reveals insights into high-level
concepts that the model has learned. Such insights can be
applied to promote the safer use of self-supervised learn-
ing, being aware of the biases encoded in the representa-
tions. The results of the provided experiments confirm the
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effectiveness and applicability of this framework in under-
standing self-supervised representations. We verify that the
representations contain information about semantic knowl-
edge, complexity, and consistency of the images. Moreover,
a detailed analysis of each probing task reveals differences
in the representations encoded by various methods, pro-
viding complementary knowledge to the accuracy of linear
evaluation.

Our framework goes beyond per-sample explanations to
identify higher-level human-understandable visual concepts
that apply across the entire dataset. The existing work, the
closest to ours, is a work [19] in which high-order concepts
are automatically determined for images from each class.
We build upon this work and propose a new approach using
probing tasks. The advantage of our method is measurabil-
ity, which enables us to compare to what extent individual
self-supervised models encode information about concepts in
their representations.

We note a couple of limitations of our framework. Our
framework only applies to concepts in the form of groups
of pixels. This assumption gives us plenty of insight into
the model, but more complex and abstract concepts might be
difficult to be noticed. In addition, the success of our approach
depends on the quality of the generated labels for probing
tasks. In our work, we presented five probing tasks inspired
by NLP. However, in future work, one can consider a more
generic approach to creating desirable probing tasks. One
possible way to do this is to use a model that generates images
based on a given text description, e.g., DALL-E 2 [62].
Thanks to this, we can create training pairs of image and
text, generate probing labels based on text and use a probing
classifier to image representation. In this case, creating new
probing tasks would be equivalent to formulating appropri-
ate queries for the image-generating model. These queries
describe the human-understandable concept influencing the
model’s trait we want to investigate.

Potentially, our method may have a wider application,
not only for self-supervised learning but for any learning
methods for which individual layers of representation can
be explained using our cognitive framework. The advantage
of our framework is that it is generic. For example, using a
different segmentation algorithm will lead to a different visual
vocabulary. Therefore, conducting additional user studies to
evaluate visual words generated using different methods and
parameters would be worthwhile.

Finally, we show that the relations between language and
vision can serve as an effective yet intuitive tool for explain-
able Al Hence, we believe that our work will open new
research directions in this domain.
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Abstract. State-of-the-art machine learning algorithms can be fooled
by carefully crafted adversarial examples. As such, adversarial examples
present a concrete problem in Al safety. In this work we turn the tables
and ask the following question: can we harness the power of adversar-
ial examples to prevent malicious adversaries from learning identifying
information from data while allowing non-malicious entities to benefit
from the wutility of the same data? For instance, can we use adversarial
examples to anonymize biometric dataset of faces while retaining use-
fulness of this data for other purposes, such as emotion recognition? To
address this question, we propose a simple yet effective method, called
Siamese Generative Adversarial Privatizer (SGAP), that exploits the
properties of a Siamese neural network to find discriminative features
that convey identifying information. When coupled with a generative
model, our approach is able to correctly locate and disguise identify-
ing information, while minimally reducing the utility of the privatized
dataset. Extensive evaluation on a biometric dataset of fingerprints and
cartoon faces confirms usefulness of our simple yet effective method.

1 Introduction

Large-scale datasets enable researchers to design and apply state-of-the-art
machine learning algorithms that can solve progressively challenging problems.
Unfortunately, most organizations release datasets rather reluctantly due to the
excessive amounts of sensitive information about participating individuals.

Ensuring the privacy of subjects is done by removing all personally iden-
tifiable information (e.g. names or birthdates) — this process, however, is not
foolproof. Correlation and linkage attacks [15,25] often identify an individual
by combining anonymized data with personal information obtained from other
sources. Several such cases have been presented in the past, e.g. deanonymization
of users’ viewing history that was published in the Netflix Prize competition [25],
identifying subjects in medical studies based on fMRI imaging data [9], and
linking DNA profiles of anonymized participants with data from the Personal
Genome Project [32].

© Springer Nature Switzerland AG 2019
C. V. Jawahar et al. (Eds.): ACCV 2018, LNCS 11365, pp. 482-497, 2019.
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Fig. 1. Basic functionality of the proposed Siamese Generative Adversarial Privatizer:
given an original face image, the privacy filter generates a privatized image. The original
identity is hidden, at the same time other useful features, e.g. facial expression, are
preserved. Siamese discriminator identifies the discriminative features of the images.

Typical approaches to countering the shortcomings of anonymization tech-
niques leverage data randomization. While randomizing datasets with differ-
ential privacy [7] provides much stronger privacy guarantees, the utility of
machine learning models trained on such randomized data is often significantly
impaired [16,18,30]. We therefore believe that there is an ever increasing need for
new privatization methods that preserve the value of the data while protecting
the privacy of individuals.

The above privacy problem becomes critical when dealing with sensitive bio-
metric and medical images. Several breakthrough applications of computer vision
have been proposed in this domain: [12] used machine learning algorithms to
parcellate human cerebral cortex, [29] utilized convolutional networks to detect
arrhythmia, and [8] used machine learning to realize a precision medicine system.
These applications, though critical for the advancement of the domain, rely on
the access to highly sensitive data. This calls for novel privatization schemes that
allow for the publication of images containing medical and biometric information
without sacrificing the utility of the applications discussed above.

1.1 Ouwur Contributions

In this work, we take a new approach towards enabling private data publishing.
Instead of adopting worst case, context-free notions of statistical data privacy
(such as differential privacy), we present a novel framework that allows the pub-
lisher to privatize images in a context-aware manner (Fig.1). Our framework
builds up on the recent work [17] where they propose a Generative Adversarial
Privacy (GAP) method that casts the privatization as a constrained minimax
game between a privatizer and an adversary that tries to infer private data. The
approach we propose here is focused on biometric images and exploits a Siamese
neural network architecture to identify image parts that bear the highest dis-
criminative power and perturb them to enforce privatization. Contrary to other
works that quantify privacy in a subjective manner using user surveys [2§],
we define here empirical conditions our privatizer needs to fulfill and propose
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metrics that allow to evaluate the privacy-utility trade-off we aim to explore.
Finally, we present the results of our experiments on datasets of fingerprints
and cartoon faces. Our results show that the proposed framework prevents an
attacker from re-identifying privatized data while leaving other important image
features intact. We call this approach Siamese Generative Adversarial Privatizer
(SGAP).

To summarize our contributions are twofold:

— a novel privatization method that uses a Siamese architecture to identify
identity-discriminative image parts and perturbates them to protect privacy,
while preserving the utility of the resulting data for other machine learning
tasks, and

— an empirical data-driven privacy metric (c.f. Sect. 4.2) based on mutual infor-
mation that allows to quantify the privatization effects on biometric images.

1.2 Paper Outline

The remainder of this paper is organized as follows. In Sect. 2, we provide a brief
survey of recent relevant works. In Sect. 3, we present the architectural details
of our SGAP model. The main results of our paper are presented in Sect.4.
We conclude our paper in Sect. 5.

2 Related Work

Privatization of data has been an active area of research with multiple works
touching on this subject [1,16,18,30]. Our approach extends the concept
of context-independent data privatization by incorporating context-dependent
information as an input to the privatization algorithm. More precisely, it iden-
tifies the discriminative characteristics of the data and distorts them to enforce
privacy. Although standard methods of protecting privacy based on erasing per-
sonal information have been widely used, correlation and linkage attacks allow to
re-identify the users, even when explicitly identifying information is not present
in the released datasets [25].

Those kinds of attacks pose an even greater threat to individual privacy
when used against publicly available medical databases [14]. [15] show that using
publicly available genotype-phenotype correlations, an attacker can statistically
relate genotype to phenotype and therefore re-identify individuals. Publicly avail-
able profiles in the Personal Genome Project can be linked with names by using
demographic data [32]. Also, when considering fRMI imaging data, individual
variability across individuals is both robust and reliable, thus can be used to
identify single subjects [9].

Although numerous works are focused on finding discriminative patterns
within the data [10,34], we use a Siamese neural network architecture [4] since
it allows us to learn a discriminant data embedding in an end-to-end fashion.
Contrary to the typical goal of a Siamese architecture, i.e. learning similarity,
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we use it to identify discriminant parts of a pair of images and alter those parts
with minimal impact on other useful features. When both examples come from
the same individual, this setup allows us to learn a perturbation that carefully
disguises the individual’s identity, hence protecting their privacy.

One can consider the problem of data anonymization to be conceptually
similar to the idea of adversarial examples in neural network architectures [3,19—
21,33]. In the case of adversarial examples, the adversary wants to trick the
neural network into misclassifying a slightly perturbed input of a given class.
Similarly, our goal is to modify the data points in such a way that the identity
of the individual corresponding to the data cannot be correctly classified. The
most relevant work is [20], where they use a Generative Adversarial Network
(GAN) [13] framework to create adversarial examples and use them in training
to increase the robustness of the classifier.

Similar to us, [28] analyses the trade-off between data privacy and utility.
In their work, however, privacy and utility metrics are defined based on a user-
study, where the users were asked to assess the usefulness of the anonymized
images in the context of social media distribution. The privacy, on the other
hand, was measured by first enlisting a number of attributes linked to privacy
(e.g. passport number or registration plates) and then asking the users to val-
idate if a given privacy attribute is visible in the photo or not. We argue that
this way of measuring both privacy and utility is limited to a very specific sub-
set of applications. In our work we propose fundamentally different metrics for
both privacy and utility that have backing in information theory and machine
learning.

Another relevant and recent works [33], [5] address the privatization prob-
lem using a generative adversarial approach while providing theoretical privacy-
utility trade-offs. The work of [5], which is the most similar to our work, proposes
an architecture combining Variational Autoencoder (VAE) and GAN to create
an identity-invariant representation of a face image. Their approach differs from
ours as they use an additional discriminator, which explicitly controls which
useful features of the images are to be preserved, whereas in our approach the
model has no information about other features of the images, except that it
knows whether a pair of images belongs to the same person or different peo-
ple. This is a significant contribution because in practice, one cannot expect to
know all potential applications of the privatized images. Therefore our approach
proves to be more robust towards real-life applications.

[27] presents a similar game-theoretic perspective on image anonymization.
However, the difference is that it focuses on adversarial image perturbations
(carefully crafted perturbations invisible to human), while our privatizer intro-
duces structural changes to the image. In [31], a head inpainting obfuscation
technique is proposed by generating a realistic head inpainting using facial land-
marks. On contrary, our goal is to hide the identity of a person without knowing
which part of the image is responsible for identity. Thanks to this, our frame-
work is more universal and has a much wider field of application, not only to
hide face identity, but also hide identity in cases where there is no prior knowl-
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edge of which part of the image should be obfuscated. [23,24] are relevant to
our work and deal with a problem similar to ours. However, the formulation of
the problem is different from ours. [23,24] transform an input face image in a
way such that the transformed image can be successfully used for face recogni-
tion (so the identity is preserved) but not for gender classification. Our goal is
the opposite, we want to hide identity while maintaining as much other features
as possible, without explicitly modeling the non-malicious classification tasks.
Another difference is that our model requires only identity labels. The architec-
ture of the models presented in [23] and our work are similar, however we use
Siamese discriminator what makes our approach advantageous when applied to
large datasets with thousands or even millions of people, since this architecture
reduces the output of the discriminator to a binary output rather than create
a long list of individual class predictions.

3 Method

The goal of our approach is to develop a privatizer that converts an input image
into its privatized version in such a way that: (1) the privacy of the subject is
preserved by making sure that the identifying features are hidden, (2) the utility
of the original image is maintained by preserving the non-identifying features
that are vital for other machine learning tasks, and (3) the privacy-utility trade-
off can be adjusted.

3.1 Proposed Approach

To enforce the above conditions, we will use a custom neural network architec-
ture, dubbed Siamese Generative Adversarial Privatizer, that consists of two
tightly coupled models: a generator G(6,) and a discriminator D(64). This cou-
pling is inspired by Generative Adversarial Networks (GANs) [13]. Two neural
networks compete with each other: the discriminator tries to predict the identity
of the person in the image, while the generator tries to generate such an image
which fools the discriminator and thus hides the identity of the person.

We use a Siamese architecture [4] for the discriminator. This allows us to
extract discriminative and identifying features from images. More importantly,
this architecture reduces the output of the discriminator to a single value (from
0 to 1) rather than create a long list of individual class predictions, an approach
which would be prohibitive when applied to large datasets with thousands or
even millions of people. In this case, we use pairs of images (instead of single
images) to train the neural network, and the goal of the Siamese discriminator
is to classify whether the two images belong to the same person or to different
people.

Furthermore, the above problem is subjected to a distortion constraint, which
ensures that the privatized images are not too different from the original images.

We did not use Lo since it is sensitive to small changes (e.g. shift, rota-
tion, etc.) which do not significantly affect the content of the image. Instead
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Fig. 2. Overview of our Siamese Generative Adversarial Privatizer model. The genera-
tor acts as a privacy filter, which hides the identity of the person in the original images.
The Siamese discriminator recognizes whether the person in the privatized image is the
same person as in the reference image.

we chose SSIM (structural similarity index) [35] which is sensitive to the struc-
tural changes of images, not pixel-by-pixel differences like Lo [36]. We enforce
a constraint on SSIM which allows us to control the level of distortion added
to protect identity, and thus ensure that the quality of privatized images is not
substantially degraded. The architecture overview can be seen in Fig. 2.

conv conv conv fc fc
4x3x3 8x3x3 8x3x3 500 500
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Fig. 3. Discriminator’s architecture. We use a Siamese neural network to verify the
identities of people in the images. The discriminator classifies whether a pair of images
belongs to the same person or to different people. We get the output from the range
between 0 and 1 applying distance-based loss function to the output of the last fully
connected layer of the Siamese discriminator.

3.2 Architecture

Our discriminator is a Siamese convolutional neural network, which consists of
two identical branches with shared weights, as shown in Fig.3. Each branch
consists of 3 blocks of the following form: (1) Convolutional layer (mask 3 x 3,
stride =1, padding = 0), (2) Leaky rectified linear unit (o = 0.1), (3) Batch nor-
malization, (4) Dropout (p = 0.2). The blocks are followed by 2 dense layers
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Fig. 4. Generator’s architecture. We use Variational Autoencoder-like architecture to
generate a privatized image in a context-aware manner based on the original image.
At the bottleneck of the generator we get a compressed representation of the image
without identity features, and thanks to the bypasses between the layers we preserve
other useful features of the original image.

(500 neurons, leaky rectified linear unit, o = 0.1) and an output layer (15 neu-
rons). A discriminator network converts two input images to two output repre-
sentations (embeddings) D(X 1, X3) — (01, 02).

The generator network, as presented in Fig.4, consists of two parts: the
encoding part and the decoding part. The encoder follows the typical architecture
of a convolutional neural network. It consists of 5 blocks of the following form:
(1) Convolutional layer (mask 4 x 4, stride =2, padding =1), (2) Leaky rectified
linear unit (o = 0.1), (3) Batch normalization. At each downsampling step we
double the number of feature channels.

The decoder consists of 5 blocks of the following form: (1) Transpose convo-
lutional layer (mask 4 x 4, stride =2, padding=1), (2) Leaky rectified linear unit
(o = 0.1), (3) Batch normalization, (4) Dropout (p = 0.5). At each upsampling
step we halve the number of feature channels. Also we concatenate the feature
maps of the decoder part with the corresponding feature map from the encoder
part (these are bypasses). Last deconvolutional layer is followed by a hyperbolic
tangent activation function.

A noise matrix Z is added to the bottleneck part of the generator, i.e. to the
latent space variable representing input image in a low-dimensional space. We
use a noise matrix instead of a vector, as we do not use a standard fully-connected
layers in our generator and retain convolutional layers instead. The output of
generator network is a privatized version of original image: G(Z,I) — I

3.3 Training

When iterating over training dataset we get tuples: (I;, I ;, l;), where I; and I ; is
a pair of images and [; is a binary label where I; = 0 if the images have the same
identity and [; = 1 for different identities. There are two types of pairs in the
training set. Firstly, when the generator is turned off, I;, I ; are images from the
original training set. Secondly, when the generator is turned on, I, = G(Z;, I,)
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is the privatized version of the image I; from the original training set. I ; is
the reference image, also from the original training set. In both cases mentioned
above we use stratified random sampling in order to balance two classes: [ = 0
and [ = 1. )

The discriminator D takes a pair of images I,I and outputs a probability
that both images come from the same person, i.e. [ = 0, based on a distance-
based metric:

1+e™™

sim. ,/
T ety = PR T)

D(I,T)—
where m is a predefined margin and d(o, 0') is an Euclidean distance between
embeddings o and o in the last fully connected layer of the discriminator. Given
this formulation of the discriminator we use a cross entropy loss for training:

L(,DI,T))=—(1—1)logD(I,I') - llog (1 - D(I, I’))

We train our model similarly to GAN. When the generator training is frozen,
our goal is to train the discriminator to recognize whether a pair of images
belongs to the same person or to different people. When the generator is trained,
there is a minmax game between the generator and the discriminator in which
the generator is trying to fool the discriminator and generate an image that hides
the identity of the subject. The training equation for our privatization task is:

2

1

P £(0,D(I;,G(Z;, I))))

N-1
. 1 ’
min max z; L(l;, D(I;,1;)) +
i

Il
=]

Furthermore, the above minimax optimization problem is subject to the follow-
ing critical constraint: 1 Zfigl d(I;,G(Z;, I;)) < 6, where d(z,y) is a distortion
metric and 0 is a distortion threshold. The distortion constraint is used to limit
all the other image changes except for hiding identity and therefore the utility
of the images is preserved. We use Structural Similarity Index as the distor-
tion metric. The above constraint can be incorporated into the main minimax
objective function as follows:

N-1 N-1 N-1
minmax Y L(l, DL, I)+ Y £(0, DI, G(Zi, I)+A Y d(I,G(Zi, 1)
=0 =0 =0

(1)
Our Siamese Generative Adversarial Privatizer network is trained for 100
epochs using ADAM optimizer with 8; = 0.9 and B = 0.999.

4 Results

In this section, we present the results of evaluation of our method. We first
present the datasets and evaluation metrics. Then we show qualitative and quan-
titative results of our evaluation that confirm usefulness of our approach in the
context of data privatization.
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4.1 Datasets

Fingerprints. To validate how well our method performs in terms of identity
privatization, we evaluate it on a dataset of fingerprints. Although the main
purpose of fingerprint datasets is to identify people and therefore their privati-
zation may not be needed in their real-life use cases, we treat this dataset as our
toy example and evaluate how well we can hide the privacy of the fingerprint
owner. Since there exists a trade-off between the privatization and the utility of
the resulting data, we refer to a proxy task of finger type classification to vali-
date how useful our privatization method is. In other words, we try to classify
the type of the finger (e.g. middle finger, index finger, ring finger) while gradu-
ally increasing the privacy of the dataset. Section 4.4 presents the results of this
experiment.

We use NIST 8-Bit Gray Scale Images of Fingerprint Image Groups [26].
This database contains 4000 8-bit grayscale fingerprint images paired in couples.
Each image is 512-by-512 pixels with 32 rows of white space at the bottom. We
use only one image of each pair in our experiments. The dataset contains images
for 2000 individuals. For each person there are two different fingerprint shots of
the same finger (denoted as: f, s). Our method requires pairs of images as input.
In each epoch the dataset is iterated over 4000 pairs of images.

For the first half of the pairs when index of a pair is ¢ < 2000 we return a
label [ = 0 and a pair of images (f, s) belonging to the person with ID = i.

For the second half of the pairs when index 7 >= 2000 we return a label [ =1
and two images. First image is image f of person with ID = i — 2000. Second
image is an image (f or s) of a different person (selected at random).

This way we have a 50%/50% split over similar/dissimilar pairs and the
dataset loader is quasi-deterministic (for a given index i the first image is guar-
anteed to be constant).

Animated Faces. The second dataset that we use is FERG dataset [2]. FERG
is a dataset of cartoon characters with annotated facial expressions. It contains
55769 annotated face images of six characters. The images for each identity
are grouped into 7 types of facial expressions, such as: anger, disgust, fear, joy,
neutral, sadness and surprise.

In each epoch the dataset is iterated over 10000 pairs of images. For the first
half of the pairs we use different randomly selected images of the same person.
In this case [ = 0. For the second half of the pairs we use randomly selected
images of different people. In this case [ = 1. This way we have a 50%/50% split
over similar/dissimilar pairs and the dataset loader is quasi-deterministic.

4.2 Evaluation Metrics

To evaluate the performance of our SGAP model and show that it learns privacy
schemes that are capable of hiding biometric information even from computa-
tionally unbounded adversaries, we propose computing the mutual information
between: (a) X = (X3, X2) where X, is a privatized image and X5 is an original
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image, and (b) Y where Y = 0 when X; and X> belong to the same person and
Y = 1 when they belong to different people. X; is privatized using the scheme
that is learned in a data-driven fashion using SGAP. By Fano’s inequality, if
I(X;Y) is low then Y cannot be learned from X reliably (even under computa-
tionally infinite adversaries) [6]. In other words, if I(X;Y) is sufficiently small,
there’s no way we can reliably learn whether or not a privatized image belongs
to the same person in another non-privatized image. This ensures that privacy
is guaranteed in a strong sense.

In practice, we do not have access to the joint distribution P(X,Y’). We
instead have access to a dataset of i.i.d observations D = {(X;,Y;}",}. Here,
the X;’s are computed after the SGAP training phase is over by applying the
learned privacy scheme on a separate test set. We are thus interested in empir-
ically estimating I(X;Y) from D. We will call this estimate “empirical mutual
information” and denote it by I(X;Y). To compute I(X;Y), we can use the
following formula:

I(X;Y) = HX) - HX|Y)

where H(X) and H(X|Y) are the empirical entropies of X and X given Y. To
compute these empirical entropies, we use the Kozachenko-Leonenko entropy
estimator [11] which we briefly explain next. Letting R; = min; j; ||X; — X[,
for j=1,...,n, we get

H(X)= % Z log ((n — 1)R{) + constant
i=1

d

n n
1
:—E log R; —E 1 -1 tant
02 og +ni:1 og(n — 1) + constan

where d is the dimension of X, i.e. X; € R%. Assuming we have a two-class prob-

lem (Y = 0 for same identities, Y = 1 for different identities), the conditional
entropy is given by

H(X|Y)=H(X|Y =0)P(Y =0)+ H(X|Y =1)P(Y =1)

Notice that P(Y = 0) = 20 P(Y =1) =, where ng and n; are the counts of
samples with label Y equals 0 and 1 respectively. We divide sample X into two
partitions. Letting i1, 42, . . . , in, be the indices corresponding to Y; = 0, we have a

set Xo = {X;,, Xiy, ..., X, }. Automatically we have 'y, 5, ..., 4, , the indices
of samples associated with Y; = 1. Thus, we get X1 = {X;, Xy,..., Xp }.

ny

Therefore we calculate the nearest neighbor distance for each sample within the
particular set as follows:

X 5, — Xl

e = l#k,lnzlilr,lw,no o = Xall Ry = z;ék,lrgil?u,m 1, l
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. 1 &
H(X|Y =0) = - Zlog ((no — I)Rfk) + constant

k=1

. 1 &
HX|Y =1)= — Zlog ((ny — 1)Rf;€) + constant

L =1

Then the empirical mutual information can be expressed as

(X, Y) = H(X) - (ﬁ()qy —0)P(Y = 0) + H(X|Y = 1)P(Y = 1))

= % ilog ((n — 1)Rf)+
i=1

(G St o) - )2
el k=1

To estimate values of R;, and Riﬁc we use Lo norm between image pixels
projected to a 3-dimensional space via t-SNE [22]. We reduce the dimensionality
to increase the efficiency of computation, but our metric remains agnostic to
image distance calculation and other methods can also be used here.

The second approach to quantify privacy is by measuring an identity mis-
classification rate. We measure what percentage of privatized images effectively
fool our Siamese discriminator.

To quantify utility of privatized dataset we measure accuracy of the proxy
classification task (finger type classification for fingerprint dataset and facial
expression classification for faces dataset). More precisely, we evaluate how good
in terms of accuracy a separate independent method can be trained for using a
privatized dataset. We use fine-tuned ResNet architecture, pre-trained on Ima-
geNet without freezing. In addition we split the dataset into training and vali-
dation. The accuracy is measured using k-fold validation (k = 4).

4.3 Qualitative Results

In this section, we present the qualitative results of our evaluation, demonstrating
the ability of our network to increase the privacy of input data.

Figures 5 and 6 show sample results obtained as an output of our privatiza-
tion. In Fig. 6 we see that the identities of people have been hidden, while other
useful features, in this case facial expressions, have been preserved. Figures 7, 8
and 9 illustrate the trade-off between utility and privacy while tuning A distor-
tion metric constraint. We see that by tuning the A parameter we can adjust
the level of privacy and utility, finally finding the optimal value for both privacy
and utility.
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Fig. 5. A toy example of how our privatization method can hide identities of the finger-
print owners. Original fingerprints in the upper row. Fingerprints with added artifacts
that fool identity discriminator in the middle row. Structural Similarity difference [35]
of the original and privatized images is presented in the bottom row. Our Siamese
Generative Adversarial Privatizer learns to locate discriminant image features, such
as fingerprint minutiae, and substitutes them with anonymizing artifacts. Although in
practice fingerprints are used for person identification, we validate if privatized images
can be useful (i.e. if they can retain utility) for a proxy task of finger type classifica-
tion. Since our method does not add noise arbitrarily across the image, but only focuses
on hiding sensitive personal information, the resulting dataset can be published and
used by machine learning for other tasks, e.g. finger type classification or skin disease
detection.

Fig. 6. Original cartoon faces in the upper row. Privatized versions of cartoon faces
in the bottom row. Our Siamese Generative Adversarial Privatizer learns to hide the
identity of the people, while other important image features, such as facial expression
remain intact.

4.4 Quantitative Results

To obtain quantitative results we train our SGAP model with different values of
maximal distortion constraint A (see Eq.1) in order to adjust the privacy level
of the dataset. The goal of our generator is to add such noise to the latent space
that privatized image fools the discriminator, which the discriminator in turn
has to verify if the pair of images comes from the same person. After SGAP is
trained, the generator part can be used to privatize datasets.
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Fig. 7. Too much privacy, utility is not preserved. Original cartoon faces in the upper
row. Privatized versions of cartoon faces in the bottom row. Our model has been tuned
too much towards ensuring privacy, so that the utility of the images has not been
preserved, facial expressions are hard to recognize.

Fig. 8. Not enough privacy, utility is preserved. Original cartoon faces in the upper
row. Privatized versions of cartoon faces in the bottom row. Our model has been tuned
too much towards preserving utility, so that the identities of the people in the images
are not hidden, only minor changes have been added to the images.

Fig. 9. Images in the first column are the original ones, next there are privatized images
generated for different values of distortion constraint A € {10, 8,6,4,2,1,0.7}. Original
images of different identities collapse into an anonymous identity with the expression
preserved from the original image.

To measure the utility of the privatized fingerprints dataset, we refer to a
proxy task of finger type classification. Although in fingerprints are typically
used to identify the identity of an individual, in our case we use the proposed
privatization method to hide the identity and anonymize the dataset. The objec-
tive of this experiment is to evaluate how increasing data privacy effects the util-
ity of the resulting dataset when used as training data for a machine learning
algorithm. Hence, we use a proxy machine learning task, finger type classifi-
cation. To measure the utility of the privatized cartoon faces dataset, we use
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Fig. 10. Left: Graph of identity misclassification rate and the accuracy of a classifier
trained with cartoon faces dataset privatized with different maximal constraint dis-
tortion thresholds. In green the region where the utility of dataset is preserved while
the likelihood of classifying the privatized version of the image as belonging to a given
person is reduced. This result proves that by using our privatization method we are
able to significantly increase the privacy of the biometric dataset, while not reducing its
utility for a task of facial expression classification. Right: Graph of mutual information
estimation and the accuracy of a classifier trained with fingerprint dataset privatized
with different maximal constraint distortion thresholds. In green the region where the
utility of dataset is preserved while the likelihood of classifying the privatized version
of the image as belonging to a given person is reduced. This result proves that by using
our privatization method we are able to significantly increase the privacy of the biomet-
ric dataset, while not reducing its utility for a proxy task of finger type classification.
(Color figure online)

facial expression classification as machine learning task. As a classifier, trained
on privatized datasets, we use fine-tuned ResNet architecture, pre-trained on
ImageNet without freezing. For each dataset generated using different maximal
distortion constraint, we calculate classification accuracy and quantify the pri-
vacy by estimation of mutual information (fingerprint dataset) or using identity
misclassification rate (faces dataset).

Figure 10 shows the results. In both cases we see a significant drop in privacy
metric, while for the same range of parameters, the accuracy of the classifier
remains stable, indicating that the utility of the dataset is not decreased.

5 Conclusions

We presented the Siamese Generative Adversarial Privatizer (SGAP) model for
privacy-preserving of biometric data. We proposed a novel architecture combin-
ing Siamese neural network, autoencoder, and Generative Adversarial Network
to create a context-aware privatizer. Experimental results on two public datasets
demonstrate that our approach strikes a balance between privacy preservation
and dataset utility.
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Deep neural networks (DNNs) show promise in image-based medical diagnosis, but cannot be fully
trusted since they can fail for reasons unrelated to underlying pathology. Humans are less likely to
make such superficial mistakes, since they use features that are grounded on medical science. It is
therefore important to know whether DNNs use different features than humans. Towards this end, we
propose a framework for comparing human and machine perception in medical diagnosis. We frame
the comparison in terms of perturbation robustness, and mitigate Simpson'’s paradox by performing
a subgroup analysis. The framework is demonstrated with a case study in breast cancer screening,
where we separately analyze microcalcifications and soft tissue lesions. While it is inconclusive
whether humans and DNNs use different features to detect microcalcifications, we find that for soft
tissue lesions, DNNs rely on high frequency components ignored by radiologists. Moreover, these
features are located outside of the region of the images found most suspicious by radiologists.

This difference between humans and machines was only visible through subgroup analysis, which
highlights the importance of incorporating medical domain knowledge into the comparison.

Following their success in the natural image domain'~’, deep neural networks (DNNs) have achieved human-level
performance in various image-based medical diagnosis tasks®". DNNs have a number of additional benefits:
they can diagnose quickly, do not suffer from fatigue, and can be deployed anywhere in the world. However,
they currently possess a weakness which severely limits their clinical applicability. They cannot be fully trusted,
given their tendency to fail for reasons unrelated to underlying pathology. For example, a dermatologist-level
skin cancer classifier, approved for use as a medical device in Europe, learned to associate surgical skin mark-
ings with malignant melanoma?'. As a result, the classifier’s false positive rate increased by 40% in an external
validation. Also, a pneumonia classifier was found to exploit differences in disease prevalence between sites, and
was not making predictions solely based on underlying pathology®.

In contrast, humans are more likely to fail because of the difficulty of the task, rather than for a superficial
reason. This is partly because humans use features rigorously developed in their respective medical fields. Instead
of being merely correlated with the presence of disease, there is a physiological reason such features are predictive.
Therefore, in order to establish trust in machine-based diagnosis, it is important to know whether machines use
different features than humans. Drawing inspiration from the natural image domain, we perform this comparison
with respect to perturbation robustness®*-2%. By removing certain information from the input and analyzing the
resulting change in prediction, we can infer the degree to which that information was utilized. We extend this
line of work, taking into account a critically important consideration for medical diagnosis.

We argue that subgroup analysis is necessary in order to draw correct conclusions regarding medical
diagnosis. In terms of predictive performance, different types of predictive errors can vary greatly in clinical
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significance®. All errors are treated equally when using empirical risk minimization, which can lead to a large
disparity in predictive performance across subgroups. Robust optimization addresses this issue by considering
the performance of various subgroups, and optimizing the worst-case subgroup performance®*’!. Addition-
ally, a failure to incorporate subgroups can lead to incorrect conclusions about perception due to Simpson’s
paradox®?. The paradox is that subgroup-specific relationships can disappear or even reverse when the subgroups
are aggregated. We therefore propose a framework which uses subgroup-specific perturbation robustness to
compare human and machine perception in medical diagnosis. We demonstrate our framework with a case
study in breast cancer screening, and show that failure to account for subgroups would indeed result in incor-
rect conclusions. It is important to note that while we analyze perturbation robustness, our purpose here is not
to improve the robustness of machine-based diagnosis. Instead, we use perturbation robustness as a means of
comparing human and machine perception.

In this framework, we identify subgroups that are diagnosed by humans in a significantly different manner,
and specify an input perturbation that removes clearly-characterizable information from each of these subgroups.
See Fig. 1 for an illustration of this applied to breast cancer screening. Predictions are collected from humans
and machines on medical images perturbed with varying severity. We then apply probabilistic modeling to these
predictions to capture the isolated effect of the perturbation, while factoring out individual idiosyncrasies. The
resulting model is used to compare the perturbation robustness of humans and machines in terms of two criteria
that are important for diagnosis: predictive confidence and class separability. Predictive confidence measures
the strength of predictions, and is independent of correctness. Class separability represents correctness, and is
quantified as the distance between the distributions of predictions for positive and negative cases. If humans
and machines exhibit a different sensitivity to this perturbation, it implies that they are using different features.
Next, we investigated the degree to which humans and machines agree on the most suspicious regions of an
image. Radiologists annotated up to three regions of interest (ROIs) that they found most suspicious, and we
analyzed the robustness of DNNs when low-pass filtering is applied to the interiors and exteriors of the ROIs,
and to the entire image. See Fig. 2 for a visualization of this procedure for comparing humans and machines in
the setting of breast cancer screening.

In our case study, we examined the sensitivity of radiologists and DNNs to Gaussian low-pass filtering,
drawing separate conclusions for microcalcifications and soft tissue lesions. Low-pass filtering removes clearly-
characterizable information in the form of high frequency components. In order to draw precise conclusions, it
is more important for the removed information to be clearly-characterizable than clinically realistic. For example,
a change in medical institutions is clinically realistic, but it is unclear what information is being removed. For
microcalcifications, we found that radiologists and DNNs are both sensitive to low-pass filtering. Therefore,
we could not conclude that humans and DNNs use different features to detect microcalcifications. Meanwhile,
for soft tissue lesions, we found that humans are invariant to low-pass filtering, while DNNs are sensitive. This
divergence suggests that humans and DNNs use different features to detect soft tissue lesions. Furthermore, using
the ROIs annotated by radiologists, we found that a significant proportion of the high frequency components
in soft tissue lesions used exclusively by DNNs lie outside of the regions found most suspicious by radiologists.
Crucially, we show that without subgroup analysis, we would fail to observe this difference in behavior on soft
tissue lesions, thus artificially inflating the similarity of radiologists and DNNs.

Results

Experimental setup. We experimented with the NYU Breast Cancer Screening Dataset® developed by our
research team and used in a number of prior studies'?***%*, and applied the same training, validation, and
test set data split as previously reported. This dataset consists of 229,426 screening mammography exams from
141,473 patients. Each exam contains at least four images, with one or more images for each of the four standard
views of screening mammography: left craniocaudal (L-CC), left mediolateral oblique (L-MLO), right craniocau-
dal (R-CC), and right mediolateral oblique (R-MLO). Each exam is paired with labels indicating whether there is
a malignant or benign finding in each breast. See Supplementary Information Fig. 1 for an example of a screening
mammogram. We used a subset of the test set for our reader study, which is also the same subset used in the
reader study of'2. For our DNN experiments, we used two architectures in order to draw general conclusions: the
deep multi-view classifier (DMV)'?, and the globally-aware multiple instance classifier (GMIC)'*'*. We primar-
ily report results for GMIC, since it is the more recent and better-performing model. The corresponding results
for DMV, which support the generality of our findings, are provided in the Supplementary Information section.

Perturbation reader study. In order to compare the perception of radiologists and DNNs, we applied
Gaussian low-pass filtering to mammograms, and analyzed the resulting effect on their predictions. We selected
nine filter severities ranging from unperturbed to severe, where severity was represented as a wavelength in
units of millimeters on the physical breast. Details regarding the calculation of the filter severity are provided in
the Methods section. Figure 1 demonstrates how low-pass filtering affects the appearance of malignant breast
lesions.

We conducted a reader study in order to collect predictions for low-pass filtered images from radiologists.
This reader study was designed to be identical to that of'2, except that the mammograms were randomly low-pass
filtered in our case. We assigned the same set of 720 exams to ten radiologists with varying levels of experience.
The images were presented to the radiologists in a conventional format, and an example is shown in Supple-
mentary Information Fig. 1. Each radiologist read each exam once, and for each exam, we uniformly sampled
one severity level out of our set of nine, and applied it to all images in the exam. The radiologists made binary
predictions indicating the presence of a malignant lesion in each breast. We describe the details of the reader
study in the Methods section.
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Figure 1. Identification of subgroups and an input perturbation. In our breast cancer screening case study, we
separately analyzed two subgroups: microcalcifications and soft tissue lesions, using Gaussian low-pass filtering
as the input perturbation. (a) Gaussian low-pass filtering is composed of three operations. The unperturbed
image is transformed to the frequency domain via the two-dimensional discrete Fourier transform (DFT).

A Gaussian filter is applied, attenuating high frequencies. The image is then transformed back to the spatial
domain with the inverse DFT. (b-e) Gaussian low-pass filtering applied to various types of malignant breast
lesions. Subfigures (i-iii) show the effects of low-pass filtering of increasing severity. (b) Microcalcifications are
tiny calcium deposits in breast tissue that appear as white specks. Radiologists must often zoom in significantly
in order to see these features clearly. Since these microcalcifications have a strong high frequency component,
their visibility is severely degraded by low-pass filtering. (c) Architectural distortions indicate a tethering or
indentation in the breast parenchyma. One of their identifying features are radiating thin straight lines, which
become difficult to see after filtering. (d) Asymmetries are unilateral fibroglandular densities that do not meet
the criteria for a mass. Low-pass filtering blurs their borders, making them blend into the background. (e)
Masses are areas of dense breast tissue. Like asymmetries, masses generally become less visible after low-

pass filtering, since their borders become less distinct. In our subgroup analysis, we aggregated architectural
distortions, asymmetries, and masses into a single subgroup called “soft tissue lesions.” This grouping was
designed to distinguish between localized and nonlocalized lesions. Soft tissue lesions on the whole are far less
localized than microcalcifications, and they require radiologists to consider larger regions of the image during
the process of diagnosis. Figure created with drawio v13.9.0 https://github.com/jgraph/drawio.

We then trained five DNNs from random weight initializations, and made predictions on the same set of
720 exams. We repeated this nine times, where the set of exams was low-pass filtered with each of the nine filter
severities. We note that for each DNN, we made a prediction for every pair of exam and filter severity. In contrast,
for each radiologist, we only had predictions for a subset of the possible combinations of exam and filter severity.
This means that if we arrange the predictions in a matrix where each row represents a filter severity and each
column an exam, the matrix of predictions is sparse for each radiologist, and dense for each DNN. This fact is
visualized in Fig. 2b, c. The sparsity of the radiologist predictions is by design; we were careful to ensure that each
radiologist only read each exam once, since if they were to have seen the same exam perturbed with multiple
filter severities, their predictions would have been unlikely to be independent. However, the sparsity prevents
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Figure 2. Our framework applied to breast cancer screening. (a-f) Comparing radiologists and DNNs with
respect to their perturbation robustness. (a) We applied low-pass filtering to a set of mammograms using a wide
range of filter severities. (b) We conducted a reader study in which each reader was provided with the same

set of mammograms. Each reader saw each exam once, and each exam was filtered with a random severity.
Thus, each radiologist’s predictions populate a sparse matrix. (c) Predictions were collected from DNNs on the
same set of exams. Unlike radiologists, DNNs made a prediction for all pairs of filter severities and cases, so
their predictions form a dense matrix. (d) Probabilistic modeling was applied to the predictions, where a latent
variable y measures the effect of low-pass filtering, and a separate variable 1 factors out individual idiosyncrasies.
(e) We examined the posterior expectation of y to evaluate the effect of low-pass filtering on predictive
confidence. (f) We sampled from the posterior predictive distribution and computed the distance between

the distributions of predictions for malignant and nonmalignant cases. This represents the effect that low-pass
filtering has on class separability. (g-j) Comparison of radiologists and DNNs with respect to the regions of

an image they find most suspicious. (g) Radiologists annotated up to three regions of interest (ROIs) that they
found most suspicious. We then applied low-pass filtering to: (h) the ROI interior, (i) the ROI exterior, and (j)
the entire image. We analyzed the robustness of DNNs to these three filtering schemes in order to understand
the degree to which the DNNs utilize information in the interiors and exteriors of the ROIs. Figure created with
drawio v13.9.0 https://github.com/jgraph/drawio.

us from comparing radiologists and DNNs using evaluation metrics that use predictions for the complete set of
exams. We therefore utilized probabilistic modeling to use the available radiologist predictions to infer values
for the missing predictions.

A probabilistic model of predictions. We applied probabilistic modeling to achieve two purposes. The
first is to study the effect of low-pass filtering on specific subgroups of lesions in isolation, after factoring out vari-
ous confounding effects such as the idiosyncracies of individual radiologists and DNNs. The second is to infer
the radiologists’ predictions for each pair of exam and filter severity, since some pairs were missing by design. We
modeled the radiologists’ and DNNs’ predictions as i.i.d. Bernoulli random variables. Let us denote radiologist
(DNN) r’s prediction on case  filtered with severity s as Jr. We parameterized our model as
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Figure 3. Probabilistic model. Our modeling assumption is that each prediction of radiologists and DNNs is
influenced by four latent variables. Pris is radiologist (DNN) r’s prediction on case # filtered with severity s. As
for the latent variables, b, represents the bias for subgroup g, ;1" is the bias for case n, ys g is the effect that low-
pass filtering with severity s has on lesions in subgroup g, and v, ¢ is the idiosyncrasy of radiologist (DNN) r on
lesions in subgrou}) & Our analysis relies on the posterior distribution of y;¢, as well as the posterior predictive
distribution of yﬁ’} . The other latent variables factor out potential confounding effects. Figure created with

drawio v13.9.0 https://github.com/jgraph/drawio.

)75’? ~ Bernoulli (o (bg + u® 4 Vsg + Vrg))s (1

where o is the logistic function. There are four latent variables with the following interpretation: b, represents the
bias of exams in subgroup g, 1 is the bias of exam 7, Vs is the effect that low-pass filtering with severity s has
on exams in subgroup g, and v, is the idiosyncrasy of radiologist (DNN) r on exams in subgroup g. See Fig. 3
for a graphical representation of our model. We considered several parameterizations of varying complexity,
and selected the one with the maximum marginal likelihood. See the Methods section for details regarding our
probabilistic model.

Comparing humans and machines with respect to their perturbation robustness. Using the
probabilistic model, we compared how low-pass filtering affects the predictions of radiologists and DNN, sepa-
rately analyzing microcalcifications and soft tissue lesions. We performed each comparison with respect to two
metrics: predictive confidence and class separability. Since the latent variable y; ; represents the effect of low-pass
filtering on each prediction, we examined its posterior distribution in order to measure the effect on predic-
tive confidence. We sampled values of ;¢ from the posterior predictive distribution in order to quantify how
low-pass filtering affects class separability. We computed the Kolmogorov-Smirnov (KS) statistic between the
sampled predictions for the positive and negative class. This represents the distance between the two distribu-
tions of predictions, or how separated the two classes are. Sampling from the posterior predictive distribution
was necessary for radiologists, since we did not have a complete set of predictions from them. Although such
sampling was not strictly necessary for DNNs given the full set of available predictions, we performed the same
posterior sampling for DNNs in order to ensure a fair comparison.

Figure 4a presents the results for microcalcifications. We only consider DNNG that are trained with unper-
turbed data in this section. The results for training DNNs on low-pass filtered data are discussed in the next
section. The left subfigure represents predictive confidence, as measured by the posterior expectation of .
Since low-pass filtering removes the visual cues of malignant lesions, we hypothesized that it should decrease
predictive confidence. In other words, we expected to see E[ys, | D] < 0. Above the left subfigure, we report
P(ys¢ > 0| D)in order to quantify how much the posterior distributions P(ys | D) align with this hypothesis.
Small values indicate a significant negative effect on predictive confidence. We note that these values are not
intended to be interpreted as the p-values of a statistical test. Instead, they quantify the degree to which each
Ys,g 1 negative. We observe that for microcalcifications, low-pass filtering decreases the predictive confidence of
both radiologists and DNNs. There is, however, a nuanced difference in that for the range of most severe filters,
the effect is constant for radiologists, while DNNs continue to become less confident.

The right subfigure of Fig. 4a depicts the effect of low-pass filtering on class separability. This is quantified by
the KS statistic between the predictions for the positive and negative class, where the positive class is restricted to
malignant microcalcifications. Similar to our hypothesis that low-pass filtering decreases predictive confidence,
we hypothesized that it should also reduce class separability. That is, we expected the KS statistics for severity
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Figure 4. Comparing human and machines with respect to their perturbation robustness. The left subfigures
represent the effect on predictive confidence, measured as the posterior expectation of s, for severity s and
subgroup g. The values at the top of each subfigure represent the probability that the predictive confidence for
each severity is greater than zero. Smaller values for a given severity indicate a more significant downward effect
on predictive confidence. The right subfigures correspond to the effect on class separability, quantified by the
two-sample Kolmogorov-Smirnov (KS) statistic between the predictions for the positive and negative classes.
The values at the top of each subfigure are the p-values of a one-tailed KS test between the KS statistics for a
given severity and severity zero. Smaller values indicate a more significant downward effect on class separability
for that severity. (a) For microcalcifications, low-pass filtering degrades predictive confidence and class
separability for both radiologists and DNNs. When DNNG are trained with filtered data, the effects on predictive
confidence and class separability are reduced, but not significantly. (b) For soft tissue lesions, filtering degrades
predictive confidence and class separability for DNNG, but has no effect on radiologists. When DNN' are trained
with filtered data, the effect on predictive confidence is reduced, and DNN-derived class separability becomes
invariant to filtering. Figure created with drawio v13.9.0 https://github.com/jgraph/drawio.

s > 0 to be smaller than those for s = 0. This is because removing the visual cues for malignant lesions should
make it more difficult to distinguish between malignant and nonmalignant cases. We tested this hypothesis using
the one-tailed KS test between the KS statistics for s = 0and s > 0. The p-values for this test are reported above
the right subfigures, where small values mean that filtering significantly decreases class separability. We found
that low-pass filtering decreases class separability for both radiologists and DNNs, but in different ways. The
radiologists’ class separability steadily declines for the range of less severe filters, while it is constant for DNNs.
Meanwhile, similar to what we observed for predictive confidence, the radiologists’ class separability is constant
for the range of most severe filters, while it continues to decline for DNNs. While there are some nuanced differ-
ences, speaking generally, the radiologists and DNNs are both sensitive to low-pass filtering on microcalcifica-
tions. Therefore, we cannot conclude that humans and DNNs use different features to detect microcalcifications.

Next, we compared how low-pass filtering affects the predictions of radiologists and DNNs on soft tissue
lesions (Fig. 4b). The results show that low-pass filtering degrades the predictive confidence and class separability
of DNN, while having almost no effect on radiologists. Since DNNs are sensitive to a perturbation that radiolo-
gists are invariant to, we conclude that humans and DNNs use different features to detect soft tissue lesions. This
is a significant difference between human and machine perception, and may be attributable to certain inductive
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Figure 5. Comparing humans and machines with respect to the regions of an image deemed most suspicious.
The performance of DNNG trained on unfiltered images was evaluated on images with selective perturbations

in regions of interest (ROIs) identified as suspicious by human radiologists. (a) For microcalcifications, filtering
the ROl interior decreases predictive confidence, but not as much as filtering the entire image. Filtering the ROI
exterior decreases predictive confidence as well, meaning that DNNGs utilize high frequency components in both
the interior and the exterior of the ROIs, whereas humans focus more selectively on those ROIs. (b) For soft
tissue lesions, filtering the ROI interior has very little effect on class separability. Meanwhile, filtering the ROI
exterior has a similar effect to filtering the entire image. This implies that the high frequency components used
by DNNs in these lesion subgroups are not localized in the areas that radiologists consider suspicious. Figure
created with drawio v13.9.0 https://github.com/jgraph/drawio.

biases possessed by DNNG, such as their tendency to look at texture over shape®. Such differences must be better
understood and reconciled in order to establish trust in machine-based diagnosis.

Training DNNs with low-pass filtered data.  We observed that low-pass filtering decreases the predic-
tive confidence and class separability of DNNs for all lesion subgroups. However, since the DNNs only encoun-
tered low-pass filtering during testing, it is possible that this effect is solely due to the dataset shift between train-
ing and testing. We therefore repeated the previous experiments for DNNs, where the same filtering was applied
during both training and testing. We then examined whether the effects of low-pass filtering on the DNNs’
perception could be attributed to information loss rather than solely to dataset shift.

For microcalcifications (Fig. 4a), training on filtered data slightly reduced the effect of low-pass filtering on
predictive confidence and class separability, but the effect was still present, particularly for the most severe filters.
This is evident from comparing the p-values for the two types of DNNs. The DNNs trained on unperturbed data
generally have smaller p-values, except for the two most severe filters. This implies that the effect of filtering on
microcalcifications can be attributed to information loss, and not solely to dataset shift. In other words, high
frequency components in microcalcifications contain information that is important to the perception of DNNs.

Meanwhile, for soft tissue lesions (Fig. 4b), training on low-pass-filtered data significantly reduces the effect
on predictive confidence and class separability, even for severe filters. This suggests that the effect of low-pass
filtering on soft tissue lesions can primarily be attributed to dataset shift rather than information loss. In fact,
DNNs trained with low-pass-filtered data maintain a similar level of class separability compared to networks
trained on the unperturbed data. This confirms what we observed for radiologists, which is that high frequency
components in soft tissue lesions are largely dispensable, and that more robust features exist.

Annotation reader study.  Our analysis thus far has purely been in the frequency domain. Here, we
extend our comparison to the spatial domain by examining the degree to which radiologists and DNNs agree on
the most suspicious regions of an image. We conducted a reader study in which seven radiologists annotated up
to three regions of interest (ROIs) containing the most suspicious features of each image. 120 exams were used
in this study, which is a subset of the 720 exams in the perturbation reader study. See the Methods section for
details regarding this reader study. We then applied low-pass filtering to the interior and exterior of the ROIs, as
well as to the entire image. Examples of the annotation and the low-pass filtering schemes are shown in Fig. 2g-j.
We made predictions using DNNs trained with the unperturbed data in order to understand the relationship
between the high frequency components utilized by DNN, and the regions of mammograms that are most
suspicious to the radiologists.

Comparing humans and machines with respect to the regions of animage deemed most suspi-
cious. We began by comparing the effect of the three low-pass filtering schemes on the DNNs’ predictions for
microcalcifications (Fig. 5a). We observed that filtering the ROI interior has a similar effect to filtering the entire
image for mild filter severities. This suggests that for these frequencies, DNNs primarily rely on the same regions
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Figure 6. Simpson’s paradox leads to incorrect conclusions. If we merged microcalcifications and soft tissue
lesions into a single subgroup, we would incorrectly conclude that radiologists and DNNs exhibit similar
perturbation robustness both for predictive confidence (left) and for class separability (right). This highlights the
importance of performing subgroup analysis when comparing human and machine perception. Figure created
with drawio v13.9.0 https://github.com/jgraph/drawio.

that radiologists consider suspicious. Meanwhile, class separability for the two ROI-based filtering schemes
diverge significantly for high severities: filtering the ROI interior ceases to further decrease class separability
at some threshold filter severity, whereas exterior filtering continues to degrade class separability beyond this
threshold. The implication is that a range of high frequency components utilized by DNNs exist in the exterior
of the ROIs deemed important by radiologists.

For soft tissue lesions (Fig. 5b), filtering the ROI interior decreases class separability, but to a lesser degree
compared to filtering the entire image. This means that DNNs do utilize high frequency components in regions
that radiologists find suspicious, but only to a limited degree. Meanwhile, filtering the ROI exterior has a similar
effect on class separability as filtering the entire image. These observations suggest that the high frequency com-
ponents that DNNSs use for soft tissue lesions may be scattered across the image, rather than being localized in
the areas that radiologists consider suspicious. While it is already established that DNNs utilize global informa-
tion in screening mammograms®, this effect appears to be more pronounced for soft tissue lesions compared
to microcalcifications.

Discussion

Our framework draws inspiration from perturbation robustness studies in the adjacent domain of natural images,
where there is also an ongoing crisis regarding the trustworthiness of machine perception. One key innovation in
our work is to incorporate subgroup analysis to draw precise conclusions regarding perception. Not accounting
for subgroups can be very dangerous, as it can lead to drawing erroneous conclusions due to Simpson’s paradox.
In our case study, our conclusions would change significantly if we treated microcalcifications and soft tissue
lesions as a single subgroup. As shown in Fig. 6, we would incorrectly conclude that radiologists and DNNs have
comparable perturbation robustness in terms of both predictive confidence and class separability, thus artificially
inflating the similarity between human and machine perception.

The identification of subgroups with clinically meaningful differences is a crucially important component of
our framework, as it strongly influences the conclusions. It requires domain knowledge, and is not as simple as
enumerating all possible subgroups. The reason is that, due to the rarity of some subgroups, there is a balance
to strike between the number of specified subgroups and the amount of available data. In our case study, we
combined architectural distortions, asymmetries, and masses into the soft tissue lesion subgroup because there
are only 30 cases of malignant soft tissue lesions in our reader study dataset. By doing this, we addressed data
scarcity while accounting for the fact that soft tissue lesions as a whole are much less localized than microcalci-
fications, and thus require a significantly different diagnostic approach.

The choice of input perturbation is another important consideration. For the purpose of understanding per-
ception, it is more important for the removed information to be clearly-characterizable than for the perturbation
to be clinically realistic. For example, analyzing robustness in cross-institutional settings is clinically realistic, but
it does not allow us to draw precise conclusions regarding perception, since it is unclear what information may
have changed between institutions. Having said that, if the perturbation removes clinically relevant information
and is additionally clinically realistic, this is beneficial because it allows us to reason about robustness in a plausi-
ble scenario. Our choice of Gaussian low-pass filtering is clinically relevant, as another type of low-pass filtering
called motion blurring does occur in practice. Mammograms can be blurred by motion caused by patients or
imaging devices®, and* demonstrated that it can degrade the ability of radiologists to detect malignant lesions.
While there exist differences between Gaussian low-pass filtering and motion blurring, we expect that robustness
to the former will translate to the latter. This is because DNNs have been shown to exhibit similar robustness
characteristics to various types of blurring?’. We noticed that when comparing the class separability between
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radiologists and DNNs trained with low-pass-filtered data (Fig. 4), DNNs are more robust to low-pass filtering
for microcalcifications, while both are largely invariant for soft tissue lesions. This may be a significant advantage
of DNNGs in clinical practice.

It is nontrivial to ensure a fair comparison between humans and machines, and there is a growing body of
work contemplating this issue. In*’, the authors draw inspiration from cognitive science, and argue that we
should compare humans and machines with respect to competence, rather than performance. One sugges-
tion they make is to make humans similar to machines, or vice versa. As an example, consider the fact that the
human visual system is foveated, meaning that incoming light is sampled with spatially-varying resolution. In
contrast, machines typically perceive images at a uniform resolution. In*!, the authors encode this inductive bias
into a DNN architecture to demonstrate several advantages in generalization and robustness. The authors of*
also advocate for aligning experimental conditions between humans and machines in order to avoid drawing
conclusions which are incorrect due to flawed experimental design. With these related works in mind, we made
several considerations to ensure a fair comparison between humans and machines.

First, given the infeasibility of perfectly aligning experimental conditions, we did not directly compare radi-
ologists and DNNs with respect to any evaluation metrics. In other words, we avoided drawing conclusions such
as “radiologists are more robust than DNNs to low-pass filtering because their predictive confidence is higher”
Instead, we compared radiologists and DNNs to themselves in the unperturbed setting, and drew conclusions
by contrasting how they changed when exposed to low-pass filtering.

Second, we made sure that none of the reported differences between radiologists and DNNs was due to the
low-pass filtering being imperceptible to humans. The main difference we observe between radiologists and
DNNGs is that for soft tissue lesions, DNNs are sensitive to a range of high frequencies that humans are invariant
to. This observed difference occurs at a range of high frequencies which, according to previous work, is per-
ceptible to humans. We measure the severity of low-pass filtering as a wavelength in units of millimeters on the
physical breast. Previous work®® showed that simulated image blurring is visible to radiologists from 0.4 mm of
movement. We experimented with eight severities ranging from 0.17 to 4 mm. Of these, {0.17 mm, 0.2 mm, 0.33
mm} are below the visible threshold of 0.4 mm reported in*. Our conclusions remain in tact even if we were to
remove these mild severities from our analysis.

Third, it is unclear to what degree low-pass filtering affects radiologists by removing salient information,
versus making the images look different from what they are used to seeing. We minimized the latter effect by
choosing a Gaussian filter which does not leave visible artifacts. Since it is impractical to retrain radiologists
using low-pass filtered images, it is arguable which is a fairer comparison: DNNs trained on unperturbed images,
or DNNs trained on low-pass filtered images. We therefore included results for both, and verified that our main
conclusions do not depend on this choice.

Finally, we accounted for the fact that radiologists routinely zoom into suspicious regions of an image, and also
simultaneously look at multiple images within an exam. Similar to*!, we experimented with DNN architectures
designed to mimic these behaviors. The GMIC architecture!*!* exhibits the zooming behavior, but only processes
one image at a time. On the other hand, the DMV architecture'? does not zoom in, but processes multiple images
simultaneously. All of our conclusions hold for both architectures, which suggests that our conclusions are not
sensitive to either of these radiologists” behaviors.

In summary, we proposed a framework for comparing human and machine perception in medical diagnosis,
which we expect to be applicable to a variety of clinical tasks and imaging technologies. The framework uses per-
turbation robustness to compare human and machine perception. To avert Simpson’s paradox, we draw separate
conclusions for subgroups that differ significantly in their diagnostic approach. We demonstrated the efficacy
of this framework with a case study in breast cancer screening, and revealed significant differences between
radiologists and DNNs. For microcalcifications, radiologists and DNNs are both sensitive to low-pass filtering,
so we were unable to conclude whether they use different features. In contrast, radiologists are invariant and
DNNes are sensitive to low-pass filtering on soft tissue lesions, which suggests that they use different features for
this subgroup. From our annotation reader study, we found that these DNN-specific features in soft tissue lesions
predominantly exist outside of the regions of an image found most suspicious by radiologists. We also showed
that we would have missed this stark divergence between radiologists and DNNs in soft tissue lesions if we failed
to perform subgroup analysis. This is evidence that future studies comparing human and machine perception in
other medical domains should separately analyze subgroups with clinically meaningful differences. By utilizing
appropriate subgroup analysis driven by clinical domain knowledge, we can draw precise conclusions regarding
machine perception, and potentially accelerate the widespread adoption of DNNs in clinical practice.

Methods

All methods were carried out in accordance with relevant guidelines and regulations, and consistent with the
Declaration of Helsinki. The NYU Breast Cancer Screening Dataset®® was obtained under the NYU Langone
Health IRB protocol ID#i18-00712_CR3. Informed consent was waived by the IRB. This dataset was extracted
from the NYU Langone Health private database, and is not publicly available.

DNN training methodology.  We conducted our DNN experiments using two architectures: the Deep
Multi-View Classifer'?, and the Globally-Aware Multiple Instance Classifier’*!'*. With both architectures, we
trained an ensemble of five models. A subset of each model’s weights was initialized using weights pretrained on
the BI-RADS label optimization task*’, while the remaining weights were randomly initialized. For each archi-
tecture, we adopted the same training methodology used by the corresponding authors.
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Probability calibration.  We applied Dirichlet calibration** to the predictions of DNNs used in our proba-
bilistic modeling. This amounts to using logistic regression to fit the log predictions to the targets. We trained
the logistic regression model using the validation set, and applied it to the log predictions on the test set to
obtain the predictions used in our analysis. We used L2 regularization when fitting the logistic regression model,
and tuned the regularization hyperparameter via an internal 10-fold cross-validation where we further split the
validation set into “training” and “validation” sets. In the cross-validation, we minimized the classwise expected
calibration error*.

Gaussian low-pass filtering.  Low-pass filtering is a method for removing information from images that
allows us to interpolate between the original image and, in the most extreme case, an image where every pixel
has the value of the mean pixel value of the original image. We experimented with nine filter severities selected
to span a large range of the frequency spectrum. We implemented the Gaussian low-pass filter by first apply-
ing the shifted two-dimensional discrete Fourier transform to transform images to the frequency domain. The
images were multiplied element-wise by a mask with values in [0, 1]. The values of this mask are given by the
Gaussian function
—D*(u,v)
M(u,v) = exp ( T > 2)
where u and v are horizontal and vertical coordinates, D(u, v) is the Euclidian distance from the origin, and Dy
is the cutoff frequency. Dy represents the severity of the filter, where frequencies are reduced to 0.607 of their
original values when D(u, v) = Dy. Since the mammograms in our dataset vary in terms of spatial resolution as
well as the physical length represented by each pixel, we expressed the filter severity Dy in terms of a normalized
unit of cycles per millimeter on the breast. Let « = min(H, W) where H and W are the height and width of the
image, and let B denote the physical length in millimeters reg{esented by each pixel. Then we can convert cycles
per millimeter Dy to cycles per frame length of the image D¢ using

D™ =Dy a-p. ®)

Perturbation reader study . In order to compare humans and machines with respect to their perturba-
tion robustness, we conducted a reader study in which ten radiologists read 720 exams selected from the test
set. While all radiologists read the same set of exams, each exam was low-pass filtered with a different severity
for each radiologist. Except for the low-pass filtering, the setup of this reader study is identical to that of'?, and
it was up to the radiologists to decide what equipment and techniques to use. Each exam consists of at least
four images, with one or more images for each of the four views of mammography: L-CC, R-CC, L-MLO, and
R-MLO. All images in the exam were concatenated into a single image such that the right breast faces left and is
presented on the left, and the left breast faces right and is displayed on the right. Additionally, the craniocaudal
(CC) views are on the top row, while the mediolateral oblique (MLO) views are on the bottom row. An example
of this is shown in Supplementary Information Fig. 1. Among the 1440 breasts, 62 are malignant, 356 are benign,
and the remaining 1022 are nonbiopsied. Among the malignant breasts, there are 26 microcalcifications, 21
masses, 12 asymmetries, and 4 architectural distortions, while in the benign breasts, the corresponding counts
are: 102, 87, 36, and 6. For each exam, radiologists make a binary prediction for each breast, indicating their
diagnosis of malignancy.

Probabilistic modeling.  We modeled the radiologists’ and DNNs’ binary malignancy predictions with the
Bernoulli distribution

yﬁ)’? ~ Bernoulli (pg;) ), (4)

wheren € {1,2,...,1440} indexes the breast,r € {1,2,...,10} the reader, and s € {1,2,. .., 9} the low-pass filter
severity. Each distribution’s parameter py’ is a function of four latent variables

5? = G(bg + H(”) + Vsg + vr,g))

where ¢ € {1,...,5} indexes the subgroup of the lesion. We included the following subgroups: unambiguous
microcalcifications, unambiguous soft tissue lesions, ambiguous microcalcifications and soft tissue lesions, mam-
mographically occult, and nonbiopsied. We considered these five subgroups in order to make use of all of our
data, but only used the first two in our analysis. We assigned the generic weakly informative prior N(0, 1) to
each latent variable. We chose the Bernoulli distribution because it has a single parameter, and thus makes the
latent variables interpretable. Additionally, radiologists are accustomed to making discrete predictions in clinical
practice. The posterior distribution of the latent variables is given by

o PG Ibpy,v)
b,y v|y) ="
b ¢ r(¥)

The exact computation of the posterior is intractable, since the marginal likelihood p(y) involves a four-
dimensional integral. We therefore applied automatic differentiation variational inference (ADVI)* in order
to approximate the posterior. ADVI, and variational inference in general, optimizes over a class of tractable
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distributions in order to find the closest match to the posterior. For our choice of tractable distributions, we
used the mean-field approximation, meaning that we optimized over multivariate Gaussians with diagonal
covariance matrices.

In practice, while radiologists made binary predictions, DNNs made continuous predictions in [0, 1] that
we then calibrated. Despite the DNN predictions not being binary, we used equivalent procedures to specify the
probabilistic model for radiologists and DNNs. To see how, let 7 € {0, 1} denote a DNN’s unobserved binary
prediction for case 7, and let 20 € [0, 1] denote its observed real-valued prediction for the same case. In order
to obtain ™ € {0,1}, we could treat it as a random variable ™ ~ Bernoulli () and obtain values for it
through sampling. We instead used 2 directly, specifying the log joint density as

N
logp( | 6) =Y logp(3™ | 6)

n=1

N
~ ) Eynllogp(™ | 6™)]

n=1

N
=3 By [5” 10g0™) + (1 = 5) log(1 — 6

n=1

N
= PrG" = 1)log(@™) + Pr(3™ = 0) log(1 — 6)
n=1

N
= 2" 1og®™) + (1 - 2")log(1 — 6).

n=1

Annotation reader study. In order to compare humans and machines with respect to the regions of an
image deemed most suspicious, we conducted a reader study in which seven radiologists read the same set of 120
unperturbed exams. The exams in this study were a subset of the 720 exams from the perturbation reader study,
and also included all malignant exams from the test set. This study had two stages. In the first stage, the radiolo-
gists were presented with all views of the mammogram, and they made a malignancy diagnosis for each breast.
This stage was identical to the reader study in'2. In the second stage, for breasts that were diagnosed as malignant,
the radiologists annotated up to three ROIs around the regions they found most suspicious. Overlapping ROIs
were permitted. The radiologists annotated each view individually, and the limit of three ROIs applied separately
to each view. For exams that contained multiple images per view, the radiologists annotated the image where the
malignancy was most visible. The radiologists annotated the images using Paintbrush on MacOS, or Microsoft
Paint on Windows. In order to constrain the maximum area that is annotated for each image, we included a
250x%250 pixel blue ROI template in the bottom corner of each image to serve as a reference. The radiologists
then drew up to three red ROIs such that each box approximately matched the dimensions of the reference blue
ROI template. In our subsequent analysis, we computed results individually using each radiologist’s ROIs, and
then reported the mean and standard deviation across radiologists

Data availability
The radiologist and DNN predictions used in our analysis are available at https://github.com/nyukat/perception_
comparison under the GNU AGPLv3 license.

Code availability

The code used in this research is available at https://github.com/nyukat/perception_comparison under the GNU
AGPLv3 license. This, combined with the predictions which we also open-sourced, makes our results fully
reproducible. We used several open-source libraries to conduct our experiments. The DNN experiments were
performed using PyTorch*, and the probabilistic modeling was done with PyStan (https://github.com/stan-dev/
pystan), the Python interface to Stan?”. The code for the DNNs used in our experiments is also open-source,
where GMIC is available at https://github.com/nyukat/GMIC, and DMV at https://github.com/nyukat/breast_
cancer_classifier.
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4 Informacja o pozostatych osiagni¢ciach naukowych, dydak-
tycznych, organizacyjnych oraz popularyzujacych nauke

4.1 Pozostale publikacje naukowe
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[B2]

[B3]

[B4]

[B5]

[B6]

[B7]

4.2

Cichosz, P., Jagodzinski, D., Matysiewicz, M., Neumann, £.., Nowak, R., Okuniewski,
R. & Oleszkiewicz, W. Novelty detection for breast cancer image classification. Photo-
nics Applications In Astronomy, Communications, Industry, And High-Energy Physics
Experiments 2016. https://doi.org/10.1117/12.2249183

Jagodzinski, D., Matysiewicz, M., Neumann, L., Nowak, R., Okuniewski, R., Olesz-
kiewicz, W. & Cichosz, P. Feature selection and definition for contours clas-
sification of thermograms in breast cancer detection. Photonics Applications In
Astronomy, Communications, Industry, And High-Energy Physics Experiments 2016.
https://doi.org/10.1117/12.2249064

Matysiewicz, M., Neumann, £.., Nowak, R., Okuniewski, R., Oleszkiewicz, W., Cichosz,
P. & Jagodzinski, D. Automatic recognition of thermographic examinations for early de-
tection of breast cancer. Photonics Applications In Astronomy, Communications, Industry,
And High-Energy Physics Experiments 2016. https://doi.org/10.1117/12.2249067

Neumann, L., Nowak, R., Okuniewski, R., Oleszkiewicz, W., Cichosz, P., Jagodzinski,
D. & Matysiewicz, M. Preprocessing for classification of thermograms in breast cancer
detection. Photonics Applications In Astronomy, Communications, Industry, And High-
Energy Physics Experiments 2016. https://doi.org/10.1117/12.2249307

Nowak, R., Okuniewski, R., Oleszkiewicz, W., Cichosz, P., Jagodzifiski, D., Matysiewicz,
M. & Neumann, £.. Asymmetry features for classification of thermograms in breast cancer
detection. Photonics Applications In Astronomy, Communications, Industry, And High-
Energy Physics Experiments 2016. https://doi.org/10.1117/12.2249066

Okuniewski, R., Nowak, R., Cichosz, P., Jagodzinski, D., Matysiewicz, M., Neumann,
L. & Oleszkiewicz, W. Contour classification in thermographic images for detection
of breast cancer. Photonics Applications In Astronomy, Communications, Industry, And
High-Energy Physics Experiments 2016. https://doi.org/10.1117/12.2249065

Oleszkiewicz, W., Cichosz, P., Jagodzinski, D., Matysiewicz, M., Neumann, £.., No-
wak, R. & Okuniewski, R. Application of SVM classifier in thermographic ima-
ge classification for early detection of breast cancer. Photonics Applications In
Astronomy, Communications, Industry, And High-Energy Physics Experiments 2016.
https://doi.org/10.1117/12.2249063

Wystapienia na warsztatach przy konferencjach

* Wystapienie na warsztacie The Bright and Dark Sides of Computer Vision: Challenges and
Opportunities for Privacy and Security przy konferencji CVPR 2018.
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* Wystapienie na warsztacie Al for Affordable Healthcare przy konferencji ICLR 2020.

4.3 Udzial w grantach badawczych

» Stypendium w grancie Bio-inspired artificial neural networks Fundacji Nauki Polskiej (Team-
Net), 01.04.2020r. — 31.03.2023r. Projekt realizowany na Uniwersytecie Jagielofiskim w
Krakowie, kierownik projektu: prof. Jacek Tabor.

» Udziat w grancie Reverse EngiNeering of sOcial Information pRocessing (Horizon 2020),
08.06.2018r. — 08.09.2018r. Projekt realizowany na Politechnice Warszawskiej i Uniwersyte-
cie Stanforda, kierownik projektu: prof. Janusz Hotyst.

4.4 Staze naukowe

 Staz naukowy u dr. Peter Kairouz na Uniwersytecie Stanforda, USA, 08.06.2018r. — 08.09.2018r.
 Staz naukowy u dr. Krzystofa Gerasa na Uniwersytecie Nowego Jorku, USA 23.02.2019r. —
16.03.2019r.

4.5 Praca dydaktyczna

Prowadzenie przedmiotéw na studiach inzynierskich i magisterskich w jezyku polskim i angiel-
skim dla studentéw Wydziatu Elektroniki i Technik Informacyjnych Politechniki Warszawskie;.
Prowadzone przedmioty:

* Podstawy Informatyki 1 Programowania (360 godzin laboratorium, 170 godzin projekt),
* Podstawy Programowania (30 godzin laboratorium, 30 godzin projekt),

* Programowanie obiektowe (60 godzin laboratorium),

* Systemy Operacyjne (330 godzin laboratorium),

* Distributed Computing and Systems (215 godzin projekt),

» Systemy Rozproszone (30 godzin projekt),

» Podstawy Sztucznej Inteligencji (30 godzin projekt).

4.6 Nagrody

» Nagroda zespotowa dydaktyczna III stopnia Rektora Politechniki Warszawskiej za opracowa-
nie nowych materialéw dydaktycznych do przedmiotu Podstawy Informatyki i Programowa-
nia, 09.2022.

» Stypendium Rektora Politechniki Warszawskiej dla najlepszych doktorantéw, 2017-2018r.

* Stypendium programu wymiany zagranicznej do USA Fundacji KoSciuszkowskiej, 03.2020r.

4.7 Recenzowanie prac naukowych

Recenzowatem pigé prac na ICML Workshop on Dynamic Neural Networks, 2022.
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4.8 Udzial w wydarzeniach popularyzujacych nauke i innych konferen-
cjach

* Wystapienie na konferencji Prezesa Urzgdu Ochrony Danych Osobowych, Sztuczna Inteli-
gencja ztodziejem Twoich danych osobowych, 30.11.2018r., Warszawa.

* Plakat na konferencji MLinPL, 23.11.2019r., Warszawa.

* Wystapienie na konferencji Horizon Europe Weeks, 8.10.2021r., Krakéw.

* Wystapienie na konferencji Al & NLP Day, Warszawa, 25.10.2021r.

* Wystapienia na seminariach Kota Naukowego Sztucznej Inteligencji Golem, Politechnika
Warszawska.

4.9 Opieka naukowa nad studentami

* Promotor pracy inzynierskiej pt. Aplikacja mobilna dobierajaca na podstawie jednego ubrania
pozostata czg¢$¢ garderoby zgodnie z aktualnymi trendami. Praca obroniona w 02.2023r.

* Promotor pomocniczy dwdch prac magisterskich pt. Wspomaganie diagnozowania zapalenia
ptuc za pomoca analizy obrazéw algorytmami sztucznej inteligencji oraz Breast cancer
diagnosis from mammography screenings employing convolutional neural networks. Prace
obronione w 10.2019r. oraz 07.2020r.

* Promotor pomocniczy dwdch prac inzynierskich w jezyku angielskim pt. Extending a dataset
using Genarative Adversarial Networks (GANs) oraz Data anonymization techniques using
generative adversarial networks (GANs) to increase prediction accuracy of deep neural
networks. Prace obronione w 02.2019r.

4.10 Wykonane ekspertyzy lub inne opracowania na zamoéwienie

* Przygotowanie materialéw i przeprowadzenie szkolen (32 godziny dla 16-stu os6b) dotycza-
cych zastosowania metod uczenia maszynowego dla pracownikoéw Ministerstwa Finanséw,
11.2018r., Politechnika Warszawska.

* Przygotowanie prototypu systemu telemedycznego do zdalnej diagnostyki pediatryczne;j
oparty na innowacyjnym urzadzeniu multi-sensorycznym i algorytmach automatycznej inter-
pretacji dla firmy Higosense, 01.—06.2018r, kierownik projektu: dr hab. Robert Nowak.

* Przygotowanie systemu wykrywanie zmian nowotworowych na podstawie obrazéw termo-
graficznych piersi dla firmy Braster, 01.2015r.—01.2018r., kierownik projektu dr hab. Robert
Nowak.
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